&

Privacy
Advocates

9DLLtEI MKI3AIl ENoBD3A"EIX A LJISADA
Ysllpl KIHNpPpPDODEN3IMD HO 31 "DsaAamMil ]

26.08.2024

[/

H933A9A4 EDMIKADD 2XP2llML2a ELALMIEODMA"AKI XD3389E t|YKOD3AIE UCIE
t DEAE ODXMI KI ER MBCc JI NplI MI XPIliI3390 A UADPAU 1 IJuMYDPACI XHD33d0 )



0

« R <

1. T T oh o et m - c h e 'yt Y a 7" e ao D5t w
2. hmoe™ T 'Ee T ee s ¢ h e*e < o *h ™% ot ) o ch
3. Accountability aoemth®¢g 'Y moot tmt = Y

4. Recordf processing activities ™ h © oh"e e 'y ""ee .9

5. ho h~-eomt E oYh~*"ot T v ee 2 ) e om
6. Processing grounds and Legitimate Interests Assessment

7. Data Protection (Privacy) by Design and by Default

8. Data Protection Impact Assessment

9. Data Breach Management

10. Data Protection Officer

11. o ™ o " h %ot c hmoe™ T Ee 7 T " ee o)

12. o —~ e Yy o ¥ o ¥ h ™ %ot - t c hmoe™ T 'Ee
13. 7 e t hhe mtx h m S ¢ ho — ho ¥ e ' c<h ’Ya<o a ™ h

14. “h ™~ % ot - Tt e e 7 ¢ hmoe™ ™" m o m -~ ‘
15. x 0 a t h : v e e = oe * "\6* e ©

16. “h ™ % ot - *"’ee.gem(; "h" T eeo0 ™ te O<A*<C

17.x 0o TE’ v e e S m X mm t e e <et*"""<*tz a ™
18.s t o a” t PrivdcyeDafd Protection

19. ne : m o h e ¢ O0ee a h - t c
20. m "o e a e Y “ e o0 e a e 'Y< ’ ‘
21”7 _hh toh ~~Fe~ym _h* T “‘mt 'Y D5tw

22 h~em h=~e .e™ 'y o *Transférpmpact’Asséséntent - o

23. EUUS Data Privacy Framework

24. 0 a e " " ¢ S h x 0 o " mt - c h~ t coom como
25. . " x e *ho " e mt~e-”ht . ’ - ( T

26. h ~ och a e t “'Ee * 'Y ¢ h~” t -

27.° t h * cF - e e~ 1 =

28 ° t "¢ et h m e . LU

29 " e m * e c a h c h e x ° 7 e Y

30., x ° ey £ t h - e ’ et:htme ) m o tx~ g
3. " YGDPR™ * e m

32.7to ch a e eHMAYHIDS5t @ HWnmge ., ¢ _ hmec ot
33.7 "~ oeo " ™t “'Ee . e c ~t 0 c hmoe™ 7 Ee 7 -
34.°h * GPpPRt ¢ o % h t ~ e <

35. o " ¥ oh - hGDpRhmo*co**

36.:0" he """ Y .oe GBPR " mMny ., . T, Ye |

- mx 7 A

"o a T e

. e e 9
6h —~




e

WE STILL DON'TW
THE NEED FOR A PRWACY ACT.

\

COVLD YOU EXPLAIN IT AGAIN, COMW




2016 (EU)

4 ° o T0e¢ Y h oc m o 0 o o e q)"‘ ot TUEm t EU-US PruvacyShield
- * < - < © —_— t —_— < - approved
2013 (OECD)
OECD Guidelines
updated

2016
2000 (EU} NIS Directive
Safe Harbourdecision

2008 (EU)
Council Framework 2016(EV)

(later overturned)

1948 (UN) Decision (datainlaw Law Enforcement
The Universal Declaration of enforcement Directive
Human Rights - ¥ z - situations)
VS LU d 2016
A First national privacy law: 1980 (OECD) 2002 (EU) ePrivacy Directive
s Data Act, Sweden OECD Guidelines ePrivacy J—— 2072 (E
Directive ePrivacy Regulation
foullj'::ed 1970 1979 1995 (EU) 2006 (EU)
First modern privacy Data protection laws Data Protection 2000 (EU) Data Retention Directive 2016
B e - law. Hesse, Germany enacted in 7 member states Directive (later repealed)
Relevant context and data protection law

1958

Treaty of Paris Treaty of Rome Euratom 1965 Single European At Charter of Fundamental 2007
- ECSCcreated —EEC created created Merger Treaty (SEA) amended Rights of the EU Treaty of Lisbon
2010

1986 2000

European structural evolution

1950 1960 1970 1980 1990 2000

Evolution of technology

2018

e

ebgw salesforce mm_ <
MR g

: Google HE UBER “eoo®

1 loT
PC Usenet & airbnb

Society
anssens SONY €Dy Equipax
s ol it
# 8 TMEDK ‘ " e
i:[' F c i"‘[j AOL qL\'ERNO’I E
A i .
e # b CI-L (@) aevenve  T,.\Adobe user
WW2  Shared European coal Growth of Increasinguse of IT& . it = High profile data breaches and/or concerns
strocities  &steel production international trade telecommunications Direct marketing Telemarketing Data mining Identity thefts 9/11 El‘i
b f % 4
— 2004 Madrid bombings e\ .:.: {"u\
2 - : .
| S —} ﬂ:} Edward Snowden Max Schrems
@é@gj =0 disclosures about
1 global sunweillance

f f b :FMM
Reflection in Germany o Revelationsabout 2 i
Gestapo’s privacy abuses in globalsuneillance & ) ) ) . 2005 andan bemblnes \ ‘_';"7;]

WW?2 and Stas(s privacy existence of NSAand https://www.linkedin.com/in/tim-clements Qn

abuses in East Germany GCHQ beS-CItD-ClDDe'C|Drn'C|Dt'638651/ Social MediaTrends



https://www.linkedin.com/in/tim-clements-fbcs-citp-cippe-cipm-cipt-638651/

ASN N r ! ‘ | ! CONCErMNg soane
0 Oc Y h o == 2\ iy m= 0\ oo
: * . < - 1361 Justices 1776 Access to 1858 Publishing 1889 Criminal Codm >
0 e 0 Q t rEm of the Peace Acx Publc Records Act private lects bunned
— <
“ee o 0O e — :
wos R 7 wewe 2Tl
( - : 3
Dehomog D11 - \‘_’”"f‘\’ ”_":f‘ P WW2 atrocities

@ 1948 UN Unlversal

Declaration of Human Rights
- 1950 Cof European
US" Convention on Human Rights

Qo e - \——7 .
X Masslve — efh S » .
( privacy abusesin “) - " secret police
éu‘v"
kfomrnfu% 195090 194g.89  Ov@onisations '
— e o
1970 Hesse Data Protection Act o L 5{ =
S 1973 sweden: Data Act Widespread use and
.- reliance on technology
-~ 1973/74 Council of Europe:
Reso!utions 73/22 & 74/29
e - 1979 Seven European countries
L B enact general data protection laws

Q» OECD 1980 0ECD Guidelines

— )
1981 Co Convention 108 Q

Z=aTa== 1984 UK Data Protection Act - .
—

- 1995 EU Data Protection Directive @
Google

uLeru - 2000 EU e-Commerce Directive
SAFEHARBOR

__:1_—-.-_._. - 2000 Charter of Fundamental Rights of the EU @
!

alv J
LL St tie - 2002 EU ePrivacy Directive [ £]
and the troe significonce of .
Terrorist deto protection n 'Vanous updates (C Masﬂve personal
atrocities 3 dato breaches “
> Eanocy Shield ‘\J\_A ?
-‘ HMII 2016 EU GDPR (enf. zozs)\
Snowden ﬁ E}Q&eﬂt L
Ifb ~BIE~ ECadequacy ( -5 “Fool me
u Schrems ) daceston = =

;l 2023 M

What are we protecting?
purposeandmeans.io

3, rights and & of individuals®
« human righes




o T"0ec¢ Y omc h Yt Y -7 to. c hmoe™ T'Ee . 9

A Pervasiveness
Internet of of Information
Things Technology

Big Data

iPhone
Relevance of

Data Protection

Facebook

Salesforce

Google

Safe Harbour declared invalid

A
|
A
' |
|
A
I
s oy
I |
UseNet ) A A
! T
A | Ao b
: | LYot
Mainframe A ' ' i by E o
| A ! | ! |
I | ! | A% by (-
1 ! !
I 1 ! "y R T
| | ! ] | | | | |
— / A | ! ! I * . | ! 1 >
| ' | ! | ! Iy 1 : Loy
1970 1980 I 15290 ; 2000 ! ! o 2010, + , 1+ 202
| | \ | | |
A q | | | " 20052008 | (I : oy
| 1983 1 1 : | A s:v:s of h»qh. ' : | ; \ )
| The Right of Information ! | [ ST pafsonm | ;) | 1 |
: S aa ' The Euro'm parkiament : S - h el 1 l ! : |
4 ) eptember 11th attacks 2009 | I 2:m8
proclnimed by Germany's \

1970 hlohest court 1990 introduced the Directive 2000 Tightening of national : | : | May 25th-the GOPR
First Data Protection In the mid-1990s, on Data Protection Safe Harbour data protection laws : \ \ I ieotade iito slfect
law of the world in personal dota was introduced 2012 | \ |
Hessen, Germany wads on: p«o:‘nclod The European Commission : \ 20'15

under the right to
conhdenlml?tv began warking on the \ ! The European Commission
Genoral Data | ' appraved the final
Protection Regulation | m'15 version of the GOPR
I
|
|

https://imagenationit.net/2018/the-big-pushfor-data-privacyqdpr/ Mass suwalf:zfdns:bsmu



https://imagenationit.net/2018/the-big-push-for-data-privacy-gdpr/

8 t o tGDPR?,

Reqgulation(EU)2016 679 of the EuropeanParliamentand of the Councilof 27 April 2016 on the protection of
natural personswith regard to the processingof personaldata and on the free movement of such data, and

repealing Directive 95/46/EC (General Data Protection Regulatio) ¢ 'Ht e o~ h 7% a oe t~ " t
c hmo e "‘°"”"Eee. 9o hya h x o™ 'y  ~ t mEe T 0" 8 3. h e ¢ «o.” 30 > 7 ’“’Y
o omx ® “,“ ﬁ"m dJ(Z(_EZ“ - ’“e’Y< ot E)da - P M X "o m f“”: e,j 9 tYZe T to <h 2_904Q018

c ho °"‘Ped‘oe chocteYe oY ® d oy’ G@PR"h""e’Y.‘QJ"‘GQ

" ot oh .-t

W mtxm 28052018

W~ a eoy*g _h  9546/EC 124.10.1995

w*haoe ch”‘hxottoh:h"“mtocch a e e

w"‘ mte xtot EJo eZO e moth”eﬁtodzlomx"' m¢tac 7 a eeto”‘hG@DERc
"o h o Dt e””tm ee"h““aJ""{goc ”“rmm(ncm"‘e*ofelm o("'“’ﬁ] "’O; e
) - < [oe] C~ h * * L,)

W O ”"“eEé’.oonhx ” mte g dm™Y0 Ee :"aem"‘tah)(”"e"'mtjehqz_;maao’o*""'°t”‘ee.3
(DataProtectlonAuthorltles

o 7 Ter T bk T mt | THYo ¢ mmym  caos & " " t* e e(EumpearDataProtectionBoard)

we c omh 'mhﬁaeeeY tCmOYe“"’m’Ee'.““a'a*o*mx'”:ﬁ‘metjcihex'cmach"‘”<' .
1 hooom QEl@opearCourtofJustle)

o mem.. =

Ao ® "o ¢ m *h e o hcah co"“’”"‘°t"“ee.JQ

" Tt e e . g

Ae © ¢ o e “oh'Eemet hx* e m tje o ¢
A oeo h"GDPR® hoc ,ana omm

A Directive2002 58ECof 12 July2002concerningthe processmg)f personaldata andthe protection of privacyin
the electroniccommunicationssector(Directiveon privacyand electroniccommunications)



http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
http://data.consilium.europa.eu/doc/document/ST-8088-2018-INIT/en/pdf
https://www.linklaters.com/en/insights/data-protected/data-protected---norway
https://www.linklaters.com/en/insights/data-protected/data-protected---liechtenstein
https://translate.googleusercontent.com/translate_c?act=url&depth=1&hl=ru&ie=UTF8&prev=_t&rurl=translate.google.com&sl=auto&sp=nmt4&tl=en&u=https://www.personuvernd.is/ny-personuverndarloggjof-2018/&xid=25657,15700022,15700124,15700149,15700168,15700186,15700190,15700201,15700205&usg=ALkJrhgsBxBv2toAh2P-KWV1TDvymSDhKg
http://www.efta.int/eea-lex/32016R0679
https://ec.europa.eu/commission/priorities/justice-and-fundamental-rights/data-protection/2018-reform-eu-data-protection-rules_en
http://ec.europa.eu/justice/article-29/structure/data-protection-authorities/index_en.htm
http://ec.europa.eu/justice/smedataprotect/index_en.htm
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2002.201.01.0037.01.ENG

9 GDPR.™ __ ;Digital Siegle Market Strategy

-4 4 T

A”"‘<o*xm*"‘<*e<*‘*oc’”m@on‘ﬁhgmﬂ‘omlj*ho 0 a0 Tmom® "ty 00 ° e
0 128042015 ] _hoc com My yw h o c ™ mEheFuropegnAgendaon
Security)

Al _hoec ma”mpe05¢015~ e o em hao” m """ € b 8 Oh "Digitak Single
Market, ¢ h ' " X O'h Tt” P t°x e o h o c hm. eo ~oSm o * e e
c . thoin*q":az%’”t comt"”w"l;< eér*oché"m c'H_ deoa**e<<e*f. 9
oe"""wec?*.'g<hm)< f«nmzxce@n&tt Eoeot""’E‘oH”""‘ ”“Ya e eo

e t h® mtoo h o

A10012017J ho oaomm?® 7y oo d*™ g *a e gh ce “hmoe™ T
"ree . g0t a e((Elqn‘fnr‘ﬁ‘lunlcatlorExchanglngamd ProtectmgPersonaIData

- T

in a Globalised World) t o hcoo m 'Yt he*oe m h * ce h; e "o ® "”; e e . 9
a ’°xe"‘hoemethaxao geht “ea.
A190220201 hoc ana *moyc x 'Y = moo o™ ™" AEyropeanstrategyfor data €
0 xacl&t’mtcﬁ*o”“ oe"”mcho’“’E‘o‘*”‘eoeoa°*to*’“"’Eem.tO e
e ¢ ”t t pe ¥ ;m<tm”'_e*°3"“]h(_ntto*“§ ”: L"""* B < rlm a - °+”‘om"t":\*< * < h = 7 'Ee
'H oeod ™ ex ¢ 4§t ot " e*E “wec x ¥ T "oh x* eod * emo o ¥ " e,

* < < *

Shapin® dzN.P DidadFuture



http://eur-lex.europa.eu/legal-content/EN/HIS/?uri=CELEX:52015DC0185
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52015DC0192
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2017:7:FIN
https://ec.europa.eu/info/sites/info/files/communication-european-strategy-data-19feb2020_en.pdf
https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/shaping-europe-digital-future_en

10 European Data Economy Strategy 2018

European Data Market
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* Driven by stakeholders * Sectoral data governance (contracts, Datasets
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Regqulation (EU) 910/20%ef 23072014 glectronicIDentification, Authentication and trust Services DirectiveelDAS2 on
electronic identification and trust services for electronic transactions in the internal market

Directive (EU) 2016/686f 27.042016 {aw Enforcement Directive LED ~ Police Data Protection DirectivePDPD on the
protection of natural persons with regard to the processing of personal data by competent authorities for the purposes of th
prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and ethe f
movement of such data

Directive (EU) 2016/948f 08.062016 {(Trade Secrets Directive TSD on the protection of undisclosed knemow and business
information (trade secrets) against their unlawful acquisition, use and disclosure

Reqgulation (EU) 2018/172% 23102018 (Data Protection Regulation for the EU Institutio@sDPEUI on the protection of
natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and agencigb@&nd c
free movement of such data

Requlation (EU) 2018/18®f 14.112018 free Flow Dat& FFD on a framework for the free flow of ngmersonal data in the EU

Requlation (EU) 2019/88&1f 17.042019 Cybersecurity Act CSA on ENISA and on information and communications technolog
cybersecurity certification

Directive (EU) 2019/776f 20.052019 Digital Content Directiveg DCD on certain aspects concerning contracts for the supply ¢
digital content and digital services

Directive (EU) 2019/1024f 20.062019 Open Data Directiveg ODD on open data and the rase of public sector information

Requlation (EU) 2019/11% 20.0620190n promoting fairness and transparency for business users of online intermediation
service™ a ¢ Guidabiges ontanking transparency

Directive (EU) 2020/182& 25.112020 on representative actions for the protection of the collective interests of consumers
Requlation (EU) 2022/868 30.052022(Data Governance Act DGA on European Data Governance

Requlation (EU) 2022/192% 14.092022(Digital Markets Actgc DMA) on contestable and fair markets in the digital sector
Regqulation (EU) 2022/206# 19.10.2022(Digital Services Aat DSA on a Single Market For Digital Services

Directive (EU) 2022/255&f 14.122022 (Networking and Information Security 2 DirectiveNIS Directive) concerning
measures for a high common level of security of network and information systems across the Union

Requlation (EU) 2024/16&8 13.062024laying downharmonisedrules on artificial intelligenceéAftificial Intelligence Actg AlA)
Proposal for a Requlaticon digital products and ancillary servic€&yber Resilience ActCRA

Proposal for a Directiven adapting non contractual civil liability rules to artificial intelligence

Proposal for a Requlatiaan harmonisedrules on fair access to and use of déiData Act)

Proposal for a Regulatiaon laying down additional procedural rules relating to the enforcement of Regulation (EU) 2016/679



http://data.europa.eu/eli/reg/2014/910/2024-05-20
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016L0680
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016L0943
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2018.295.01.0039.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32018R1807
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2019.151.01.0015.01.ENG
https://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX:32019L0770
https://eur-lex.europa.eu/eli/dir/2019/1024/oj
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32019R1150
https://ec.europa.eu/digital-single-market/en/news/guidelines-ranking-transparency-pursuant-regulation-eu-20191150
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32020L1828
https://eur-lex.europa.eu/legal-content/EN/HIS/?uri=CELEX:52020PC0767
https://eur-lex.europa.eu/eli/reg/2022/1925
https://eur-lex.europa.eu/eli/reg/2022/2065/oj
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32022L2555
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ%3AL_202401689
https://digital-strategy.ec.europa.eu/en/library/cyber-resilience-act
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_5807
https://digital-strategy.ec.europa.eu/en/library/data-act-proposal-regulation-harmonised-rules-fair-access-and-use-data
https://commission.europa.eu/document/2069ca27-1935-46e0-b857-2e7c4495d20f_en
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https://www.out-law.com/en/articles/2017/july/germany-continues-to-be-on-track-to-become-first-gdpr-ready-country-with-new-data-protection-laws/
https://www.out-law.com/en/articles/2018/june/gdpr-france-data-protection-laws-/
https://www.garanteprivacy.it/documents/10160/0/Data+Protection+Code.pdf
https://www.out-law.com/en/articles/2018/november/spain-new-data-protection-digital-rights-law/
https://www.out-law.com/en/articles/2018/may/irish-data-protection-act-alongside-gdpr/
https://www.out-law.com/en/articles/2018/may/new-data-protection-act-finalised-uk/
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. The EU general data protection regutation 2016679 (GDPR) wit Lake affect on 25 May 2018 Unfortunatety. Brussels has nol provided a clear overview of the
' 29 artcles and 173 recitals. The Privany™an® fiis this gap (with a tabie of contents, cross-references. emphases, comections and a cosser functon) Oata

¢ @

p p l V A Z Y p LA N protechoaUPrivacy/Privazy accorang to plan
" GETS YOUR DATA PROTECTION
ON COURSE.

EU General Data Protection Regulation (EU-GDPR)
Table of contents

Info / Regulation / Dossier

4.5.2016 | EN | Official Journal of the European Union | L 119/1 REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 27
April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation) [...]

- Subject-matter and objectives (1, 2, 3,4, 5,6, 7, 8, 9, 10, 11, 12, 13)
-Maten'al scope (14 15, 16, 17, 18, 19, 20, 21)

. rticle 5 - Principles relating to processing of personal data (39)
Article 6 - Lawfulness of processing (40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 155)
Article 7 - Conditions for consent (32, 33, 42, 43)
icle 8 - Conditions applicable to child's consent in relation to information society services (38)
icle 9 - Processing of special categories of personal data (51, 52, 53, 54, 55, 56)
icle 10 - Processing of personal data relating to criminal convictions and offences
icle 11 - Processing which does not require identification (57, 64)

https://www.privacy-requlation.eu/en/index.htm
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What organizations have to do
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| 5,

Keep records of all
'~ processing of
=

personal
information

@&

Institute safeguards
for cross-border data
transfers

N7/ iii

vt v

Privacy

79\?‘/ Risk\ %" .

Conduct Data Protection
Impact Assessments on
new processing activities

Implement
Data Protection-by-Design
(Privacy “baked-in”)

: A, Request a copy
Withdraw “\‘// > /\\/ of all of their
consent for y O data & request

eh S SSTi corrections if

\ / o wrong

k: (-\ /_7,_> Request that

= (\?:;ii,) _ their information
=~ % \

is deleted when

there’s no
/ \\._\QJ purpose to A
= retain it

R

L4

e GDPR ©

<Y

[P
¥

Maintain appropriate
data security

Take responsibility for

the security and

processing activities of

third-party vendors

Request the ability to move their
data to a different organization

Object to automated
decision-making
l A processes, including

E profiling

Collect personal data lawfully
and fairly, and where
relevant, get appropriate
consent and provide
notification of personal data

o h

Consult with
regulators before
certain processing

Get a parent’s
consent to collect
data for children

processing activities under 16 Eptuifies
\ / ‘.
E g -
& ) Appoint a Data - Be able to
Protection Officer demonstrate
(if you regularly compliance on
process lots of data, demand

or particularly
sensitive data)

Ask for records of
processing activities
and proof of steps
taken to comply
with the GDPR

.

Impose temporary
data processing bans,
require data breach
notification, or order
erasure of personal
data

https://www.linkedin.com/in/tim-clementsfbcs-citp-cippe-cipm-cipt-638651/

Provide appropriate data
protection training to
personnel having
permanent or regular
access to personal data

Notify data protection
agencies and affected
individuals of data breaches
in certain circumstances

Suspend cross-border

data flows

Soe

Enforce penalties of up to €20 million
or 4% of annual revenues for non-

compliance
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Supervisory :
EU Establishments Authorifies
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Offer goods or services or engaging in
cnitoring within the EU built 1 starting at
i Se CU(“V Data Protection Data he beginning a? the
Officer (DPO) Protection by design process
LAUEUL_PROCESSING, Record of Data Design &
Designate BP0 if core Processing Activities
Collechon and processing of personal data must activity involves regular Maintain ? el Data Impad
be {or “spedfied explict and tegifinate purposes’ monitoring or processing )a X '.-.r: a;‘c_:[unru :.":_ fAssessment
—with Consent of data subjeci or necessary for large quanfities of " ‘\T,{gvrg ,,d )\-ua.; r:;l ﬁJE U For high risk
y nvalving processing of EL
* performance of a contract persond data. situations

* compliance with alegal ¢
obligafion \

* fo protect a person’s (\a.wf/
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* fask in fhe public 5"’

nierest
* legitimate nterests

RIGHTS OF DATA SURDECTS

Rutomated “Right not fo be subject to a
Decision Mak’mg dedision based solely an
aulomated processing,
induding profiing”

Consent rust be freely
given, speciic,
informed and
unNarbiguous.

Right to

Access and
Erasure

Recfification

Py

Purpose
Specificafion and Right o Data
Minimization Portability

- ) '
[TeacHPrivacy| Wwww.teachprivacy.com

Workforce awareness training by Prof. Daniel J. Solove

persond dafa

f personal data breachis "abreach of

securily leading fo the acGdental or

\ A
o unlaful destruction, loss, dferafion,
\\ unauthorized disclosure of, or access
ta, personal data transmified, stored or

otherdise processed”

If likely to result in a high privacy risk = nofify data subjects

Nofify supervisory authorities no later
than 7z hours affer disCovery.

Adequate Level of
Fines Data Protection
Up o 2o million euros or s# of iofal annual worldwade
furnover. Less serious violafions: Up to 10 million
euros or 27 of total annual worldwide turmaover,

=

Effective Judicial Remedies: = s *
comgensation {or materal and Bmdmg K
non-naterial ham Corporate

Rules ) Model

(BCRs) Privacy Contractual

Shield
(lauses

Please ask permission to reuse or distribute

https://a5h8v9a3.stackpathcdn.com/wpontent/uploads/GDPRVhiteboard TeachPrivacPrivacyAwarenesslraining4.pdf
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GDPR Tracker
Children online — ‘ ‘ Designation of a Data Protection Officer — ‘ ‘ Personal data of deceased persons — ‘ ‘ Employment —> ‘
Genetic, biometric or health data — ‘ ‘ National identification numbers/any other identifier of general application — ‘
Any other areas under discussion — ‘ ‘ Approach to implementation — ‘ ‘ Timescale for implementation — ‘ ‘ Penalties — ‘
Personal data and freedom of expression — ‘ ‘ Professional secrecy —> ‘ ‘ Scientific, historical or statistical purposes — ‘
Special rules for special categories of data — ‘ ‘ GDPR Tracker - Stage of legislative progress —

https://www.twobirds.com/en/capabilities/practices/privacgnd-data-protection/generaldata-protection-requlation/gdprtracker



https://www.twobirds.com/en/capabilities/practices/privacy-and-data-protection/general-data-protection-regulation/gdpr-tracker

24 sh o a” tGldobal Privaey Assembly (International

Conference of Data Protection and Privacy Commissioners)

’ Home Assembly & Executive Committee News & Events Members Documents Cooperation Q

2021

e @ Q
INQI [ GPA

Global Privacy Assembly

(AS‘-‘ Assembly of Author "”«"')

The Global Privacy Assembly first met in 1979 as the International Conference of Data Protection and Privacy Commissioners. The Assembly has been the

premier global forum for data protection and privacy authorities for more than four decades
e a'yt h]“"ﬁ‘*”‘"s@emo"a*ﬁ‘ “t @b me m t*e: " x e *ho
o e hxe:e e{oaocoee .§ e e . qgo e ® e ¢ ""“’Emmm’dJ’Yq)'E
’ 00mecm197goc”b‘]-| “lJo h oc nrmae ocboh’”"*”‘ee(EumpearData
ProtectlonSuperwso}

https://globalprivacyassembly.org/documesatrchive/



https://edps.europa.eu/
https://globalprivacyassembly.org/document-archive/
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Glossary of Privacy Terms
Find the terms that relate to the Program or destignation you are studyng for by using the tabs
Press & Publications below 10 narrow your search

~ Data Protection Data Prodection Glassary

Glossary

A-B-C-D-E-1-J-L-N-0-P-R-5-T-V
Accountability

ACTA

Adequacy

Article 29 Working Party
Article 31 Committee
Automated individual decision
Berlin group

Best avaitable technigues
Binding corporate rules
Biometrics

Blocking

ccrv

All CIPM  CPP/C CIPP/E CIPP/US CIPT

ABCDEFGHI|]IKLMNOPQRSTUVW

I3 EXPAND ALL

4 Abstract

4 Access Control Entry

4 Access Coutrol List

4 Accountability

+  Accuracy

+  Act Respecting the Protection of Personal Information in the Private Sector

https://edps.europa.eu/dataprotection/data-
protection/glossary en

https://iapp.org/resources/qglossary/



https://edps.europa.eu/data-protection/data-protection/glossary_en
https://iapp.org/resources/glossary/
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1960s Mainframe
Computers

Privacy '
2 is dead!

Privacy
is dead!

Privacy
is dead!

Written by Daniel ), Solove llustrated by Ryan Beckwith
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ANY INFORMATION
Objective (earns 10k per year); Subjective (opinion); and,
Sensitive data (gay woman).

RELATING TO
An individual, about a particular person, impacts a specific
person.

IDENTIFIED OR IDENTIFIABLE
Direct or indirectly e.g. You know me by name, direct, you
know me as “a Lawyer doing these graphics”, indirect.

NATURAL PERSON
applies ONLY to a living human being. National Law may
give rules for deceased persons.

ONLINE IDENTIFIER & LOCATION DATA
Include data provided by the electronic devices we use:
mobiles, cookies identifiers, IP address, others.

TO ONE OR MORE FACTORS
Include data that when combined with unique identifiers
and other info create a profile and identify a person.

http://www.lawinfographic.com/whatis-personaidata/



http://www.lawinfographic.com/what-is-personal-data/
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: . Academic* o
Browser ‘ 'QPOl'th"O { Favorites
N \ Employment* e
*Client Applications and 05 ™ Declared Interests | Togs
»lﬂ_CDi?_\Qﬁ 5;’9’?9_\ _\\TAM_‘ \ ’ User Names / \]?_'"’_,_'P_“OS‘_
Expenses \\ oring S \ Real World J _Email Addresses ,/'/ \Settings
Tensactions \\ Sleeping _ \/\ Identifiers | Phone Numbers e P
Ac \\ \ / \ Nicknames {10 Addresses
Accounts \\\\ Shopping / \ .—' B // ' Bluetooth 1Ds
Assets )\ \ / Personal Devices SSIDs
Financial o . \
I Lapiibes 2 N Care (1o it \ Y4 \sxm e
Insurance /—/' 7 \ *Insurance | \ /4 LIMEIS A
Corporations .~ / \ Addresses
e/ | \  Demographic Data |- E Education
Credit Rating >{ Financial e Work History
/ & l. Resume
o Victust / Address book Contacts
« Digital Records of Physical - Goods/ | Communications Contacts
e | Social Network Links
‘Relationships{ _— —
Record of 8irth_ Legsl Njﬂeﬁx\ Siakio e Family and Genealogy
M ‘ Group Membershi
rarriage. Life Events \\' B - Group Memberships
Divorce ‘,_,_[  Government Records \Call & Message Logs
Death/  Law Enforcement e
) St.atus Text
HERy Senvice) ot _Shared Bookmarks & Links
| Posts
* Private Documents , ey . Posts Ontine.
—~ Content |
M\ y e — |‘ i3 Spg_gch- _Photos
PHotos | H cument | A Videos
Videos \ \ / 7 Streamed Video
/ Locatlon _Past ’ P
Music \\Consumed Media ’ Peoples | Planned Future  [Communications |§< Social Media Consumed | Podcasts
Podcasts -~ "Conte —’Jg - Software
Produced Music o xti Objects* \  Produced Music
Software | _Events /M . Presence*
“—4_Event Data from Web Services

https://www.linkedin.com/in/tim-clementsfbcs-citp-cippe-cipm-cipt-638651/



https://www.linkedin.com/in/tim-clements-fbcs-citp-cippe-cipm-cipt-638651/
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INTERNAL

HISTORICAL

(Q)<hmoe"'""Ee.3

FINANCIAL@

personol v\»slu'v

knows or befieves

AUTHENTICATING

Information used 1o suthenbeate an individusl
with something they know [l

PREFERENCE

Information about an mdavlaunl [ prﬂeum:u
or imerests

EXTERNAL

IZI% "'IEQQ‘;

IDENTIFYING

Information that uniquely or semb-uniguely
identifies a specific individual

ETHNICITY
Information that describes an individual's
ariging and Ilnnpe

SEXUAL
Information that describes an lndmmnl s
Sexusl hls # Geoaky chent

BEHAVIORAL
information that describes an individual's
behavior or activity, anline or off

DEMOGRAPHIC
Information that describes an individual's characteriatics
s.h.vod with omms by v

MEDICAL AND HEALTH

Information that describes an individual's hvulnn
medical conditions or hoalth care

PHYSICAL CHARACTERISTIC
Information that describes an lnmvld.ml %
[l’\'p)chl spoea'ame t v

TRACKI

KNOWLEDGE & BELIEF E HISTORY
Information about what a pevson lnformation about an mdw‘pldu.nl s

ACCOUNT
Information thet identifies a
individual's financial account

OWNERSHIP

Information about things an ndividual has
owned, rented borrowed, ar possessed

Information about an individuai's puxchannq
bnsnulng or income

CREDIT

Information about an individuals
reputation with regards to money

o .
mn
TRANSACTIONAL E

SOCIAL

PROFESSIONAL
Information about an Individual's educational |8 =
or ;uofcnnmnal career

EZEIE CRIMINAL

information about an individual's criminal
activity

EXEIIE PUBLIC LIFE

qog)
.
Information about an individual's public life a
. e

FAMILY

Information about an individual's family and relationships

SOCIALNETWORK . »
Information about an individual's Pnendn o¢ social
conmections ' v ' ™y :

COMMUNICATION
Information communicated
from of 10 an individusl

NG

I

Information about & device that an individusl
vsas for porsonal use lnvnn mm time or with
others) = ad ,

COMPUTER DEVICE I@ CONTACT

Information that provides a mechaniam
fm conmcslnq wn md.ndml | locatian

LOCATION

Information about an u-:llvlduul "

https //pnvacvbvdesmn training



https://privacybydesign.training/

Ca.
e
* > 2
9,
& Educational '%4“_ \9,.0
records OO' ‘90'
o ®
of birth °, o
[+

Financial
dato

Medical DNA
data

Tracking
cookies

Social media
Phone dato
activity

Internet of
a Things cCTV

(loT) devices

Utility
usage data

Advertising

profiles
i e e
data

(e.g. census)

https://www.gov.uk/government/publications/thefuture-of-citizendata-systems



https://www.gov.uk/government/publications/the-future-of-citizen-data-systems
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https://rppa.ru/analitika/katalog_pdn

Hanuunm cornacus Yenoseka, 40rosopa ¢ HWIM NN MHOro

ﬂ@ 3aKOHHOCTB - N MOryT 06pabaTbiBaTLCA TONLKO NPW
NPaBoBOro OCHOBaHWA.

CnpaseaAnvMBoOCTL - o6paboTka MA AonxHa
OCYLECTB/ATLERA COMNACHO PasyMHbIM OXUAAHUAM
NIOAENA, U He OKa3blBaTk Ha HUX HeonpasgaHHoe
HEeraTneBHoe BOBAQ“CTBHC.

Mpo3paYHOCTL - CBEAEHWUA MU COOBLLEHMA B OTHOLEHUN
il o0bpabotiu NA AonxHbl BbiTh NErKOAOCTYNHbI, NOHATHBI Y
NPEeACTaBneHbl Ha ACHOM W NPOCTOM A3bIKE,

i. OrpaHuyeHue yenen - obpaborka N A0NKHS
.{& OrpaHUuMBaTLCA AOCTUIKEHMEM KOHKPETHbIX, 3apaHee
- onpegeneHHbIX U 3aKOHHBIX Lenei.

MuHumMuzauma NA - o6bem u cnocobol oGpadoTkum NA
AO/MKHBI COOTBETCTBOBATL LENsm Ux o6paboTku U He GbiTh
¥ n3bbiTouHBIMK.

MNpuHyMnel
o6pabotku N4

Cc hmoe"’""Ee.o' e e . 9

-

AOCTATOHHOCTE (MO/IHOTY), @ B HEKOTOPLIX CAYHasAX v

% Kauecteo NA - HyXXHO obecneynBaTh TOHHOCTS,
akTyaneHocTs NA.

| % Orpanunyenne xpavenus N4 - N4 A0MKHBI XPaHUTLCA He
L |a

Aonblue, 4em 3toro TpebyloT uenm ux obpaborku.

t“ 3 KoudupenumansHocts NA - NA Henb3s packpeiBaTk 6ea
vrﬁio cornacuna nx obnagarens (cybwexra MNi), ecnm Tonbko
33KOH NPAMO He paspeltaer obpaTtHoe.

BezonacHocTe NA - NA Heobxo0AUMMO 3alMLLaTh OT
HeaBTOPU30BAHHOIO MK CNYHARHOro A0CTYNA (

g@ PACKPBITUA), YHUUTOXKEHUA, USMEHEHWUSA, 6/10KMNPOBIHUA N
KONUPOBaHWA,

=

MOAOTHETHOCTD - HY)KHO 6bITh CNOCOGHLIM

=5 NPOAEMOHCTPUPOBATH (€ NOMOLLBLIO COOTBETCTBYHOWMNX
3anuceid n Mmep) cobnogeHne BCex BbllleyKasaHHbIX
NPUHLUMNOB NPUB3THOCTW.
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- ECTb Npanosoe ccHoBanue Ha Takyio ofipaloTry
@ ( 3'"0""‘:“" Cn::nmnnnocn.. CybGrektsl MHGopMUpYyRTCR © Tom, Y10 Ux N4 Gyayr obpabartiBaTtech
s WHpopMaLMa RCHas, KpaTxas M NPocTas ANR NOHMMAaHWRA, NPEAOCTABNFETCR B AOCTYNHOA dopue

@ (Orpaumonmom uenen obpaborTkm ) Obpaborxa MM ¢ onpeaeneHHsMK, KOHKPETHLIMK W SAKOHHBIMW LENTMK

=
= ( %2::::::::::::%’: ) Obpaborxa MN/x ocywectansetcs 8 obweme, Heobxoaumom ans gocTwxeHws uenes obpatorrm NIy

@ TONHOCTS W AKTYANLHOCTS AAHHBIX Onepartop v obpaboT sk OUEHHBIIOT, HACKONLKD HAZeXeH WCTONHUK nonyseHuR H, 8 Talse NPOSENTIOT AONONHNTENLHYI0 DCTOPAKHOCTS, DTS
NOTEHUMANEHaR HeToMHOCTE MM MoxeT umeTs HebnaronpuaTHee nocneacTans Ana cybeexta MNaH

. ( OrpaHnyeHne CPOKOB XPaHeHUA ) Xparewne MUK He gonsiue, vem 1o Heobxoanmo ans ueneid obpadorim NOH

@ Genocrnom ¥ KOHPUOeHUMaNbLHOCTL | OBecneunsasTtca cooTeeTcrayowan aumra Nx

(% Komniansa gonwsa Geite cnocobHa NpogeMOHCTPHPOBaTE CBOE cooTeeTcTBKe Tpebosarmsm GDPR C NogoTyerHocTs )

https://assets.kpmag/content/dam/kpmaq/ru/pdf/2021/06/ruru-gdprthree-years.pdf



https://assets.kpmg/content/dam/kpmg/ru/pdf/2021/06/ru-ru-gdpr-three-years.pdf
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NCTOYHUKaX, NpaBoOBbIX OCHOBaHUAX, y4aCTHUKaAX, criocobe u CpoKax 05p360TKV| na,

n NHpopmumpoBaHue 1 goctyn K MJ, - No3BonseT noay4aTb CBEAEHUS O Lenu,
a TaKke nony4yaTb yBeAoMIeHUs 0 nepegaye MNJ TpeTbUM nuuam 1 06 yteykax MNa.

==D> [epeHocumocTb N[ - no3sonsieT nonyyatsb konuto NA B popmare, garoLinum
lﬁ% BO3MOXHOCTb MOBTOPHO MUCNoNb30oBaTb Konuio MNA B Apyrux cepsucax/KomMmnaHusax.

- (@) BO3paxeHue npoTvB 06paboTku MNJ - N03BONSET OrpaHN4MBaTL MpsiHble
l'lpa Ba I[ﬁ:l] MapKeTUHroBble/peKaamMHble KOHTaKTbl U BO3paXkaTb NPOTUB peLLeHUiA,
Cy6'beKTOB nAa OCHOBaHHbIX Ha UCKIOYUTENIbHO aBTOMaTU3NpoBaHHOMW obpaboTku MA.

O O] nrobyto 06paboTKy M, KOTOPYHO HeNb3s 060CHOBAaThL 4OrOBOPOM ¢ cy6bekToM MNA nnu

MpekpalleHne o6paboTku MNJ (NpaBo 6biTb 3abbITbiM) - MO3BONSIET NPEKPaTUTb
Tpe6oBaHMeM 3aKoHa.

.

~

=n VicnpasneHve, 610kMpoBaHue, yHuuToXeHMe M/ - no3sonseT Tpe6osath
YTOUYHEHUSs, 61OKNPOBAHUS NN YHUUTOXEHUSI HEMOHbIX, YCTapeBLUMX, HETOYHbIX,
H
WA 36bITOUHBIX AW He3aKOHHO nonyyeHHbIx MA.




Rights of Data Subjects

Right to be informed
Provide the Information lis Art 13if the

PD was provided by the DS or Art. 14, if not

Right of Access
Confirm and if applies, provide access to the

DS own PD andd the information listed In Art.15

Right to Rectification

Allow the rectification of inaccurate PD and the

provision of supplementary data

Right to Erasure - "Right to be Forgotten®.
Erase the PD, when a DS request 50 and there

are no legitimate grounds retaining it

Right to Restriction of Processing

3 of PD under the

20 t t iinArt. 18, eg s unlawful

fifnm

\ rectification or &
Data Subject (DS) ! rectification or er
All natural persons whose )

onal data (PD) is

Notification Obligation

Right to Data Portability
If Art.20(1) applies, give b the PD as

required and allow the ir M 10 another DC

Right to Object
Provide the option to object the processing if
the conditions in Art. 21 ¢ Also, quickly

respond and ¢ sirate nale grounds

Automated decision-making
Do not base o decis olely on automated
eans, i Q, which produces legal
Wa)

Exempt At 220214

Others
€.4. communication about 3 PD bre

withdraw of consent and compens.
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accessnow.org

A3 accessnow

c h~ mx *@DPRt ©

-

WHAT YOU WILL LEARN IN THIS GUIDE

* Introduction
GDPR, the new data protection law

@ What is the General Data Protection Regulation?
Protecting your personal data rights in the European Union

information

access
rectification
restrict processing
erasure

object

an explanation
data portability

What are

What to do if my rights are

o °
file a complaint {

file a case in court —

. get NGO representation
® Conclusion
Take control, exercise your rights!

https://www.accessnow.org/wpcontent/uploads/2018/07/GDPRIserGuide digital.pdf

violated and my data misused? "~ il

& accessnow

How can |



https://www.accessnow.org/wp-content/uploads/2018/07/GDPR-User-Guide_digital.pdf
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At a glance

Accountability Is one of the key principles In data protection law ~ It makes you
responsible for complying with the legisiation and says that you must be able to
demonstrate your compliance,

The Accountabiity Framework can help any organisation, whether small or large,
with their obligations.

The framework Is divided into 10 categories and contains expectations and examples
of haw your organisation can demonstrate your accountability,

As a starting point, we'd advise reading the Guide to the GDPR section on
accountabllity first.

Categories

Leadership and oversight e Policies and procedures

* Tralning and awareness ¢ Individuals® rights

o Transparency * Records of processing and lawful basis

e Contracts and data sharing o Risks and data protection Impact

assessments

Records management and
security

e Breach response and monitoring

Take a self-assessment

The accountabllity self-assessment will help you to assess the extent to which your
organisation is currently meeting the ICO's expectations in relation to
accountabllity,

thority &t up to uphold information

Framework

~

C c h e ¢ ¢

Accountability Framework - demonstrate your data protection compliance
Introduction to the Accountability Framework
Leadership and oversight

QOrganisational structure

Whether to appoint a DPO

Appropriate reporting

Operational roles

COwversight groups

QOperational group meetings

Policies and procedures

Direction and support

rReview and approval

Staff awareness

Data protection by design and by default
Training and awareness

All-staff training programme

Induction and refresher training
Specialised roles

Monitoring

Awareness raising

Individuals’ rights

Informing individuals and identifying requests
Resources

Logging and tracking requests

Timely responses

Monitoring and evaluating performance
Inaccurate or incomplete information
Erasure

Restriction

Data portability

Rights related to automated decision-making and profiling
Individual complaints

Transparency

Privacy notice content

Timely privacy information

Effective privacy information

Automated decision-making and profiling
Staff awareness

Privacy information review

Tools supporting transparency and control
rRecords of processing and lawful basis
Data mapping

rRecord of processing activities (ROPA)
ROPA requirements

Good practice for ROPAs

https://ico.org.uk/for-organisations/accountabilitframework

Documenting your lawful basis

Lawful basis transparency

Consent requirements

Reviewing consent

Risk-based age checks and parental or guardian consent
Legitimate interest assessment (LIA)
Contracts and data sharing

Diata sharing policies and procedures
Data sharing agreements

Restricted transfers

Processors

Controller-processor contract reguirements
Processor due diligence checks

Processor compliance reviews
Third-party preducts and services
Purpose limitation

Risks and data protection impact assessments (DPIAs)
Identifying, recording and managing risks
Data protection by design and by default
DPIA policy and procedures

DPIA content

DPIA risk mitigation and review

Records management and security
Creating, locating and retrieving records
Security for transfers

Data quality

Retention schedule

Destruction

Information asset register

Rules for acceptable software use

Access control

Unauthorised access

Mobile devices, home or remote working and remowvable media

Secure areas

Business continuity, disaster recovery and back-ups
Breach response and monitoring

Detecting, managing and recording incidents and breaches
Assessing and reporting breaches

Notifying individuals

Reviewing and monitoring

External audit or compliance check

Internal audit programme

Performance and compliance information

Use of management information

https://ico.org.uk/media/for-organisations/accountabilitframework0-0.pdf
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processing operations

DRAFT
prEN 17799

EUROPEAN STANDARD
NORME EUROPEENNE
EUROPAISCHE NORM

December 2021

1CS 03.120.20; 03.160

English version

Personal data protection requirements for processing
operations

Exigences de protection des données 3 caractére
| pour les 0pé de traitement

Anforderungen an den Datenschutz bei
Verarbeitungsvorgingen

This draft European Standard is submitted to CEN members for enquiry. It has been drawn up by the Technical Committse
CEN/CLC/[TC13.

If this draft becomes a European Standard, CEN and CENELEC members are bound to comply with the CEN/CENELEC Internal
Regulations which stipulate the conditions for giving this Evropean Standard the status of a national standard without any
alteration.

This draft European Standard was established by CEN and CENELEC in three official versions (English, French, German). A

wversion in any other language made by translation under the responsibility of a CEN and CENELEC member into its own language
and notified to the CEN-CENELEC Management Centre has the same status as the official versions.

CEN and CENELEC members are the national standards bodies and national electrotechnical committees of Austria, Belgium,
Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, leeland, [reland, ltaly,
Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Republic of North Macedonia, Romania, Serbla,
Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and United Kingdom.

Recipients of this draft are invited to submit, with their comments, notification of any relevant patent rights of which they are
aware and to provide supporting documentation Reciplents of this draft are invited to submit, with their comments, notification
of any relevant patent rights of which they are aware and to provide supporting documentation.

Warning : This document is not 2 European Standard. It is distributed for review and comments. it is subject to change without
notice and shall not be referred to as a European Standard

CENELEC

CEN-CENELEC Management Centre:
Rue de la Science 23, B-1040 Brussels

©72021 CEN/CENELEC Al rights of exploitation in any fort and by any means
reserved worldwide for CEN national Members and for
CENELEC Members.
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General Data Protection
Regulation (GDPR)

About the Guide to the GDPR 3
What's new 4
Key definitions 8
What is personal data?
Controllers and processors 13

Principles 7
Lawfulness, fairness and transparency 19
Purpose limitation 23
Data minimisation 27
Accuracy 32
Storage limitation 39

Integrity and confidentiality (security)
Accountability principle
Lawful basis for processing 49

Consent 58
Contract 03
Legal obligation 66
Vital interests 69
Public task [z
Legitimate interests 7

Special category data 82
Criminal offence data 87

Individual rights 91
Right to be informed 92
Right of access
Right to rectification
Right to erasure

Right to restrict processing 21
Right to data portability 129

Right to object 142
Rights related to automated decision making including profiling
Accountability and governance

Contracts 16
Documentation

Data protection by design and default
Data protection impact assessments 186
Data protection officers 19
Codes of conduct 202
Certification 3
Data protection fee 213
Security Z
Encryption 227
Passwords in online services 231
Personal data breaches

International transfers after the UK exit from the EU Implementation Period
Standard Contractual Clauses (SCCs) after the transition period ends
Exemptions

Immigration exemption

https://ico.orqg.uk/for-organisations/quidg¢o-data-protection/quideto-the-generatdata-protection-regulationgdpr/
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Flowcharts and Checklists
on Data Protection

Useful hints and questions on
data protection

Main lines Some useful questions

«  Think about what you nesd 10 do 10+  Whatexactly do we want 1o do and why?

fulfil your business noeds and limit . 8
’ o «  Why are we allowed 1o do it
yourselves to It
y «  What data do we need to do it and for
. Define what you do, document 1t 5 -
ow long?
o about It and respect the
Opla about It and respect thewr | Who needs 1o have access to Lha data?
« How do we make sure 3t s not used

otharwise?

«  Howdo we 12l people about it and give
them access to their datal

«  How do we documaent all this?

«  Want 10 know mare? Need guidance?
Talk to your Data necton Officer
Dotument @very step for accountability
purposes

[files/publication/flowcharts and checklists on data protection brochure en
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Awareness

According to many Data Protection Authorities, GDPR compliance starts with raising awareness on the
requirements of the new law within an organisation. That way, the minds can be prepared for the work to be
done, including the reasons why an organisation may have a new or renewed focus on privacy and data
protection.

Inventory [ Article 30 Register

This is the same reguirement as described above under the “Governance Approach”. Many DPAs agree that
in order to have a good overview of what is going on in an organisation, the Processing Activities Register is a
vital element. It will not only provide the overview of the ongoing data processing operations, but will also
help organisations te decide which are the appropriate techniczal and erganisational measures that need to
be implemented. Furthermore, it supports the drafting or updating of privacy notices, which will need to
include a lot of information already included in the Register. Last but not least, the information included in
the Register allows to assess if processing activities are “high risk™ and thus need to be part of a DPIA.

Impact Assessments for key projects

All "high risk™ processing operations, including those in which sensitive data are processed, need to undergo
a data protection impact assessment. Organisations are free to decide if they wish to extend this obligation
to more project. If a DPIA is completed, the organisation will make an inventory of the risks to the rights and
freedoms of the data subject, including, but not limited to, privacy and data protection. These risks will
subsequently need to be mitigated, for example by applying specific safeguards to a processing cperation.

Procedures for Data subject rights and breaches

Where they have not yet been established before, DPAs recommend to develop internal procedures on how
to deal with the rights attributed to data subjects (including the right to information, access, rectification and
erasure) and data breaches. Should procedures already be in place, they would in any case need to be
reviewed to ensure they are in line with the requirements of the GDPR and, when available, the guidance of
the Article 29 Working Party.

Notice / Communication

The GDPR imposes strict obligations on the information to be provided to data subjects when their personal
data is processed. That information shall be included in one, or multiple, privacy notices or statements,
which need to be written in plain language. Organisations will need to review their current notices and,for
draft new ones. The Processing Activities Register could help to indude many details of the processing
operation in the notice.

Consent & other legal grounds

The DPAs remind organisations that all processing operations require one of six legal grounds: consent,
performance of a contract, a legal obligation, a public interest, a vital interest of a data subject or other data
subject, or a legitimate interest. Without any of these legal grounds, personal data cannot be legally
processed. For each (purpose of) a processing operation, the applicable legal ground is to be documented.
Furthermore, where legitimate interest or consent are being used, organisations should stand ready to
provide further explanations on how these legal grounds apply in the specific situation and if the criteria
imposed by the GDPR are met.

Children

Although the GDPR does not contain many provisiens on processing personal data of minor's, most DPAs
recommend to take extra care when dealing with data from children. Organisations are recommended to put
in place specific safeguards where possible. Also compliance with the minimum age for consent in an online
envirenment, which may vary from 13 to 16 depending on the EU Member State, needs to be dearly
documented.

DPO

The final step recommended by most Data Protection Authorities is to verify whether a Data Protection
Officer needs to be appointed. This is a prescribed role under the GDPR, for example for all public authorities
and organisatons that are processing sensitive data at a large scale.

https://info.nymity.com/hubfs/GDPR%20Resources?facticalGuideto-DemonstratingGDPRCompliance.pdf
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EXAMPLE

For qualitative risk assessment, an exemplary severity scale of 1-5
could be:s2

Value

Emrlty of Impact on rights and freedom of data subjects

s3 Medium - Physical, material or non-material damage to rights
and freedoms of data subjects (e.g. restrictions to exercising
rights)

Wheteas a likellhood scale 1-5 could be:*®?

Value Likellhood of occurrence

Occasional - it seems possible that the selected risk sources
will materialize

https://library.oapen.org/handle/20.500.12657/46614
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proofpoint.

THE GDPR
PLAYBOOK

DISCOVER, PLAN, AND ACT
ON THE UPCOMING EU DATA
PROTECTION REGULATION

wWwa proolposd.com

Understanding the GOPR: Sovan Principles to Knows. ..
Pocipie 1) Lawfulness, Famess. and Transaaroncy
Prewiplos 2 & 3 Acouracy and Purpose Limiation
Prociplos 2 & 5§ Data Mrermsition andd Storage Lirmnitaton
Procgo 6 integeity and Conbclentiabty

Procinke 7' Accolutatiity

Why the GOPR Matters: Accountability Will Drive Investment

Roadmap to Compllance: Data Governance s a Living, Breasthing Process,

Step 1 Dacover—Conduct 3 Data Audit
Step 2 Plan—Devaiop a Remediation Roadman
Polcy creation dvives ofEinges n behavos
Step 3. Protect—imiplerment procesa and technology controls

Step 4 Erance—Montior Contzol Effectivenass wieh

Anguls Assassments

The GOPR Compliance Checkiist

CONCIUBIONS BNE RECOMMBNEMEIONG ... iiiiiiiiiiniiniinios sttt st btsba atsbab 40040404k b 44440 b 4 bbbt b

https://www.proofpoint.com/sites/default/files/pfpt-us-wp-qgdprplaybook.pdf
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Key GDPR Domains and Requirements

Response plan

Communicate within 72 hours of

discovery Data breach

Impact assessment

Fix

Document data processing
activities

Who you are

What you are doing with the data

Documentation
Legal basis for storing and

3 ri noti
processing Privacy notices

Data retention periods

Right of complaint to the ICO What

Where

Why
.\ Data audit

Whom it is shared with =

Origin

Format
Understand when to conduct a
data privacy impact assessment

(DPIA - Article 35) New systems

Implement security by design /

Yes JR0 requind.
' _Data processor DPO required
0 /__No_ /" Publicsector DPO required
“\.__Store or process sensitive data DEO required.
\ He DPO not required

Identify

Information systems that store or

r
process personal data sl il

Monitor

Process for rejection

Internal processes

Process for response

Develop systems and allocate
resources to validate and respond to Process for porting data

subject access requests

Process for amending

Process for erasure

Management awareness

Awareness
Operations training

Legally entitled

Explicit consent (revocable)

Legitimacy Verify age

Children If ‘global’ company, minimum age

varies across states

Select lead supervisory authority

Global company
Notify local supervisory body

https://store.isaca.org/s/store#t/store/browse/detail/a2S4w000004KoETEAO
https://store.isaca.org/s/store#t/store/browse/detail/a2S4w000004K0o9qEAC
https://store.isaca.org/s/storett/store/browse/detail/a2S4w000004KoDUEAK
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https://store.isaca.org/s/store#/store/browse/detail/a2S4w000004KoDuEAK
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Gartner.

GDPR Audit
Checklist

The Gartner GDPR Audit Checklist helps organizations prepare
for internal and external audits of GDPR compliance.

Instructions:
1. Track the status of all checklist itams until fully compfiant.
2. Use the notes page as needed for comments on progress.

For each requirement we have noted the relevant GDPR article
for easy referance.

4 ~ ~
. ¢ GDPR tGartnéf t h o €
< * < - * ©
Status key
FC = Fully compliant |P = In progress NC = Not compliant NA = Not sppliczble
Reference
Audit question Status
article
Do you maintain an ovararching data protection policy that demonstrates complance i o o NQ- | A
with requiraments including proosssing, privacy by dasign and recoed kaoping? e (@ (@ (@) 0
Do you tran sl employees on GOPR requirements and principles — including .
processing activitics, controls, prvacy Impact assessm ents, sudits, data subject e FC w NC. | MA
nghts, reporting lines and privacy by design — and the potenitial m pact of aha (@) 0 r O
noncompliance?
§ Do you regulsely , retrain and maintain recoeds of training for employoes who P FC ol NC NA
E handie personal data on thar undarstanding of GOPR requiramants? s 9 @] G 0
é if you vho:uui a c;x’; ;;m:-:cc on afficer (DPO), does ha of sha have raporting Jd.nh:rrp 1 o IF NC NA
to the highast leval of managamant, nacaessary resourcss, independence, an anft 4 & > -
E autharity to ansre canpliance with the GDPR and othar data protection laws? 38144 C C o O
3
s ; c .
S Is the DPO bound by sacrecy or confidentialty concaming the performance of his C " NC NA
o | orhar tasks? o o o e
9
& | 1 tha DPO has othar resporsibilitias, have they bean assassed ta avold conflicts FC ¥ NC NA
of intarest? O o o -
= C P NC Na
Doas the DPO hava the knowladge and abilty to fulfil tasks cutined in Artde 357 - 0O O O
[
Hawe you shared the DPO's contact information internally, publicly and with tha T o IF NC NA
relovant suparvisory authorty? - 0O @] (@) 0
& ¥C F NC NA
Do you maintain records managamant and data ratention polcies? 2a0,2.3) = — X
x [ 8] ( @
¥C P NC NA
Hawe you documentad principles to justify retanton periods? = g
! clelel|o
FC IF NC NA
Is personal data procassod lawfully, farly and in 2 transparart manner? - o o O
Is personal data collected for spectfied, explicit and legtimate purposes, and not o o IF NC NA
furthar processad in 2 mannes Incompatibile with those purposas? aa 0O 0 Q0 (@)
1s parsonal data relovant, limited and minimized to what = necessary In ralation to the 5t FC IF NC Na
purpases for which thay are proosssed? - (@ @ @ 0
o A Z
9 | 1spersonal da xrate and kopt up to date — and is avery ressonable stap takan 50 FC L NC NA
§ to emsure iInscawrate parsonal data 1s erased and ractified without dalay? = (@ 0 (® @
= | Ispersonad data kept ondy for as long as is necessary for the purposes for which s FC IF NC NA
g 1t is peocessad? & o 0 IS 0O
-ﬁ Is porsonal data processed In a manner that ensuras appeopriata sacunty of tha N
9 | porsoral data, In dng pectaction sgainst unsuthorized or Lrfawful processing 5 FC IF NC NA
8 | = against aocidantal loss, destruction or dam age, using sppropeiats tachniod o o (& 0 0O 0
2 organizationa maasuras?
e ~ .
Hawve you clearly identifiod, detadled, documentad and kept up to dato the purpossfa) 51 FC P NC NA
of processing perscoal data? o 0 (& (@
Have you mplamentad approprista technical or organtzationsl messures to snsure FC ¥ NC NA
ity of personaf data, «ding peotaction sgarst unsuthorized procassing 24(1.2) o ps r m
icas, dastruction cr damage? A s .
speciad catagorias of sansitive data (revaaling raclal or eth gn,
polnical opintons, religious ar phifoscphica! ballafs, trada unicn mambarsfn, genatic FC P NC NA
data, blometric data for unigusly identifying a natural person, data concaming health =12) - O i it
oe data concamning a natural parson's sox ifo or saxual onentation), sr0 you in . . .
compliance with Artsdlc 2) conditions?
If you process personal data relating to artmiral convictions and offenses or related FC P NC NA
saourty m aasures based on Articka 6{1), s this carried out undar the contrdl of official w0
authority or suthortzed by union or mambar state w? O @ O

https://femtemp.gcom.cloud/ngw/globalassets/en/legabmpliance/documents/trends/gdpcomplianceaudit-checklist. pdf
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Your All-in-One Solution
for Cyber Security Compliance
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GDPR checklist

Use this checkiiat to assens your GDPR audit readin o i tion status.

Want to improve your score and compliance? Let CyberArrow do it for you, Schedule a live demo (2

Comtrot
22 Matenal Scope

Contral Name Control Description

“This Reguiation apples to the procassing of
personal data whally or partly by asutamated
means and to the processing other than by
automated means of parsonal data which form
pant of & filng systemn or are intended to form
part of a filng systern. This Regulation does nol
apply to the processing of persona data: a) In
the course of an activity which falis outside the
scope of Union law; b} by the Member States
when camying out activbes which fall wethin the
scope of Chapter 2 of Title V of tha TEU. ¢) by
a natural person n the course of a purely
parsonal or household activity, d) by comp
authortties for the purp of the p non,
nveﬂigﬂmd&mawmcmmd

é ar the of e
penalties, including the safeguarding against
and the prevention of threats (o public sacurity.
For the processing of personal data by the
Union Instftutions, bodkes, offices and agencies,
Regulation (EC) No 45/2001 applies
Regulation (EC) No 45/2001 and other Union
agal acts appicable to such of
personal data shall be adapted 1o the principles
and rules of this Regutation In accordance wieh
Article 96. This Regulation shall be without
prejudice (o the application of Directve
2w0131ECmpmhrdlhehhhynund

Yy service providers In Articlkes 12 1o
15 of that Directive.
This Regutation apples o the processing of
personal data in the contaxt of the actviias of
an establshment of a controler or a processor
n the Union, regardiess of whether the
processing takes place in the Union or not. This
Regulation applies 1o the processing of
personal data of data subjects who ara in the
Union by & controller or processor not

Implementation Status

Not Imphe q

23 Terrorial scope

Not Impinmaenteo

(0]

Cyber/.rrow

Your All-in-One Solution
for Cyber Security Compliance

o deR &

established in the Union, where the processing
activties are related to; a)hoﬂwmdgoods
or services, lmaspactive of whether & p

of the data subject is required. 1o such data
subjects In the Union; or b) the monitonng of
their behaviour as far as their behaviour takes
place within the Union. This Regulation apples
10 the processing of personal data by a
controller not established in the Union, bt in a
mmmmsmommmw

wmdpubl: al law,
251 Principk g 1o P mmuummmy farly
processing of and n a transp: 110 the
personal data - Data | data subject (lawfulness, !nmeoosnd NoLimpiaonted
Processing tmmparmcy),
252 Principh ing 10 | data shall be colected for specified,
processing of mmmepwwwm
personal data - Data | processed in a manner thal is ncompatidle with
Collection those purp ; further p g for archiving
purposes in the pubkc interest, scientific or Nt Imphamecied
historical research purposes or statistical
purposes shall, In accordance with Article
89(a), not be considered fo be incompatible
with the ingial s Smitation');
253 Principlas ralating to Personal data shall be adeguste, relevant and
of imited 1o what is necessary In relstion to the Net iad
personal data - Data | purposes for which they are processed (data v
Minimization mnimaation');
254 Principles relatng to | Personal data shall be accurate and, where
processing of necessary, kept up 1o cate, every reasonable
personal data - step must be taken to ensure that personal data
Aceuracy that are inaccurale, having regard to the ol Smplemante
purposes for which thay are processed, are
__________ arased or rectified without delay (‘accuracy'),
255 | Principles relating 1o | Personal data shall be kept In a form which
processing of permits identification of data subjects for no

enger than Is y for the purp for
which the parsonal data are processed,
perscnal data may be stored for longer perods
nsofar as the personal data wil be processed
sclely for archiving purpases in the public
interest, scientific or historical research
purposes of statetical purposes in sccordance
Mkﬂchasla)sw}.cllommmof
the appropriate technical and organisational
®s raquired by this Regulation in order

Not impiemanted

https://www.cyberarrow.io/gdprchecklist/
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Consent

Art. 6(1)(a)

Contract

At 6(1)(b)

Legal
obligation

Art. 6(1)(c)

Vital
interests

Art. 6(1)(d)

Public
functions

Art. 6(1)(e)

Legitimate
interests

Art. 6(1Xf)

Yes.
Consent can be
withdrawn.

Art. 7(3)

Yes.
Right to object

applies.

Art. 21(1)

Yes.
Right to object
applies.

Art. 21(1)

Withdrawal can
trigger right.

Art. 17(1)(b)

to the exercise of

right.
Art. 17(3)(b)

to the exercise
of right.

Art. 17(3)(b)

Possibly.

Art. 17(1)(c)

See express
exclusion in
Art. 20(3)

"ceoGOPR tlinklaters

Automated
decision making
allowed?

Yes.
Explicit consent
allows automated
decision making.

Art. 22(2)(c)

Yes. Allows
automated
decision making.

Art. 22(2)(a)

Yes. Allows
automated
decision making.

Art. 22(2)(b)

Yes.
Individuals have
right not to be
subject to this.

Art. 22

Yes.
Individuals have
right not to be
subject to this.

Art. 22

Yes.
Individuals have
right not to be
subject to this.

Art. 22

Does it trigger

‘additional

Yes.
Must refer ta
withdrawal right.

Art. 13(2)(c)
Art. 14(2)(d)

Yes. Must
refer to right
to object.

Art. 21(4)

interests and
right to object.
Art. 13(1)(d)
14(2)(b) &
21(4)

Might you be
exempt from

on children
consenting online.

used by public
authorities.
Can be difficult to
use with children.
Art. 6(1)(f)

https://lpscdn.linklaters.comy/media/files/linklaters/pdf/mkt/london/tmt data protection survival guide singles.ashx
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Thae befow chackliat of geod practices regarding Sird party roguirements
sczoading 10 four paces of EU kgislation: the Ganersl Oata Protwction Regulation [GOPR), the NiSZ Diective, P Dats
Governasce Act, and the Digasl Operstioni! Reafisnce Act [DORA) It & not n comprehmnsae fist of good peectices o
thrd-party nsk management {or of statutory reguirements), but & highlights many good reflexes 1o have.

Examples of good practicns foe TR

Due didgence. Only select providers capable of
enabling legal complance

Contract Concude 2 contract of siméar bindng
legal instrument with your provides &

Rastrations o provider s freedom. Consider what
the provider should be permitied to do with your
data?

Coann aity. Requrre ¢ d both dunng
the WD (hrough nonrcleck ond afior
wards {through retam and shen destruction of data
00 the provider's end)

Eecurtty: Ensure that the provider has implemented
apprograte yecunty messures (lachics messures
s wel o3 organisstional onesf snd that the
provider pr rapid and sutfi i
regaeding any securdy modert [

Interactions with third parties: Determine the level
of assistance you may need from the provider In
case of reguests from o Interactions with thied
parties {users, egdaton) *

Evdence collestion: Collect from your provider any
Iedormation that wabiss you 1o decurwnt compl
oree with both the contrect snd the lew, for inatancs
by woy of sudits of rfarmation reguests. !

Cascatling obiigutions Ensure Thet contractual
requremernts see refllactad in subsequent vimion-
mhps whare relevant (e g, confidentalty aiso for
provider’s empopees). ®

Sakeholder mwotremeot Ensure 3l relevant iovels
are property informed and ivolved n the relevam
sirategy (eg.. cybersecurity strategy), Intluding
managament and the Board of Directars =

Auditing re-use |l you afow reuse of data under
conan condithons, consider how %o varify in practice
that the recpient coerpiies with thasa condbions. &
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nrograde & in your fow, mMprove @, and sHare your owe et wirh vl
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m a

Keller&

Heckman

i based o0

Saleguarding de \deatfication: Where information
s being ded N 2 ised form,
consider

L prohb of rei iy n

¢ orRnisaticeal measures 1o plevent sharng
Information enabling reiderssication, and

+  technical messures 10 further redoce the risk of
reidentification U

Duyund Sate ribes! Do rot fimil yourestf 10 verifying
complance with dataseiated kgislation but also
consider a.g., nteleceal peoperty laws

Ffuview yowr sustegy. Adopt and reQuarty review
your strategy on thedpany rsk, inckaing a multh
wendor Sirategy as approptise 2

Cemract g " on
YO CONraciua) Amangemants with: service provid
el

Auditor skiiaer: Ensure that any audtoes, wheshar
intemad or extomal, poasess appropelate akifs and
knowledge 10 affectively parform tha relevant aadits
and assecaments, in pattioulsr in case of high tech-
mical complexwty of she services audted =

st swategy: Consider ¥he scenarios for termina
ton of the refationship with the service provider and
the corsequences, 5o ¥at you aee abde 10 exit
wihout:

+  disruplion 8O your business activities,
+  hindering legal compliance, and
 durimenst 10 service continuity & gualiny 4

Assess substnaabiline Ween evaluating a poasibie
senvice provider, take Mo acoount whethar this
wordd ad 10 contracting 3 service provwder that is
oot wsdy sub ble o that ot
many critical or imgortent functions, and If 3o
weigh the beneding and coats of alematives &

Know location: Mentify where the services e
provided and where the data is processed =
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https://www.khlaw.com/sites/default/files/202406/GoodPracticesReqardingrl hird-PartyRiskManagementChecklist.pdf
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VISCHER Privicy Scoee:

DPA 52/100
GDPR 50/100
Assesied 99%
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. (Records of Processing Activitieg
Q In detail mo Ttimedo mIBOGDER

1

About this detalied gudance ® How should we prapare? /™ rY o e t _h 0 — h 0

https://icaorq.uk/media/for—
organisations/documents/2172937/gd
pr-documentationcontroller-

e A template.xIsx
" 7Y ¢cho e mmoho

-

Vhat do we need to

Should we dacument anything How should we prepare?
) -
o A good way to start 15 Dy dong an nforMmation audit or data-mapping axerciss to NTH H
How do we document our clanfy what personal data your orgamisation hokds and where, It 5 mportant that https /IICO . Orq . u k/med |a./f0 r'
processng actvities? people Icross your organisabion are angaged in the procaess; this can halp ensure - .
nothing is missed when mapping the data your organisation procassas. It 1s equally Orqan |Sat|0nS/d0CU|'nentS/2 172936/Qd

important to abtain semor managemant buy-in so that your documentation exercise

ke miartad st wrill tnscnecad pr-documentationrprocessor
What steps should we take next? te m D I ate . XISX

Once you have a basic idea of what parsonal data you have and whare it & hald,
you will be in good position to begn documenting the mformation you must record
under the GOPR. It is up to you how you do this, but we think these three steps will
help you get thare:

https://ico.org.uk/for-organisations/quiddo-data-protection/quideto-the-generaldata-protection-requlationgdpr/documentatiothow-do-we-
documentour-processinepctivities/



https://ico.org.uk/media/for-organisations/documents/2172937/gdpr-documentation-controller-template.xlsx
https://ico.org.uk/media/for-organisations/documents/2172936/gdpr-documentation-processor-template.xlsx
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/documentation/how-do-we-document-our-processing-activities/
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Articie 30 Record of Processing Actvities

< of

Other reguiators, auditors, otheN/A
Cther regulatory, auditors, oth N/A
Other requlatars, auditors, othi N/A
Other regulaton, auditors, oth N/A
Travel providen

Tralning service providers [ travel providers

vl o othiN/A
Other rogulators, auditoes, othe N/A
Geher regulators, aud itors, othe N/A
Cther reggulatars, suditces, athi /A
Oaner regulators, auditars, othe N/A
Cther regulatory, auditors, oths N/A
Other regulaton, auditers, othi N/A
Frofessional bodies { subscripni N/A
Professional bodhes [ wbacripti N/A
Training sarvice providers N/A
Training service providers NA
Other regulators, auditoes, othi N/A
Other regulators, auditors, othe /A
Other regulaton, auditon, athi /A
Other regulators, auditors, oth N/A
NIA NIA

Carporste Cradit Card transecti Other regulators, suditos, athi N/A
Other regulatorn, auditors, othe N/A
Other reguiston, auditors, ath N/A
Other reguiators, auditors, othi N/A

Records of Processing Activities Article 30 GOPR - thisis a ive ly beng d. Last updated 10/05/2024
Controder
Narms and contact details DOuta Pri Officart (il appil
Name G o4 Louise Byers
Addras Wycldtie Mocne, Water Lane, W Addrawn Wytliffe Huuse, Water Lanw, Wikmslow, Cheshire, SX3 SAF
Email dpog®ico.ang.uh Email dped@cocrgub
] [ Purpase ol procesing Name wndd conts Categories of individusts Cutugn e of tota
Finance Logal obligation NA Employess Cootact detais
finance Legnl obligation N/A Fmploywes Fimancial detaly
Finance Logal obligation NIA Employess Experses dams
Finance Legal obligation N/A Employess Travel doime
Finunce Lnga! obsligation [Travel Booein N/A Emplkrpmes Passport number
Finance Legal obligation /Travel Bookln N/A 7
finance Lngal obligation NIA Employees Corporate Cradit Card
Finance Payroll N/A Emplogess Contact detais
Finance Payroll N/A Employess Wage advances
Finance Payrell NSA Employees Pevdinn dutails
Finance Payroll N/A Employees Tax detads
finance Payroll N Employess Loan applcations / paymests
Finance Payeoll N/A Employees Alsonces aduding sichness
Finance Protessiooal subscriptions N/A Empioyess Contact detalis
finance Profesucaal whetiptions N/A Employwes Fnancisl detmls
FAnance Traimng N/A Employess Contact detaiss
finance Tralnng NIA Cmplorgees Dietary requresents
Fnance Loga! obligation N/A Ex - empioymes Cantact detaits
Finance Lega! obiigation N/A Ex- employees Financlsl detadls
Finmnce Lingal obligation N/A Ex - amployens Experas claems
Finance Logal obligation N/A Ex - ampioyees Travel dons
Finance Legal obligation NN e "
Finance Lugal obligation NSA Ex - umployees
Finance Payroli N/A Ex - empioyees Contact detals
N/A £x - mmploywes Wape advances
N/A Ex - empioyees Pension detalls
NIA Tax detats

https://ico.org.uk/aboutthe-ico/our-information/disclosureloq/ic-317897q6w9/

Other lators, auditors, othe

Narmas of thire

"y "

Privacy Noticet

N/A
NIA
N/A
NiA

Retention Schedule
Retwntion Schedule
Retention Schedule
Retention Schedule
Rvtention Schechuln
Retention Schedule
Retention Schecule

of tach Artiche & lewful bavs lor proe;

Encrypted Systems, secure acceArtiche 5{1)c) - lega? oblgation
Encrypted Syvtams, seours acce Artiche B1)c) - legal oblgation
Encrypled Systems, secuee scce Artiche 5{1)<) - lgad obigation
Encrypied Systems, secure acce Articis B1)ic] - lega! oblgation

Encrypted Systema, secure acce Article $1)c] - Inga! oblgation

Retention Schedule
Retertion Schedide
Retention Schedule

E d Systems, securs scce Artiche B1)5) - contract
Encrypted Systems, secure acce Article & 100) - contract
Encrypind Syntenm, secure seze Article 6{1)8) - contract
Encrypted Systems. secure dcce Artiche & 100) - contracy

P

Retention Schedule
Retention Schedule
Retention Scheduln
Retention Schedule
Retention Schecute
Retention Schedde
Retention Schedule
Retention Schecule
Retention Scheduie
Retenition Schedule
Retention Scheduln
Retention Schedule
Retention Schechln
Retention Schedule
Retention Schecule

ypted yecure acceArticle 64140) - contract
Encrypled Systems, securs scce Artiche S{100) - contract
Encrypted Systems. secure acceArticle B 1)0) - contract
Encrypind Systems, secare scoe Article 6{188) - cantract
Encryplod Systoms, secure acceArticle &{160) - contracy
Encrypted Systamy, secure acce Article 8{1)9) - contracy
Encrypled Systums, secure scce Artiche 5{1)k] - et ablgation
Encrypted Systems, secure acceArsicie 61)c] - legad obigation
Encryptad Syvtems, secure scce Article 81| - lags! oblgation
Encrypled Systoms, secure acceAntiche 6{1)¢| - legat obhgation
Encrypted Systems, seoure acoe Article (1] - legaf oblgation
Encrypled Spsturmi, secure scce Artiche 6{1)¢) - lagad abigation
Encrypted Systems. secure acceArticls 1)0) - contract
Encrypted Systems, secure scor Article 1{1X] - cantract
Encrypted Systems, secure scceArticle S1N0) - contrect



https://ico.org.uk/about-the-ico/our-information/disclosure-log/ic-317897-q6w9/
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GARANTE
PER LA PROTEZIONE
DEI DATI PERSONALI

FAQ sul registro delle attivita di trattamento

1. Cosa el registro delle attivita di trattamento?

L'art. 30 del Regolamento (EU) n. 679/2016 (di seguitoc ‘RGPD") prevede tra gli adempimenti principali del titolare e del
responsabile del trattamento |a tenuta del registro delle attivita di trattamento.

E’ un documento contenente le principali informazioni (specificatamente individuate dall’art. 30 del RGPD) relative alle operazioni
di trattamento svolte dal titolare e, se nominato, dal responsabile del trattamento (sul registro del responsabile, vedi, in
particolare, il punto 6).

Costituisce uno dei principali elementi di accountability del titolare, in quanto strumento idoneo a fornire un quadro aggiornato
dei trattamenti in essere all'interno della propria organizzazione, indispensabile per ogni attivita di valutazione o analisi del rischio
e dunque preliminare rispetto a tali attivita.

Il registro deve avere forma scritta, anche elettronica, e deve essere esibito su richiesta al Garante.

Garante per la protezione dei dati

e
c
(0]
c

h

personali

o "~ : m h 0 a e
o hoeho ™8et™ ™ m

mo e ™" TRee.c.py e

&~ o -~ h ~o

t e ™ o mo

<

<
moe ™ " Ee e

Processing  Activitieg

t

h

* o m*B0GDOR

https://www.garanteprivacy.it/reqgistredelle-attivita-di-trattamento

2Records of

m o

T

P

m


https://www.garanteprivacy.it/registro-delle-attivita-di-trattamento

oa e ™:g tx ccohoxg mmo o % h ™% ot " ee . g
<

Commission nationale de
f UAY F2NNI (Al dzS

t o * ‘h m o0 a ee"™"c o h e
< _ * T < < * < < *  x
h “eh*™ e @ m (3 hmoe™ 7
T - * * v < «
S W ~ . ~
e ec.o @ t t e ¢ on ~
0-00< < *O< Q <

o " h~* % thmo e * ™ Eee (Regords

—_— <

of  Processing Activiteg ™ o°
th 7o m"B0GOOR

/\lﬂm

*

[rEp——
Ternarial ik (Hiodtyle, B mily st tian, «c |

Vranamis and fnanenl inferma Ban (nesme, finnel|

Cannectian data {11 3ddrem, lag, o
Location daty { mevements, 4 1% data, {2500, e}

Seasctull Sonmrity Nmrmiber (s NI

Sipecial categurion af pernamal data
Dt revea bing racial ar ethic arign)
[ R p—

It ravabng redses or phikssenhial |

Data revealling trade unian membeoshin]

[rm————

Hiamn data for the purposs of uniguedy sdentifying 1|
o

Itata sencerning 3 miwral peren's s lis or sooml|

It redating e crimimal comichions and affonos|

Catemerion of dats wabiects

https://www.cnil.fr/en/record-processinepctivities



https://www.cnil.fr/en/record-processing-activities

0 a e**-etxccohoxe mm o o " h ™ % ot '*ee.o
< ] <

(RoPA° 'DPC

~

— "h "7 e " moa” yamo Y “t” e e (‘DPC)
19.04.20230 ¢ x T 7 ho x _”‘o"ﬁ”‘o E m t 0 e .
éﬁ‘o‘s‘sm‘s‘szzr‘;?‘ "o eyt Tegeootmht” %0 "te e ("RoPA)
' mo o t tmmo m 30 GDPR RoPA =~ a h ~
: aoem“t<hnoet tm(t"Y\Ytzme_Ya
mr<1 °rmtcozo"'*'éao;oh“ogtho"”“dﬂe.
<éoemthhh%@tcb&Qet@oCot<;<t
Guidance Note: .o eme5(2) GDPR _
— ¢ h x 0 ocC m t ocfytmayeh’”""”"
c h ™ t_* ROPA eH; Z: h . a* <*hmZC 0 "<’E o
Records of Processing Activities (RoPA) T'Ye e eot Y& T~ ee”.JYhxcc ho

< * * < 1 *

under Article 30 GDPR " Yt TEe@mto *h ¥ ot’"ee . go

c:)*h“" .= < ,\K e*owmeeiz‘z\,o;a:Ym
0o "ao’e”hqyg et " RoPA" mc o TE" o0

April 2023 g h o h "‘“'H’a ) t h (1_é<‘ € T *tC St h a Hh
h<_(;a<e:>e_«aor3t‘t':b*dt1e)_c’f)e;:r3’:e
cho e anmho™ " "t e e o)

https://www.dataprotection.ie/en/dpcgquidance/recordsf-processineprticle-30-quidance



https://www.dataprotection.ie/en/dpc-guidance/records-of-processing-article-30-guidance

x 0o o"mt o Bayl'f 6 hmt o oho g mmo

o ¥ h ~ o t (RO"P ee omx " " hmt ee . 5 oh " e ™ 9

g < T

21

x* _Thah e~ "t e e (‘BaylfD)
J.%wﬂ 01_021_2023 ocx*® ™ ‘mx o o “cmot
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Der Bayensche Landesbeauftragte fur den Datenschutz (BayLiD) ~ o~ -~
c hmoe Ee ~.ege . 9 (RoPA }
Aktuelle Kurz-Information 47: Frithjahrsputz im Verar- omx "~ * hmdh t &g ot mm t
- - - T - ~< - <
beitungsverzeichnis m " e ah*e e c m
g SO GDPR, ° e 9h " e &0
o "o ot Y. Tm™o teogm Y
Stichwadrter: Auskunftsrecht, Synergien - Datenschutzbeauftragter, Verarbeitungsverzeichnis - Daten- I & < @ — -
schutzorganesation, Verarbestungsverzeichnis - Frohjahrsputz, Verarbestungsverzeichnis - Informati- ot - < t mt o < e b axX O’\E cX PO 0
onspfichten, Synergien - Verantworthcher, Verarbeitungsverzeichnis - Verarbeitungsverzechnis, Aktua- c h "mt ™* ™~ et m~ o '(D 2 X “ceo ™ %
lislerung | Stand: 1. April 2023 PO é e (1 " * ‘e—“ a e o t * t_m t*
( DQO ) < < < < < Z <
Was sind die Kernaussagen dieser Aktuellen Kurz-Information? — c oa o ° £ — h oo * ™~ t* ’E o)
* < < < T * - *
« Das Verarbetungsverzeichnis muss nicht nur angedegt, sondermn auch regelmatig gepllegt werden. C et h~* ™ 0 ~ &€ ao &x mt h
< . * . - . * * *
~ 4 L4 ~
o Jeder Verantwortliche softe den Geschaftsgang so einrichten, dass er dies gewahrleisten kann, c . m 9 - 0 h 0 m — 9 a IDPO,
. cCo "e ’Y'Q"' _aoxe m X "\’Et ot
« Was zu tun ist, hangt von den einzelnen Verzeichniseintragen ab. - P
oetho "xXEe . .C

*

« Wer etwas Zeit investiert, tragt dazu bel, dass der Verantworthche auch bel den Datenschutzhin- -
weisen und im Fall einer Auskunftertellung "up to date” ist,

Sie erinnern sich noch, was Sie Anfang 2018 gemacht haben? Sie haben als behordliche Datenschutz-
beauftragte oder behdrdicher Datenschutzbeauftragter bei einer bayernschen offentlichen Stelie an der
erstmaligen Erstelung des Verzeichnisses der Verarbeitungstatigkeiten nach Art. 30 Datenschutz-
Grundverordnung (DSGV0O) mitgewirkt? Dann war thre offentiche Stelle damals schneller als wiele ande-
re.

Allerdings $t die mihsam erarbeitete Dokumentation nun schon (1ast) funf Jahre alt, Da ISt es aller-
hochste Zeit, die Texte enmal hervorzuholen, um zu kontrollleren ob noch alles auf dem aktuellen
Stand ist. Das sollte namlich so sein. Das Verzeichnis der Verarbeitungstatigkesten (im Folgenden kurz:
Verarbeitungsverzeichmes) will regeimaBig gepflegt werden, Das vorliegende Papier zeigt auf, woraul da-
bes zu achten ist. Zur Beruhigung: Man muss meist nicht allies neu machen,

https://www.datenschutzbayern.de/datenschutzreform2018/aki47.html
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Customer service Recrumtment of new staff (HA)

Actions to attract potential customers supplier management

Emplayee Management (HR} Video survedlance-based security

Required Information for the Record of processing activities (Art, 30.1 GDPR)

Data processing Controller. GDPR Art. 4.7
The figure of data controlles RGPD, a legal figure defined in artide 4.7 AGPD, which generally corresponds to a legat person, should not be confused with the alocation or distribution of
resporsibilities within the conespaonding bady/entity o the natural person who is the head of the responsible bady. The CISO, CIO, CEO, uman resowrces manages, general secretary, etc, are

not contrallers for the data processing operations of the entity 10 which they belong under RGPD.

Narhie and contact data of data processing controfec and hea/bsr regensentative (Art, 30.1.4)

Save changess and Open Rk mansgement
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New personal data processing x

Data processing Id

Name tor Mentitying data processing tmar S charactarg

Data processing name

Shoet description

Data processing description

&

Typical processing in SMEs

In case the entity & an SME, the following processing are pre-assessed. Please sefect the one to which this processing applies (only oney

0 Mo

https://gestiona2.aepd.es/
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1. What personal data | 1j00 v gs appropriate: When, how and from person’s health
or categories of personal whom are the data - Data concerning the
data are collected and used obtained? person’s sexual
for this operation? Eg- (data subjeci=05) orientation or sex life
D'WP, upon employing the person
- D5, upon enroiment in research - Information on criminal
- Given B Family Namels) convictions or offences
- Date of Birth - MNational identifier®
T Home address * Eg.. NI Number, Tax Number
= - Data about debts/credit
- Work phone number
sCore
- Private phone number N
- - Data on minors
- Work email address —
3. If this is known or

- Private email address

* 5oe olso below, at 2, re sensitive datg

Add any further data, below if applicable:*

determined: How long are
the (special and other) data
retained? What happens

then?*

* Indicate period or event, e.z., “7 years”
or “Until 3 years after termination of
employment”. Also explain what happens
to the data, e.5. erasure/destruction or
rendered anomymous.

ME: I there are different retention
periods for different data, pleass indicate
that

.2 Disclosures of data

Add further rows if necessary

2. Do the data you
collect and record for the
operation include or
indirectly reveal any of the
following special categories
of personal data [“sensitive
data”)?

Tick v if the data is expressly
collected and used far the
operation;

Tick  and add (“Indirect”) if
the datum is indirectly
revealed {explain in a note if
necessary)

When and from whom are
the data obtained?
E.g.: |data subject=D5}

D'WP, upon employing the person

= D5, upon enrolment in ressarch

- Race or ethnic origin

- Political opinions or
affiliations

- Religious or philosophical
beliefs

- Trade union membership

- Genetic data

- Biometric data

- Data concerning the

4, To what third parties
are which of the above data
disclosed? And for what
purposes?

NB: This slso applizs to the dats being
msde sccessible, especially directly,
online

Re disclosures imvobving transfers to third
countries, see further below, st L5

Recipient third party and
place and country of
establishment:

Purpose(s) of the
disclosure(s):

ALL THE DATA LISTED AT IL.1

OR: The following data:
[Copy the data from 1 & 2, above)

https://www.garanteprivacy.it/documents/10160/0/T4ADATFhe+DPO+Handbook.pdf
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Regerence for a peeliminaey rullng — Protectos of natured persoos with regsad 10 the processing - " an ’ 4
of peosoral data Regolation (KU} 2006/679 Articie L5(1 1c) Data subgect's night of accem RO PA € 0 :) 0 0 at t E m
1 B or her data -~ Iafosmation shout the recipients or categuries of recipient to whan the ~ < ~ * ~ :,\ —~~ * oL * ! <
perseasal ilata have been ar will be e homnd — Reatsictians e K edac e G &> otoh . a
- * < — * 3 * o K 0 *% —

L e 154721 LR ¥ ~ ~~ o ~ ~ ~
hmo e Ee e ~ c h € ¢ h Ot
REQUEST for 4 peeliminasy suling under Asticle 267 TFEL bum the Oberster Geradshod - o " S <, * * < P -

{Supeeme Caurt, Austria), made bt deciaicn of 18 Febeisaey 2121, recvived of the Caut on o0& h : oma’ﬁﬁZx A et e geg” c h a h Ft
3 March 2021, in the procesding * < — S—— <% <
> ~ ~ ~~~
aw 0 h x e )mchom -mb\oax.c h ad o
- * " <
~ ~
m O
~
(0]

Osterreichische Post AG,

seed of A Acabadiev, Prosident of he Chamber, L Bay Larsos, Vice-I'ressdent of the Court

wcting as fudge of the Piest Chamber, PG, Xwereh. A, Kumin and 1. Ziernede (Rapporteur), Tndges < .
Advecste Generl G Prussel " co TCe TTe oe hotte et*.” ™ c hmoxm™ A
P ’:‘ * * < '— — < - < < - ~< :
Reputzar: A, Calit Eacabar ee .qpteo meo mt ¢ o “Tx - ¢ Ai"m o e ’
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Baving regard us the wrilten proceduss S ~ 4 ~—~
e ea.oo' x h o me t *h X <me_t*5(D(a), 12* K

uher consdering the olaesvations submitied oa behall of ] * *
R, by B Maupt, Rechasanwalt 13(1)(6) GDPR
Osterreichinede Tust AG, by 1L Marko. Rechisanwal,
the Austrian Government, by G. Kumoert, A Posch sod | Schmedl, acting as Agents

the Canch Government, by M. Smaolek wnd | VIIGL acting as Agents,

EN

PCLIUC 20 1

https://eur-lex.europa.eu/legatontent/en/TXT/?uri=CELEX:62021CJ0154
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pabotHuky, obpabatwisatowume N4
uenu n ocHoBaHus obpaboTku
karteropuu 111w cybbekTos

cpoku 0bpaboTkn u xpaHeHun

MecTa XxpaHeHus mar. Hocutenen [1]]
onpeaenelue yrpo3 besonacHocTu
nepeyeHs Mep Be3onacHocTU mMarT. HocuTenen

na

HeT Tpebyemon/pekomeHayemoin hopmMbl BeAeHUR
PeecTpoB — TpebOBaHUA TONLKO K COAEPXKaHNIO JOKYMEHTOB

paﬁomum yqacraytoume B oﬁpaﬁorxe

Kparkoe onucaHue npouecca
ponb KoMnaHuu
NPUHAANEXHOCTL K HECOBEPLUEHHONETHUM
ocHoBaHue ans obpaboTtkum
OEeNCTBUA ¢ AaHHbIMKU
PekomenaartenbHbie popmbl Hau. DPA:
DPS, 1C0 (BenukoBputanus); CHIL (Pparums);

Commissioner for Personal Data Protection (Kunp), ap.
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Sheet n°14: Define a data retention period

11 June 2020

Personal data cannot be kept for an indefinite period of time: this must be defined

according to the purposes of the processing. Once this purpose has been achieved,

the data should be archived, deleted or made anonymous (e.g. in order to produce
statistics).

Data retention cycles

» The personal data retention cycle can be divided into three distinct successive phases:
+ The active database;

* Intermediate archiving;
« Final archiving or deletion.

» The mechanisms for deleting personal data from the active bases ensure that the data are kept and accessible by the
operational services only for the time necessary to achieve the purpose of the processing operation.

» Ensure that data is not kept in active databases by simply noting them as being archived. The archived data
(intermediate archive) must be accessible only to a specific service responsible for accessing and removing them from the
archive if necessary.

+ Please also ensure that you have specified access modes for the archived data, as the nse of an archive must be on an
ad hoc and exceptional basis.

«» If possible, use the same implementation when implementing the data purging or anonymisation as the one
managing the right to erasure (see sheet on the exercise of rights), in order to guarantee a homogeneous operation of your
system.

Some examples of shelf life

+ The data relating to payroll management or employee time conirol can be kept for 5 vears.
» The data in a medical file must be kept for 20 years.

« The data of a prospect not responding to any solicitation can be kept for 3 years.

+ The log data can be kept for 6 months.
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A practical guide for commercial and
not-for-profit organisations

Second eiton publivhed Je 2002
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Data Retention Review Process

See Section 2

* This is a pee-requisite foc all but the smallest organssations

1f you've not mapped your data yet, engage with key stakeholders to
identify and document the dats assets you process and the purpases for ys\
processing. in line with Article 30 GDPR -

« Categorise your data in a way that works for your organisation

=x

t NI your prog

We suggest regular reviews and maintanance to
reflect any changes to processing and/or external

factors. See Section 78 8

-

IT support may be needed 1o
* Manage reporting of data on IT systems reaching

Its retention pertod and

statutory basis for retention of persanal data?

* Statutory periods apply lor many data types

s thore a clear

SSUS

Looking at specificda

Whaere no statute applies, evaluate what
retention period & ‘necessary’
Undesstand your legal obligations

See soction 3

« Delete or anonymise personal data which has

reachod it retention pariod. See Section 7

-
.

* Your retention policy must be in line with

GOPR Article 5(1)(e). See Section 5

* For example, you may choose to delete
or anonymise digital records
* How will you destray any physical records?

See Section 6,

DATA PROTECTION NETWORX k

https://dpnetwork.org.uk/dataretention-quidance/

) y '
ey n (

* Specily data retention periods for each data
auset, See Section 5
Communicate the policy £ schedule to
stakeholders, data owners and processors
Update your Record of Processing Activites

with thess retention periods
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General Privacy Notice Template Privacy Notice of the [company] group

for the Swiss DPA and the GDPR
~ Instruction Sheet - T oA o)
Type of personal data
SIS et . IR
Mh e Tt Matec o Bome BPAL shah & s ibnd b wwet vie Sme on | Demmber TR aeel the hanmens Tite Natiine Sepdotee 18009}
e b
-t e BTNt 41 & I BAT COPMENY #F R Sy A -
SRR . - ot Thodt st i o General Data Heaith Data
B e L T N T L e S R ] We process genersl persanal W process your Unanciaf dats W process vour hoalth sata
. - dats sbout you.
T g & st ) B, Baghil el raach ju TIAT [Moty; concerns Section 3 ol [Note: exviomem Section 3, (Note cixscerns Section 37 ooy
eetepories af dota] COMRANVOSON dults, rmassler munkaton data, master dotir,
— ot dute, contrart det] coemtrort dato. other domm)

e S e § T TR 8 TR TE R 4 et 19 S Beins DA sed/er the GIOU b e svarEsimg sheeee

T A e R g B iy s, ST A b ] Ay B¢ ey Gy T Tl et by pein)
-

B N ) g el e Privamy ey of e NERATY KTTEVE snttban, bt by ey Satey i o anieh b gy
A SN AW |5 e T PRy 3 e eSS 10 M e SRR Apaocng I 10w Cae 82 S By sy tha 111 1 Bobow ses

[T ST — Location Datn Diometric Data
We process your locotion data W process your Esametric We process intirmate dats
)
Scvrrsmvons. data about you
S [Mote: concerns Sectan 3 be [Ncte: concerns Section 3 g {Note. concems section 3. other
A PSPy A S T PTMACY A Ver el 3 VST e E— hoviorod and prefevence data) istration data. master 4ot data)
O L T S PRSP r S ape—— contract data]
Bt Ui ¢ e Uy i T4 Svaiq ot et e oy W S0 cond apbancly &4 Vo Nase
it b
b T i etk b e T b o] ot The A e e source of personal data

O T e bl e e b e A e ot

€ Tt Ty e S A et T e By o S St 4 Py a8 ot
S et D | 0e T TRSer oy T T P e

. B T T PR AP I e——— ided Dota m i Data Received Dota

B L e e e e b e L e P We process pavsonal data that  We process personal data that  We process persons! data
Vot dag Mg or SO e Ine paragiehi o1 MOBCEL! e At f | WE B LETar e B e (T REE b d (Orgam nd Tl e You prowide 1o us we cotlect about you. Akt you that we receive from
AN 5 B By S T el R aTRay (ST W S T S L £ SIS s D TR B e Y L Wb third parties.
10 603 | it et A e, 0 vy A B A o e, W 80y e et S o] I e ——— " [ote RORGISEIon T ines  TNobe: concermy Section 3:espe-  [Hote: conterns Section 3, eipe
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https://dsat.ch/download/
https://dsat.ch/download/3/dsat/406/templateprivacynotice-generatversions-4-2022-en.docx



https://dsat.ch/download/3/dsat/406/template-privacy-notice-general-version-5-4-2022-en.docx
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Readability Test
You are here: Home = Quality Assurance =+ Readability Test
=+ Site Navigation
Contents

B Readability Tests

B Test the Readability of a Website
B Interpreting the Results

B Gunning-Fog Index

B Flesch Reading Ease

B Flesch-Kincaid grade level

B Reading Level Algorithms

B Further Reading

Readabulity Tests

Gunning Fog, Flesch Reading Ease, and Flesch-Kincaid are reading level algorithms
that can be helpful in determining how readable your content is. Reading level
algorithms only provide a rough guide, as they tend to reward short sentences made
up of short words. Whilst they're rough guides, they can give a useful indication as to
whether you've pitched your content at the right level for your intended audience.

https://juicystudio.com/services/readability.php
https://www.webfx.com/tools/read-able/



https://juicystudio.com/services/readability.php
https://www.webfx.com/tools/read-able/
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How will we use the information about you? {b

How will we use the information about you?

Process your order, manage your account, personalise your use of
the website and post offers of other products and services we
offer to you (if you agree).

May be shared with - members of our group of companies (if you

agree). Won't be shared - for marketing purposes outside of our
group. Please follow this link for furthc{bnformauon.

https://ico.org.uk/for-organisations/quidgo-data-protection/quideto-the-generaldata-protection-requlationgdpr/the-right-to-be-

informed/what-methodscanwe-useto-provide-privacyinformation/



https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/the-right-to-be-informed/what-methods-can-we-use-to-provide-privacy-information/
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Create an account
Title

Mr
Name

Joe Bloggs

Emall address

o

Usermaime We use your email address as part of
allowing you access to your account,
and in order to contact you with

Password important information about any
changes to your account. Please
follow this link for further Information.

Confirm password

Create account

https://ico.org.uk/for-organisations/quidgo-data-protection/qguideto-the-generaldata-protection-requlationgdpr/the-right-to-be-

informed/what-methodscanwe-useto-provide-privacyinformation/



https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/the-right-to-be-informed/what-methods-can-we-use-to-provide-privacy-information/

g7 _~e 7 xch®™ 7 e (pNaeydashbdardy ©c m t 'EO

My Account Dashboard

Account settings My preferences Who can see my detalls?

retalls People who I am connected to
My devices Who can share my fi

vt afe e T A - People who are connected to my connections
Anyone with an account

R} /C | Vv -
Privacy I don't want anyone to see my details

https://ico.org.uk/for-organisations/quidgo-data-protection/qguideto-the-generaldata-protection-requlationgdpr/the-right-to-be-
informed/what-methodscanwe-useto-provide-privacyinformation/



https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/the-right-to-be-informed/what-methods-can-we-use-to-provide-privacy-information/
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App privacy labels
App privacy details
Describing Data Usage
Privacy information

h

~~~

Eri¢ Benjamin Seufert

https:// mobiledevmemo.confapp-store-nutrition-labelsare-privacytheater/
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https://www.garanteprivacy.it/temi/informativechiare
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1. Verantwortliche_r 2. Personenbezogene Daten 3. Zweck

010101
110100

1.0 Verantwortliche_r 2.0 Personenbezogene Daten 3.0 Zweck

4. Rechtsgrundlage

4.2 Widerruf 4.3 Vertrag
4.4 Rechtliche Verpflichtung 4.5 Berechtigtes Interesse
5. Betroffenenrechte

5.1 Datenschutzinformationen 5.2 Auskunft 5.3 Berichtigung 5.4 Einschrankung

https://www.badenwuerttemberqg.datenschutz.de/datenschuizons/

e omt


https://www.baden-wuerttemberg.datenschutz.de/datenschutz-icons/

EDPS

www.edps.europa.eu
www.privacyconference2018.org

U @Eu_EDPS & @icdppc2018
| s
2 european data Protection Supervisor

DebatingEthics
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https://edps.europa.eu/comiebook en



https://edps.europa.eu/comic-book_en
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Please enter your details to reserve your item(s)

tle :
AR Mr.

<«

First name * : First name
Lastname * : Lasi name
Email * : Email

Phone number * : Fhone number

~| Please do not send me details of products and offers from Currys.co.uk

| Please send me details of products and offers from third party organisations
recommended by Currys.co.uk

Reserve items

https://www.darkpatterns.org/typesof-dark-pattern



https://www.darkpatterns.org/types-of-dark-pattern
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REJECT

1. Assumed Consent

2. Pre-Ticked Boxes

3. Unclear Language

4. Legalese

5. No ‘Reject’ Button

6. Deceptive Link Design

7. Emotional Steering

8. Cookie Walls

9. Deceptive Button Colours

10. Deceptive Button Contrast

https://wideangle.co/blog/darkpatterns-examplesof-manipulativeconsentrequests



https://wideangle.co/blog/dark-patterns-examples-of-manipulative-consent-requests
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https://edpb.europa.eu/ourwork-tools/documents/publieconsultations/2022/quideline82022dark-patterns-sociaimedia en



https://edpb.europa.eu/our-work-tools/documents/public-consultations/2022/guidelines-32022-dark-patterns-social-media_en
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Modelli di progettazione ingannevoli (Dark Pattern)

GARANTE
PER LA PROTEZIONE
DE!I DATI PERSONALI

Modelli di progettazione ingannevoli (Dark Pattern)

Con la definizione di "modelli di progettazi ing: oli™ g indicate quelle
interfacce @ quel percorsi di navigazione progettati per influenzare I'utente affinché
intraprenda azionl Inconsapevoli 0 non desiderate - @ potenziaimente dannose dal punto
della privacy del singolo - ma favorevoli all'interesse della piattaforma o del gestore del
servizio.

Detti anche Dark Pattern, | modalli di progettazione ingannevoli mirano dunque a influenzare il
nostro comportamento @ possono ostacolare la capacita di proteggere efficacemente | nostn dath
personad

1l 24 febbraso 2023, ¥ Comitato europeo per 13 protezione dati (EDPB) ha pubblicato le linee guida
suU come riconoscere od evitare questi sistemi. || documento offre raccomandazioni pratiche a
geston det soclal media, a designer o ulentl su come comportarsi di fronte a queste interfacce cho
s pongono in violazione del Regolamento europeo in materia di protezione dati

Le linea guida dell EDPB individuano ses tipologle nguardo alle quali si pud parlare di “modell| di
progettazione ingannevol™

* quando gll utenti si trovano di fronte a una enorme numero di richieste, informaziond,
opzioni o possibilita finalizzate a spingerll a condividere pid dati possibili e consantire
Involontariamente il trattamento del datl personall contro le aspettative dell'interessato
(overioading)

* quando e mterfacce sono realizzate in modo tale che gll utent dimentichino o non riflettanc
su aspetti legati alla protezione dei propri dati (skipping)

* quando le scelte degli utenti sono Influenzate facendo appefio alle loro emazioni o usando
sollecitazion| visive (stiring)

* quando gil utent sono ostacolatl o bioccall ned processo di informazione sulfuso ded prope
dati o nella gestione dai propri dati (hindering)

* quando gli utentl acconsentono al trattamento dei propn dabi senza capire quak siano ke
finalitd a causa & un'interfaccia ncoerante o poco chéara (Nckie)

* quando MNnterfaccia & progettala in modo da nascondere le nformazioni & gl strumentl &
controlio della privacy agh utent (leftinthedark)

Ricordiama che interfacce e informazioni sottoposte aglh utentl dovrebbero sempre riflettere
fedelmente le conseguanze dell’'azione intrapresa ed essere coerenll con Il percorso di
espenenza-utente.

L'approccio alla progetiazione deve essere dunque quello di non mettere in discussione a
decisione della persona per indurla a scegh © mant un b meno protettivo nei
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https://www.garanteprivacy.it/temi/internete-nuovetecnologie/darkpattern
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Competition & Markets Authaority

ico.

Imtooranos Commmsane: s Offcs

DRCF

Digital Regulation Cooperation Forum

Harmful design in digital markets:

How Online Choice Architecture practices can
undermine consumer choice and control over
personal information

A joint position paper by the Information Commissioner’s
Office and the Competition and Markets Authority
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https://www.drcf.org.uk/ data/assets/pdf file/0024/266226/Harmfllesignin-DigitatMarketsICOCMAjoint-positionpaper.pdf
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Privacy in een jaarverslag

verbin ducomber so2s

De Autoriteit Peisoonsgegevens (AF) kgt stoeds vaber vragen vian grotere bedrifven over wat 24) extia
hunmen doen om zich te ywantwoorden, samadlend op de vergfichtingen uit de Algsemane veeandering
pepeversbescherming (AVG). 2 willen grsag structuredl en pesicdiek informatie delen ever hoa i) bimen
hurs badrijf privacy habbes georparisserd. O aen dezw behoefie tagamost te komms, beeft de AP dere
wrijbljvends hassfreiking opgesteld

Wat staat er in deze handreiking?

I L

I deze handresking staan dhe w bunt geb om een prvacyparagraad in ww jsarverslag op te
atellen, Mt dexe elementen geefl u extra transparantie over privacy sas bipoorheeld uw potestive
Manten, sandeelhoaden en andere geinteresseerden,

Let op: stelt 0 een privacyparagrasf op, dan is dit geen vervanging vour de maatrogelen voor transpazantie
en verantwooedlng die in de AVC stann. Duarsan moet o nog steeds voldoen op de musser die In de AVG
staat

Tip: Pas deze handrelking gensst aan, zodat dese voor uw situtie relevante dementen bevat, Overweeg
sanpasssgen wel mrgvaldiy, 2odat u zeker weet dat u Jaren over dexelfde ol
mpporteert

Elementen voor een privacyparagraaf

Hierna noemes we 5 elementen die gemamentifk de bowwstenen vormen voor een pmwy;unmu ineen
Jarverslag. Verderop vulgt een aumal concrete voorboeld chillend

van de

Element 1: visie en ethiek

Hoe u als bedeljf congaat met privacy, hamt samen met uw visic e ethick. Not als bijwoorbeeld de omgasg
mat het mibeu, Dazrom o het een moois aanvulling sl u ook voor het onderwerp privacy sen visie on
ethische beschouwing formuleert.

Element 2: omtwikkelingen binnen en busten hat bedogl
Er ztjn altad ovtwikkelingen bimnen ww bedelif die invioed kunnen hebben op ww verwerkingen van
pessoonsgegevens. Daarnaast werkt u als bedrijf noott in een vaculim, Het is daarom de moeste waard om

ook te ond ket welke kkoelingen van huiten uw bedr§f van levioed sijn op uw verwerkingen en
op drmmmm {de memsen van wie u, ReReven vrmvvhl. fi theeld jursdsche
..... kel kel ol ikhelisgen. s de p vy sal beschrijft win

hoevere dm ontwikkelingen impact hohhm op ww verwerkingen en de rvd"m van M rokkenen

~
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https://www.autoriteitpersoonsgegevens.nl/documenten/handreikipgivacyin-eenjaarverslag
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matters related to your loan actlom.

() means estimate

Other than payment dates items marked (e) will
decrease if you receive less than 100% funding
Regardiess of the ultimate amount of the loan, your
APR will not change. Subject to your right to cancel, an
unsecured loan may issue for less than the full
requested loan amount If it is not 100% funded by the
end of the listing pericd

Total Amount Reguested: §10.000.00

':\s Amount Received: $8.500.00

Unsuccessful payment fee. When a payment fais and

2 separate 'ansacton
Wil De assessed §

https://www.ftc.gov/businessguidance/blog/2022/09/fteissuesilluminatingreport-digitaldark-patterns
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Nir du printer: Personoplysninger skal udskrives sikkert - derfor - . < m ¢ <- t * b tE o e< m tC eE h m 0 e
er det vigtigt: " e e

A
h
A
A

Nir du tager materialet med dig: Fysisk materiale med personoplysninger
skal opbevares og transporteres sikkert. Husk:

Nir du er faerdig med materialet: Hindter materialet korrekt, nar du
ikke laengere skal bruge det. Derfor skal du:

DATATILSYNET

https://www.datatilsynet.dk/presseog-nyheder/nyhedsarkiv/2022/dec/papaadata-ogsaapaaprint
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For organisations / Advice for small organisations / Create your own privacy notice ~ w o~
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: : coao " 'EQe h *atoo’hefoo -~ ° ~ =
Privacy notice generator - for customers or N - L < o
X 0oa "0 eo ey e ¢ e
» - < < * [ * < *
Supphels e ohavdgeg™ e tc*om t ~ -
* 1Y * *k < * - * —
t - SRR VA o ha ot hx " e
— < *Y . @1 * * * * —
o "o et h =~
- * < 0

This is a new service. Your feedback will help us to improve it - please complete
our feadback survey i once you've finished with the generator.

Use this tool to create a bespoke privacy notice for your customers or suppliers.

The tool will ask you guestions broken down into simple steps, and then generate a
privacy notice that you can download (or copy and paste) and add your own branding.
You can then share your privacy notice with pecple outside your organisation.

This tool is for small and medium-sized businesses and charities. It's not suitable for
organisations that:

= use |arge amounts of sensitive personal information;
» carry out automated decision making; or

» are required to have a data protection officer (DPO).

https://ico.org.uk/for-organisations/advicdor-smallorganisations/createyour-own-privacynotice/



https://ico.org.uk/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/
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https://www.linkedin.com/posts/emilybarwell privacyprivacynoticeqgdpr-activity-7125474069105278974 Xk0
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https://www.linkedin.com/posts/emily-barwell_privacy-privacynotice-gdpr-activity-7125474069105278977-ZXk0





































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































