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MeToaundyeckum aokymeHT ®PCTIK Poccum ot
12.04.2026 «CocTaB U coaep>XaHue
MeponpuATUMA U Mep No 3awuTe uHopMaLuu,
copepxawencs B UHPOPMALLMOHHbDIX
cucrteMax»

®epnepanbHas cayxba no TEXHNYECKOMY M S3KCMOPTHOMY KOHTposo (PCTIK Poccun)

YTBepxaérn ®CTIK Poccum 12 anpens 2026 r. B kHure Bcero rnpoHymepoBaHo 184 cTpaHuLbl.

. OBLLUE NOJIOXKEHUA

1.1. HacToAwmin meTogmyeckmin OKyMeHT «COoCTaB 1 CoAepXaHne MeponpuaTui n Mep no 3awmTte
NH(OpMaLLMK, COAEepXKALLENCs B MH(OPMALIMOHHBIX CUCTeMax» (fanee - MeTOANYECKUA OKYMEHT)
pa3paboTaH B COOTBETCTBUM C MNOANYHKTOM 4 nyHKTa 8 MNonoxeHus o PenepanbHom cnyxbe no
TEXHUYECKOMY N 3KCMOPTHOMY KOHTPOJIIO, YTBEPXOAEHHOro YKa3oM [pe3ngeHTa Poccumnckon
®epepaunm ot 16 asrycta 2004 r. Ne 1085.

1.2. MeToauyeckunii AOKyMeHT onpeaensieT obLime Nnoaxofbl, COCTaB U COAepXKaHne MeponpuaTuin
(NnpoLieccoB) 1 Mep Mo 3almnTe MHGHOPMaLIMK, CoLepKaLlleics B:

NH(OPMALIMOHHBIX CUCTEMaX, aBTOMaTMU3MPOBAHHbLIX CUCTEMAX YNPaBAeHNS, UHDOPMALNOHHO-
TeNIeKOMMYHUKALMOHHbIX CeTaX (fanee — MHGMOPMaLMOHHbIE CUCTEMbI) FOCYAAaPCTBEHHbLIX OPraHoB,
rOCYAapCTBEHHbIX YHUTAPHbIX NPeanpuUATUN, rocy4apCTBEHHbIX YHYPEXAEHNA, OpraHM3aumim, B TOM
ynucne CybbekToB KPpUTUHECKON MHGOPMALMOHHON NHPPACTPYKTYpPLI (Lasiee - opraHbl
(opraHusauun));

NCNOJIb3yeMbIX O CO34aHMNSA U IKCNayaTauumn rocyapCTBEHHbIX MHPOPMALMOHHBIX CUCTEM, UHbIX
NH(POPMaLIMOHHbBIX CUCTEM FOCYAapPCTBEHHbIX OPraHOB TEXHUYECKNX CpeacTBax, NporpaMmmMax Ans
3/IEKTPOHHbIX BbIYNCIUTENBHbIX MalLMH 1 6a3ax AaHHbIX, AOCTYMN K KOTOPbLIM NPeaoCcTaBAseTCs C
NCNOJIb30BaHMEM UH(POPMALIMOHHO-TENEKOMMYHUKALIMOHHLIX CETEN, B NOPSAKE, YCTAaHOBIEHHOM
MpaBuTenscTBOM Poccumnckon denepaunu;

NH(POPMaLNOHHO-TENEKOMMYHMKALMOHHBIX MHPPACTPYKTYpax, BbINOJHALLWNX 0bLme
TexHosornyeckme yHkLnn 1 obecnevmsatomx 0CHOBY (DYHKLMOHMPOBAHNS YKA3aHHbIX
MH(OPMALIMOHHBIX CUCTEM, @ TakXe rno obecnedyeHnto 6e30NacHOCTM NpUHagaexalux opraHam
(opraHu3aumsam) 3Ha4MMbIX 0O BEKTOB KPUTUYECKON MH(OPMALIMOHHON NH(PACTPYKTYPbI.

1.3. MeToaNYECKUN OKYMEHT AeTaln3npyeT MeponpuaTms (MpoLeccsl), KoTopble noasiexaT
peanu3aumm B opraHe (opraHusauunmn) gna GOCTVXXEHNUS Lesien 3alnTbl MHopMaumm u (mnm)
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obecneyeHns 6€30NacHOCTN 3HAYMMbIX 0OBEKTOB KPUTUYECKON MHGOPMALIMOHHON NHGPACTPYKTYpbI,
a TakXXe onpenenseT cogepxaHme mep no 3awute nHgopmauum (obecnevyeHmto besonacHoCTH),
NPVHMMAEeMbIX B MH(POPMALMOHHbBIX CUCTEMAX M Ha 3HA4YMMbIX 06 bEKTaX KPUTUYECKON
NHGOPMALMOHHON MHGPACTPYKTYpPbI (fanee - Mepbl MO 3auTe MHPOpPMaLIMK) B COOTBETCTBUM C
TpeboBaHMAMM MO 3awmTe nHpopMaumn (obecnedeHuno 6esonacHocTy)”

B MeToaNYECKOM [OKYMEHTE HE pacCMaTPUBAOTCSA COAEPKaHme, npasuia Beibopa 1 peanmsauun
Mep Mo 3aLunTe MHPopMaLmMK, CBA3AHHbLIX C NPUMEHEHNEM KpUNTorpaunieckmx MeTonoB 3aLuThbl
NHopMaLMN N LWINGPOBASIbHBLIX (KPUNTOrpauyecknx) CpeacTB 3aWnTbl MHGopMauumn. MpuHaTne
TaKMX Mep 3alunTbl MHDopMaLunn obecnevymnBaeTca B COOTBETCTBUMN C TpeboBaHUAMN,
ycTaHoBneHHbIMu OCB Poccun.

1.4. MeToanYeCcKNn [OKYMEHT NpefHa3HavyeH onsa obnagatenein MHOOPMaLMN, 3aKa34MKOB,
3aKJIIOYMBLUNX FOCYAAPCTBEHHbLIN KOHTPAKT Ha Co34aHne MH(OPMALMOHHbIX CMCTEM (Janee -
3aKa34uMKK), onepaTopoB NHHPOPMALIMOHHbLIX CUCTEM (LaNiee - onepaTopbl), @ TakXXe opraHu3auumn,
KOTOPbIM Ha OCHOBaHWM AOr0BOPa UAN MHOMO AOKYMEHTa nepenaeTcs nHGopMaums,
npenocTaBnseTca 4OCTYN K MHPOPMALMOHHLIM cMcTeMaM onepaTopa (obnagatens uHgopmauumn) n
(nnn) copepxxallencsa B HUX MHGOPMaLMK Ona 0KasaHua ycayr, nposeaeHna pabot no obpaboTke,
XPaHEeHMIO MHOPMaLKUK, CO34aHuMI0 (pa3BuTurio), obecnevyeHunto sKcnayaTauum MHPOPMaLMOHHbIX
CUCTEM, a TaKXe O BbiNoJHeHUs paboT, oKa3aHMa yCayr no 3awuTe nHgopmaunn (ganee -
noapsiaoHbIe opraHu3auun).

1.5. HacToAawmin MmeTogmyeckmnin OKYMEHT NpUMEeHseTCs B Xo4e:

opraHu3auuy B opraHe (opraHusaummn) 4esTenbHOCT MO 3alunTe MHGOPMaL MK, CO3A4aHNS CUCTEMBI
3alUMThl MHGOPMaLMK opraHa (opraHusauunmn) n ynpaBieHns eto;

CO34aHNA UHPOPMALIMOHHbLIX CUCTEM, SKCNJyaTaumm Takux MHPOPMaLMOHHBLIX CUCTEM 1
nonaep>xXaHm4 Heobxogumoro YPOBHA 3allULLEHHOCTH;

OLEHKN 3DNEKTUBHOCTY AEATENBHOCTY MO 3aliUTe UHopMaLUKN 1 yNpaBaeHNs CUCTEMON 3aLUThl
NHopMaLMKn opraHa (opraHmnsauunm);

aTTecTauumnm MHGOOPMALIMOHHBIX CUCTEM Ha COOTBETCTBME TPeboBaHNAM MO 3alinTe MHPOPMaLMK
(obecneyeHuto 6e30MacHOCTM), MPOBELEHUS UHBIX (DOPM OLLEHKMN COOTBETCTBUSA MH(POPMALIMOHHbIX
cucTem TpeboBaHMAM Mo 3alLMTe UHGOPMaLUN 1 LOCTAaTOYHOCTM NPUHMMAEMBIX Mep Mo 3aluTe
nHhopMaunn (obecneyveHunio 6eszonacHoCTK).

1.6. 1na uenen HacToALWEro METOANYECKOr0 JOKYMEHTa UCNONb3YIOTCA TEPMUHBI U ONpeaeneHuns,
YCTaAHOBJIEHHbIE HaLMOHaNbHLIMU CTaHAapTaMn B 061aCTu 3amTsl MHGOpMaumm n obecneveHuns
NHMOPMaLMOHHON 6e30MaCcHOCTK, @ TakXXe TEPMUHbI U onpeaeneHns, NpMBeaeHHbIE B MPUIOXKEHNUN
Ne 1 K HacToOALWEMY MEeTOANYECKOMY JOKYMEHTY.

1.7. B cBA3K C yTBEpXOeHMEM HAaCTOALLEr0 METOANYECKOr0 JOKYMEHTa He NMPUMEHSOTCA MOJI0OXKEHNS
MeTOANYEeCKOro foKyMeHTa «Mepbl 3alnTbl UHPOPMaLIUKN B TOCYAAPCTBEHHbLIX NHPOPMALIMOHHbIX
cncteMax», yreepxaeHHoro ®CT3K Poccun 11 cpespans 2014 r.

Il. ®AKTOPbLI, BJINAIOWLUE HA COCTOSAHUE 3ALUUTDI
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2.1. MNoBblWeHMEe YPOBHA LN(MPOBON 3penoCTN OPraHoB (OpraHu3aunim), ycuneHHas umdposnsaumsa
NPOU3BOACTBEHHbIX, MPOMbILLNEHHbIX, BU3HEeC-NpoLeccoB NprBesa K KpUTUYECKON 3aBUCUMOCTH
peannsyemMbix NOJIHOMOYUN (PYHKLMI), NPOBOAMMbBIX PaboT (0Ka3blBaeMblX YCyr) OT YCTONYMBOCTM
(PYHKUNOHNPOBAHUSA MHPOPMALIMOHHbBIX CUCTEM U 3aLLMLLEHHOCTY COAEPXKALLENCS B HAX
nHdopmaunn. OnpeneneHme HeraTUBHbIX MOCNEACTBUNA (COBBLITMI) OT HapyLleHns
(PYHKLMOHNPOBAHNSA MHPOPMALMOHHBIX CUCTEM BCNeACTBME peasn3aunn (BO3SHUKHOBEHNWSA) Yyrpo3
6e3o0nacHOCTY MHOPMaLMK ABNAETCA HEOOXOAMMbBIM YCI0BMEM (DHEKTUBHON AEATENbHOCTHY MO
3aWmnTe NHopMaLnn, coaepxallencs B MHPOPMaLMOHHbIX cucTemMax. Takum obpasom,
onpegenseMble B COOTBETCTBMM C TpeboBaHUAMM MO 3awWwmTe nHhopmaumm (obecneyeHuio
6e30MacHOCTM) Lenn 3alWmnTbl MHOopMaLMK, cogepxalencs B MHPOPMaLMOHHbIX CUCTEMAX, AOJKHbI
npeaycMaTprBaTh UCKOYEHUE HACTYMNIeHUs COBbITHI, NOBAEKLINX BO3HUKHOBEHWE HeraTuBHbIX
nocnepcteun (ywepba). ns onpeneneHns HeLonyCTUMbIX COObITUA UCMONb3YTCSA UCXOLHbIe
AaHHble, cogepxalumecs B baHKe AaHHbIX yrpo3 6e3onacHocTn nHgpopMaumm ®CTIK Poccuw.

2.2. 0eaTenbHOCTb NO 3aWwmnTe nHGopMaLmm, cogep)xalencs B MHPOPMaLMOHHbIX CUCTEMAX,
[OJDKHa OCYLLLeCTBNATLCA HENPEPLIBHO HApSAAy C OCHOBHLIMUW BUAAMWN AeATENbHOCTI onepaTopa, Ans
obecneyeHnss KOTOPbIX MPUMEHSIOTCA MHGOOPMALIMOHHbIE CUCTEMbI U COAEPXKALLAACA B HUX
NHopmauns. PPEeKTUBHOCTb 3alWMTbl UHGOPMALIMK 3aBUCUT OT peasin3aunm onepaTopom
MeponpuaTui (MpoLeccoB) No 3awmTe nHpopMaunu.

2.3. YpoBeHb peanunsaumm meponpuaTui (Mpoueccos) No 3awmTe nHpopMaLum, cogepxallencs s
NHMOPMALIMOHHbBIX CUCTEMaX, ONPefeNiaeTCa CTENeHblo BHeAPEeHNS KaXK40ro MeponpuaTumsa
(npouecca), KoMneTeHUMEN CNeLnanncToB No 3awmTe nHpopMaumnm, 3HEKTUBHOCTLIO U Ka4eCTBOM
NPUMEHSEMbIX UMW CPEACTB, @ TakXe MNONHOTOW AOKYMEHTMPOBaHUS MeponpusaTuiA (NpoLeccos) no
3alunTe NHopMaL K.

Ha3Ha4yaeMble Ha JO/PKHOCTM OTBETCTBEHHbIX 3@ 3aLUMUTY UHGOPMaLUN ML O0KHbI 06nanaTb
COOTBETCTBYOLLMMIN KOMNETeHUMAMU. Kpome Toro, TpebyeTcs ocylwecTBAATbL Nepuoanyeckoe
MOBbILLEHME NX KBANNPUKALIMM MO Pa3HbIM HaNpPaBAEHUAM 3aLUUTbl MHOPMALIMM U HEMPEPLIBHOE
MHDOPMMPOBAHME 0 HOBbIX Crocobax peannsaumm yrpo3 6e3onacHoCTM nHopPMaLUK, MeEToAAX 1
CpeAacTBax NpoTUBOAEACTBUS UM,

B cnyyae oTcyTCcTBUA y onepaTopa COBCTBEHHbLIX KBaMPULNPOBAHHbLIX CNEeLMaancToB
uenecoobpasHo NpMBAEKaTb K MPOBEAEHNIO MEPONPUATMIA (NPOLLECCOB) MO 3aLLMTe MHGpOopPMaL K
opraHusaunn, nmetrowme HeobxoanuMble NULIEH3UN Ha AeATeIbHOCTb B 061aCTH 3aWnThl
NHOPMaLMn, N KBaNNGULUPOBAHHbIX CeLManncToB no TpebyembiM HanpaBieHNAM AeATeNbHOCTH.
Mpw 3TOM TpebyeTcs 0AHO3HAYHOE 3a40KYMEHTUPOBAHHOE Pa3rpaHMyeHne NoJIHOMOYNIA (PyHKLNIA)
N OTBETCTBEHHOCTU MexXay paboTHMKaMM 3aKa3ynka 1 cneunanncTamm npuBieKaeMon ans
OKa3aHus ycnyr noapsaHon opraHm3aumm.

2.4. NMporpamMMHble, NPoOrpaMMHo-annapaTHble CPeACTBa, MPUMEHSEMbIe CeLUnanancTaMm no 3auuTe
nHOPMaLMK, AOSKHBI obecneymBaTh peann3aunto MeponpusSTIA (NMPOLLECCoB) Mo 3aluTe
MHOPMaLMK U COOTBETCTBOBATL TPeboBaHMAM Mo 3aWwuTe MHGopMauun (obecneyeHmnio
6e3onacHocTm). K TakuM CpeacTBaM OTHOCATCS B TOM YMC/ie CPeACTBa BbISBIEHUS U aHaNMU3a yrpo3
6e3onacHoCTK nHdopMauun, 0bHapyXeHUst U NPefoTBPALLEHNS BTOPXKEHWIA, NPOBEAEHUS KOHTPOJISA
YPOBHS 3aLMULWEHHOCTN UH(OPMALUN, MOHUTOPUHIA MH(OPMALIMOHHOI Be3onacHOCTM
MHHOPMALMOHHBIX CUCTEM, BbISIBIEHNS YSI3BUMOCTEN, KOHTPOIS HACTPOEK U KOH(UIypaLuii
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NH(POPMALIMOHHBIX CUCTEM, CUCTEMbI, NPeIHA3HAYEHHbIE 119 aBTOMAaTMU3aLUN U aHAAUTUYECKON
NOALEPXKKN AeSTENbHOCTY Mo 3almTe nHpopmauun. NMprMeHseMble cneuranncTamm no 3alnTe
NH(OPMaLIMK CPeACTBa HE JO/KHbI CO3A4aBaThb Yrpo3bl 6e30nacHOCTY MHopMaL MK,

B cnyyae oTcyTCTBUA y onepaTopa COBCTBEHHbLIX MPOrpamMMHbIX, NPOrpaMMHO-annapaTHbIX CPeacTB
NN HEOOCTAaTOYHOM KBaMUKaLMm CneunannctoB K NPoBEAEHUIO MEPONPUATUIN (NPOLLECCOB) NO
3aWmMTe NHopMaLnn cnenyeT NpMBAeKaTb OpraHn3aunn, nMerowme Heobxooumele CpeacTBa
3alWMThl MHGOPMaLU MK, YNpaBaeHns n KoHTpons. Mpu 3Tom TpebyeTcs 0gHO3HAYHOE
3aJ0KYMEHTMPOBAHHOE onpeaeneHne MeponpusaTuin (MpoLLeccoB) No 3alnTe nHopmauumn, ans
KOTOPbIX NPUMEHSAOTCA CPeacTBa NOAPALHON OpraHM3aumm, n nopsagka nx NoOAKMOYEHNS K
NHMOPMaLIMOHHBIM CMCTEMaM onepaTopa 415 0Ka3aHUa yCayr Win nx npuMeHeHus.

2.5. PernameHTbl, CTaHZAPTbl MO 3alWnUTe UHopMaLumn, paspabaTbiBaeMble 0epaTopoM, AOJIKHbI B
COOTBETCTBUM C TpeboBaHMAMN NO 3awnTe nHpopMaumm (obecnevyeHnto 6€30MacHOCTL) onpeaenaTb
NopsOoK peannsauny MeponpuaTuin (MpoueccoB) N yCTaHaBAMBaTbL Mepbl MO 3awnTe UHGopMaLum ¢
y4yeToM 0COBEeHHOCTeN AeaTeNlbHOCTU opraHa (opraHusaumm) n GyHKLNOHMPOBaHWA
NHDOPMALIMOHHBLIX CUCTEM. PernameHTbl, CTaHAAPThI MO 3aWuTe MHpopMaL M 40JKHbI ObITh
HanpaBJ/ieHbl Ha HeJOMNyLWEeHNe BO3HUKHOBEHUSA OPraHN3aLMOHHbIX U apXUTEKTYPHbIX YA3BUMOCTEN.

JKcnnyaTauMoHHas AOKYMeHTaumsa pa3pabaTbiBaeTCs Ha KaXKayto MHDOPMALIMOHHYIO CUCTEMY U
(Mnn) oTaenbHbIE NPOrpamMMHbIe, MPOrpaMMHO-annapaTHble CpeacTBa.

2.6. Mpw opraHn3aumm edaTeNbHOCTU MO 3alMTe MHOPMaL MM 1 yripaBaeHU OaHHON
LeATenbHOCTbIO TpebyeTcs NnpeayCcMoTpeTb MHPOPMMPOBaHNE PabOTHMKOB 06 YTBEPXXAEHHLIX B
opraHe (opraHu3aunn) NOANTUKE 3aLUTbl MHPOPMALMM N UHBIX OOKYMEHTaxX Mo 3aluTe
NH(opMaunn (CTaHAapTax, periamMmeHTax), CogepXXalnx Lenmn 3awmnTbl nHpopmaumm n TpebosaHms
no 3awmTe nHopmaumum (obecneyeHmnio 6€30MacHOCTL), @ TaKXXe NCKIYNTb OCYLLECTBIEHNE
nonHoMouni (pyHKLUM), NpoBeneHne paboT (oka3zaHme ycnyr) 6e3 yyeta TpeboBaHMi Mo 3almTe
NnHopMaumn (obecneyveHunio 6esonacHocTn). PakTOPOM, OKa3bliBalOLWMM CYLLLECTBEHHOE HErAaTUBHOE
B/NSHME Ha COCTOSHME 3aMTbl MHGOPMaLK, COAEPXKALLENCS B MHPOPMALIMOHHbIX CUCTEMAX,
SBNSETCA OTCYTCTBME Yy onepaTopa NepCoHalbHOM OTBETCTBEHHOCTU PabOTHNKOB, 3aKPEMIEHHOW B
COOTBETCTBYIOLUMNX AO/KHOCTHbIX periaMeHTax (MHCTPYKUMUSAX), 3@ HapyLLeHe NO0XKEHUN
NOJIMTVKN 3aLUTbl MHPOPMaLMKN, BHYTPEHHUX CTAaHAAPTOB 1 Pern1aMeHTOoB Mo 3aluTe NHGMoPMaLnK.

2.7. 3awmTa nHopMaumn, cogepxaLlencs B MHMOPMaLMOHHbBIX CMCTEMaX, onpegenseTcs
3aLMLLLEHHOCTbIO 3TUX NHDOPMALMOHHBIX CUCTeM. Mepbl NO 3aLunTe NHPOPMALIMOHHLIX CUCTEM
NPUHUMAIKOTCA Ha BCeX CTAaAMAX UX XKU3HEHHOr0 UuKa: co3faHne, pa3BuTue, BBOL B 3KCMJyaTauuio,
3KCnyaTauus, BbIBOL U3 3KCNyaTaunn. 3awimta MHMOPMALMOHHBLIX CUCTEM SIBISIETCS
HeoTbeMJIeMOMN 4YacCTbio X CO34aHMA U SKCNayaTaunmn. SPPEeKTUBHOCTb 3aMTbl MHHOPMALIMOHHbIX
CUCTEM 3aBUCUT OT 3aKafblBaeMblX Ha 3Tane Co34aHNS NPOEKTHbLIX PELUeHN 1 BO3SMOXHOCTMW 3TUX
MPOEKTHbIX peLleHniA 3a CHET CcrneumnasibHO CNPOEKTUPOBAHHOM apXUTEKTYPbl MH(POPMALMOHHbIX
CUCTEM YMEHbLUNTb WWAPUHY U FyBMHY MOBEPXHOCTM KOMMbIOTEPHbIX aTak, CH/Xasn TeM CaMbiM
BO3MOXXHOCTM HapyLluMTenen no peanmsauum yrpos 6es3onacHoCcTy nHgopmaLmm.

2.8. BbibOp apXUTEKTYPHbIX PELLUEHNA MHPOPMALIMOHHBIX CUCTEM Ha 3Tane UX NPOeKTUPOBAHMS
LO0JIXKEH OCYLLECTBNSATLCS HA OCHOBE pe3ysibTaToB MOAENNPOBAHMS yrpo3 6e30nacHoCTU
MHOPMaLMM U OMMCaHNS MOBEPXHOCTM KOMMbOTEPHbIX aTak. Co3haHne NHHOPMaLMOHHbIX CUCTEM B
3alMLLEHHOM UCMOJIHEHMM, B OCHOBE KOTOPbIX JIeXXaT HaLMOHabHble CTaHAaPThl KOHCTPYKTUBHOW
6e30MacHOCTK, CYLLECTBEHHO MOBbIWAT 3(HEKTUBHOCTL 3aLUNTbI MHPOPMALIMOHHBLIX CUCTEM 1
COLEPXKALLENCs B HX MH(OPMaLLK.

OpraHunsaunoHHbIe Mepbl U HANOXEeHHbIe CpeaCcTBa 3aWMTbl MHGQOPMALIUK OOSKHbI ObITb
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HanpaBieHbl Ha 6/10KMpoBaHMe (HenTpannsaumio) yrpo3 6e3onacHOCTM MHPOPMAL MM, COXPAHMBLUNX
CBOI aKTYyaJIbHOCTb MOC/Ie NPUMEHEHNs 6e30NacHbIX apXUTEKTYPHbIX PELLUEHUN.

2.9. OCHOBHbIMY MPUHLMNAMMN CO3LAHNA UHPOPMALIMOHHBLIX CUCTEM B 3aLLMLLEHHOM UCMOHEHUN
ABNAOTCS:

anchepeHLmaLms ypoBHER 3HAYMMOCTM 3aLLMLLAEMbIX MHEOPMALMOHHBIX PECYPCOB B 3aBUCMMOCTH
OT UX BIMSHUSA Ha LU 3aLinTbl MHOPMaLMK N NPeoCTaBeHe AOCTYNa K HAM Ha OCHOBE
NMPOBEPOK YPOBHSA AOCTYyNa CybbeKTOB fOCTYNa;

yCTaHOBJ/IEHNE MUHUMAJIbHBIX MPaB [OCTYMNa K COOTBETCTBYIOLWEMY YPOBHIO 3HAYNMOCTH
MHDOPMALIMOHHBIX PECYPCOB;

MUHUMMU3aLMs UHTEP(EnCcoB NHPOPMALIMOHHBLIX CUCTEM, AOCTYMHbIX AN Cy6beKTOB fOCTYyNa, B
COOTBETCTBUM C QYHKLNAMN UHPOPMALMOHHON CUCTEMBI;

cermMeHTauns (MMKpPoOCerMeHTaums) MHOPMALMOHHbLIX CUCTEM C Y4ETOM YPOBHEN 3HAYMMOCTU
3alMLLaeMbIX MHOPMALIMOHHBIX PecypcoB (pa3breHune Ha cerMeHTbl 6€30MacHOCTN) U KOHTPOJIb
[0CTYNa B Bble/IeHHbIe CErMEHTbI Ha OCHOBE YPOBHSA 10CTYMNa CyObeKTOB J0CTYNa;

PErucTpaums U aHanm3 aencTBuii CybbeKToB Npu AOCTYMNE K CerMeHTaM UHAOPMALMOHHOW CUCTEMBI
1 K MH(OPMALIMOHHBLIM pecypcam.

YKa3aHHble KpUTepun NoaaexaTt y4YeTy B X0[e NPOEKTUPOBaHNA NHGOPMALIMOHHBIX CUCTEM,
NPOBEpPKe peanun3auny B Xxoae aTTecTalun Ha COOTBETCTBUE TpeboBaHMAM MO 3almTe MHopMaLum
(obecneveHunto 6e30NacHOCTM) U KOHTPOJIKO B XO4Ee 3KCyaTaunum MHPOPMALNOHHBIX CUCTEM.

2.10. Cnencterem Bce 60JbLIEN LOCTYNHOCTU B CETU «MIHTEpPHET» BPeAOHOCHOr0 NPOrpaMMHOro
obecneyeHus, cpeiCcTB ero pa3paboTKu ABNSETCA MOCTOSAHHOE YCIOXKHEHNE TaKTUK U TEXHUK
NPOBEAEHMNS KOMMbIOTEPHbIX aTak Ha MHOPMALMOHHbIE CUCTEMbI. B 3TUX YCNOBUSIX BbISIBNIEHNE U
OLleHKa yrpo3 6e30MacHOCTU MHOPMALIMM He A0JIXKHbI 3aK/04aThCs TOJIbKO B pa3paboTke moaenu
yrpo3 6e30nacHOCTV MHGOPMaLIMK, @ AO/KHbLI NPefyCMaTpMBaTh OpPraHn3aLmio NPoLEeccoB Mo
MOWUCKY, aHaNn3y 1 NPUHATUIO Mep, HanpaB/ieHHbIX Ha 6110KMpoBaHMe yrpo3 6e3onacHoCTH
nHopmauuun. Mpu aHanuse yrpo3 6e30nacHOCTM MHGOPMaLUN NOANEXAT OLLEHKE TaKTUKMN, TEXHUKM
N MHCTPYMEHTBI, NCMOJIb3yEMble A5t OCYLLECTBIEHNS KOMMbIOTEPHbIX aTak, a TakXXe YS3BUMOCTY
MHDOPMALMOHHBIX CUCTEM.

2.11. PoCT 4ucna cepBmcoB, NpefocTaBsiseMblX UHPOPMALIMOHHBIMA CUCTEMAaMK, HEPA3PbIBHO CBA3aH
C yBeNYeHneM KonmyecTsa TpebyeMbix 45 UX MYyHKLMOHMPOBAHMSA MHTEP(EencoB, YTO BeaeT K
pacLUVPEHNIO MOBEPXHOCTM KOMMbIOTEPHbLIX aTaK Ha MHMPOPMaLMOHHbIE CUCTEMBI.

YMeHbLUEHNE NOBEPXHOCTU KOMMbIOTEPHbIX aTak SBASETCA OAHON 13 BaXKHENLIMX 3ahay Mo 3almTe
MHHOPMALMOHHBIX CUCTEM U COAEPXKALLENCS B HUX MHAOPMaLMK. PelleHnto AaHHON 3aaayn
CNoCcoBCTBYIOT YHUMKALMS NPUMEHSEMbIX NPOrPaMMHBbIX, MPOrPaMMHO-annapaTHbIX CPEACTB U
KOHTPOJIb UX NCMO/Ib30BaHNSA. KOHTPOJIb MHTEP(hENCOB MHPOPMALIMOHHBIX CUCTEM, NMPEX e BCero
LOCTYNHbIX N3 ceTh «MHTEPHET», N HeAoMNyLEeHNe NX HECAHKLIMOHUPOBAHHOIO BBOAA B AENCTBME U
3KCnayaTauuy 06ecneynBaloT CHUXKEHNE BO3MOXKHOCTY HapyLLUMTENEN No peasmsaumnm yrpos
6e3onacHoOCTM UHGopMaLUK.

2.12. Pa3BuTue yHKUMI (NOJHOMOYNIA), NPOBOAUMbIX PaboT (0Ka3biBaeMbIX YCAYr) C
NCMN0Sb30BaHNEM MH(POPMALMOHHbBIX CUCTEM MPUBOAAT K MOCTOAHHLIM U3MEHEHWSIM COCTaBa
06bekToB 1 CybbeKTOB AOCTYNa M UX NOJHOMOYNIA. 3ahKCMPOBATL KOHGUIypaLuio
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NHOPMALIMOHHBLIX CUCTEM B 6a30BbIX COCTOAHUSAX, B OONbLUIMHCTBE CyYaeB, He NPeacTaBAsSeTCs
BO3MOXHbIM. B 3TUX yCN0BUAX CneayeT oCyLWweCcTBAATb MOHUTOPUHI MHGOPMaLMOHHON Be3onacHoOCTH
NHHDOPMALIMOHHBIX CUCTEM C YH4ETOM U3MEHSIOLMXCSA COCTaBa 06BbEKTOB U CyObLEKTOB AOCTYMNa U UX
MOJIHOMOYUN.

2.13. OYHKUMOHMPOBAHME Pa3HbIX MHHMOPMALMOHHBIX CUCTEM N B3aUMOLENCTBME MEXY HUMU
MOXXeT OCYLLeCTBAATLCSA Ha OCHOBE NPOrpaMMHO-TEXHUYECKUX KOMIMJIEKCOB U CPEeACTB,
BbIMOJIHAOLNX 06LLNe TeXHONOrNYecKme hyHKLUM 1 obecnevymBatomx 0CHOBY (OYHKLNOHMPOBAHNS
yKa3aHHbIX NHPOPMaLMOHHbLIX CUCTEM. pn 3TOM NHPOPMALIMOHHO-TENEKOMMYHNKaLIMOHHAA
NHDPACTPYKTYpa” MOXKET NpUHaAiexaTb ONepaTopy UM NPefoCTaBAATLCS KaK YCNyra CTOPOHHEN
opraHu3aumuen.

cnonb3oBaHue 06LLMX MPOrpaMMHO-TEXHUYECKUX KOMMNEKCOB 1N CPeACTB AN (PYHKLMOHUPOBAHUS
NH(POPMALIMOHHbBIX CUCTEM, B TOM YMC/e 419 XPaHEHUA NHOopMaLUK, nepefadun AaHHbIX,
OCYLLEeCTBNEHNS BblYNCNEHWUA, PYHKLIMOHMPOBAHMA MPOrPaMMHbIX CPeACTB, NpefoCTaBleHuns
pocTyna K cetu «MiHTepHeT», NpMBOAMT K HEOOXOAUMOCTM OTHECEHNS K 00beKTaM 3alnTbl He
TOJIbKO OTAEJIbHbIX MHPOPMALIMOHHbLIX CUCTEM M COAEepXKaLleincs B HAX NHOPMaLLUK, HO 1
NH(OPMALIMOHHO-TENEKOMMYHUKALMOHHON MHPPACTPYKTYpPbl, HA OCHOBE KOTOPOW OHW
(PYHKLMOHMPYIOT.

2.14. TNlpuMeHeHne B MH(OPMALIMOHHBIX CUCTEeMax 3apybexxHblX MPOrpaMMHbIX Y MPOrpaMMHO-
annapaTHbIX CPeACTB CO34AET Yrpo3y UCNO0JIb30BaHNA HEAEKNAPUPOBAHHbLIX BO3MOXHOCTEN U
3aKN1afoK B NPOrpamMMHbIX, NPOrpamMMHo-anmnapaTHbIX CpeacTBax 4 MHPOPMaLMOHHO-
TEXHWYEeCKOro BO34eNCTBNA Ha MH(OPMaLMOHHbIE CUCTEMbI. 3apybeXxHas 31eKTPoHHas
KOMMOHeHTHas 6a3a co3faeT pUCK BHEAPEHNA B UHTErpasibHble CXeMbl JIOrMYEeCKMX YS3BUMOCTEN.
Mpy 3TOM BO3MOXXHOCTW KOHTPOJIA MPOM3BOACTBEHHOIO NpoLecca 1 LLenoYek nocTaBok NporpamMmmHo-
annapaTHbIX CPeACTB, 3/IeKTPOHHON KOMMNOHEHTHON 6a3bl 1 TeNEeKOMMYHUKALMOHHOIO
obopynoBaHus B COOTBETCTBUU C TpeboBaHMAMM MO 3aLLmTe UHGopMauun (obecneveHnto
6e30MacHOCTM) OTCYTCTBYIOT. [TIOAKOHTPONBLHOCTb MHOCTPAHHLIM FrOCyAapcTBaM pa3paboTymkoB
3apybeXXHbIX MPOrpaMMHbIX U NPOrpaMMHO-annapaTHbIX CPeACTB CYLLEeCTBEHHO CHXKaeT YPOBEHb
L0Bepus K Takon Npoaykummn. [1na npekpaweHns namn HapyLeHns MyHKLUMOHUPOBaHWSA
NH(OPMALIMOHHBIX CUCTEM BO3MOXHO MCMOJIb30BaHNE KaHaJI0B YAaJIEHHOr0 KOHTPOJIS U yrpaBaeHns
3TVUMK cpeacTBaMum 1 0bopy0BaHUEM.

B xone NpoekTnpoBaHMs MHHOPMALIMOHHBLIX CUCTEM AOJHKEH NPOBOAUTHLCSA aHaIM3 AOCTYMHbIX
0TEeYEeCTBEHHbIX MPOrpPaMMHbIX, MPOrPAaMMHO-anMnapaTHbIX U TEXHUYECKUX CPeACTB, A0/MKHA ObiTh
npeaycMoTpeHa BO3MOXHOCTb UX MPUMEHEHUSI B MHDOPMALIMOHHBIX CUCTEMAX UK, KaK MUHUMYM, B
CermMeHTax, B KOTOPbIX XpaHUTCs 1 obpabaTbiBaeTcs Hanbosee 3Ha4UMas UHGopMaLmUs (LaHHbIE).
9T0 NO3BOMNT CHU3NUTb PUCKU NCMOJb30BAHNS HELEKIAaPMPOBAHHbIX BO3MOXXHOCTEN AJ151 MOYyYeHUs
HeCaHKLMOHMPOBAHHOIO 0CTYNa U (MAn) BO3AENCTBUA Ha UHGOPMALIUIO.

2.15. B ycnoBusix 60/1bLIOr0 KOIMYECTBA CYObEKTOB 11 06BbEKTOB [0OCTYMNa B pacrnpeaeseHHbIX
MHOPMALIMOHHBIX CUCTeMax TpebyeTcs obecrneyeHne NOBEPUS NPY UX B3aUMOAENCTBUN.
ObecneyeHne [0BepUs MOXET MNpeayCMaTpUBaTh:

NepBUYHYIO UAEHTUMUKALMIO NOJSIb30BaTeNeN N YCTPONCTB, K KOTOPbIM OCYLLLECTBASETCA OOCTYn
nosb3oBaTenen 419 BbINONHEHUS CBOMX 0053aHHOCTEN ((hyHKLNIA);

CTPOryto ayTEHTU(MKALMIO NONb30BaTENEN, OCYLLECTBAAOWMNX AOCTYN NS NCMOJIHEHNSA CBOMX
obsi3aHHOCTEN (DYHKLMIA), N UX YCTPOMCTB, K KOTOPbIM OCYLLECTBASETCS AOCTYM, C UCNOJIb30BAHNEM
cepTudmkaToB 6€30MacHoOCTY;
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NPOBEPKY MOAJMHHOCTY M LIENOCTHOCTU YCTaHABIMBAEMOro MPOrpaMMHoOro obecneyeHns n ero
0B6HOBNEHNI C UCNONb30BaHMEM CepPTUGMKATOB Be30MacHOCTY;

[LOBEPEHHYI0 3arpy3Ky nporpaMMHoro obecne4yeHns yCTPOMCTB, CTPAHON NPOUCXOXOEHNSA KOTOPbIX
asnseTca Poccuinckas depepaums, C UCNoab30BaHMEM Moayien 6e30nacHOCTM 3TUX CPEACTB,
obecneymBaloLLMX B TOM Yncne 6e3onacHoe XpaHeHMe 3aKpbITbIX KKYeNn N cepTUGUKaToB
6e3onacHoCTH.

CpencTBa BblYUCAUTENBHON TEXHUKU 1 ONEPaLMOHHbIE CUCTEMBI, UCNOJIb3YeMble B MH(POPMALIMOHHbIX
cMcTeMax, A0/KHbI BKAOYaTh NporpaMMHoe obecneyeHne, obecneynBatollee QPyHKLMOHUPOBaHME
Moaysien 6e30nacHOCTM 1 OCyLLEeCTBASIOLLEE MPOBEPKY CepTUGUKATOB Be30nacHOCTM
yCTaHaB/IMBaEMOI0 1 3aMyCKaeMoro B Ux cpefe nporpaMmMHoro obecneyeHus.

2.16. 3hpPeKTUBHOCTb MEPONPUATUA NO 3aLLMTe MHOoPMaLMK B OpraHe (opraHu3aunm) n mep no
3amMTe UHMOPMALIMOHHBIX CUCTEM 1 COLepXKaLLlencsa B HUX MHPOpMaL M U3MeHAEeTCS BO BPEMEHN
noA OeCTBMEM pa3/INYHbIX (PaKTOPOB, OCHOBHLIMU U3 KOTOPbIX ABNATCA U3MEHEHNE (PYHKLNI 1
NpoLeccoB, N3MEeHeHne CocTaBa M NOJHOMOYUA CybbeKkToB 1 06bEKTOB AOCTYNa, U3MEHeHMne
KOH(Mrypaumm MHHOPMaLMOHHBIX TEXHOIOTUA.

Ins nopaepxkn Tpebyemon 3hpeKTUBHOCTU peann3aunm MeponpusTUiA Mo 3alnTe MHGopMaLmm, a
TaKXXe COXPaHeHWs YPOBHS 3aLMULLEHHOCTY UH(DOPMALIMOHHBIX CUCTEM U COAEPXKALLENCS B HUX
MHOopPMaLUy LenecoobpasHo NPOBOAUTL NEPUOANYECKYIO OLIEHKY KaK 3(EKTUBHOCTU
peann3yemMbiXx MEPOMPUSATUI, TaK U AOCTATOYHOCTY NPUHUMAEMBIX MEP.

OueHKa TeKyLlero COCTOSAHUSA 3aLnThl UH(OPMaLUN NPOBOAUTCS MO pe3ysibTaTaM pacyeTa
nokasaTens 3aWmMLLeHHOCTU MHPOPMaLMOHHbIX cucTeM (K3u).

2.17. B ocHOBE Ka4eCTBEHHOM OLEHKWN TEKYLLEro COCTOAHMSA 3alMThl MHOPMaLUKM nexaT
pe3ynbTaTbl KOHTPOASA YPOBHSA 3aLMLLEHHOCTM MHGOPMaL MK, CoOAepKaLlencs B MH(POPMaLMOHHbIX
cncteMax. KOHTPOsIb YPOBHA 3alLMULWLEHHOCTU MHGOPMaL UM LO/KEH NPOBOANTLCA O4HUM UK
COBOKYMHOCTbIO CefyoLnx MeToL0B:

aBTOMATU3NPOBAHHOE 1 (M) PyYHOE BbiSIBIEHUE YS3BUMOCTEN UHDOPMALMOHHBIX CUCTEM C
nocnefyoLwen 3KCNePTHON OLLEHKON BO3MOXKHOCTU UX UCMOJIb30BaHUS HApyLLUMTENEeM LS
HapyLweHus 6e30nacHOCTU MHAOPMaLUK U (M) HApyLLEeHNS (YHKLMOHMPOBAHNSA MHEHOPMALIMOHHbIX
cucTem;

BblfBJIEHNE HECAHKLUMNOHNPOBAHHLIX NOAOKIIOYEHWNIA yCTpOMCTB K I/IHCpOpMaLI,I/IOHHbIM cncrtemMam;

TeCTMPOBaHNE NHPOPMALIMOHHbBIX CUCTEM MYyTEM MOAEINPOBAHUA peann3aunm akTyaslbHbIX yrpos C
LeNIbio OLLeHKM BO3MOXXHOCTEN HECAHKLIMOHMPOBAHHOIO AOCTYNa K HUM (BO34ENCTBUN Ha HUX) UK
MOBbILLIEHUS MPUBWUJIETNIA C YYETOM peann30oBaHHbIX Mep U NPUMeEHAEMbIX CPeCTB 3aLlLnThI
NHMopMaLnn;

NpoBefeHNe B COOTBETCTBMM C €AVHBLIMUN 3aMbIC/IOM U MJIAHOM TPEHUPOBOK Mo 0TpPaboTke
MeponpusaTuin n Mep no obecneyeHnto TpebyeMoro ypoBHS 3aLUNLWEHHOCTU NHGOPMaLINW,
colep>KaLlencs B MHhOPMALIMOHHbIX CUCTEMAX, B YC/IOBUSX pPeann3auny akTyasbHbIX Yrpos.
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lll. MEPOMPUATUA (MPOLLECCHI) NO 3ALLUTE
WH®OPMALLUWN, COOEPXXALLENCA B UHOOPMALLMOHHbIX
CUCTEMAX OPIrAHOB (OPFTAHU3ALLUN)

3.1. BoisBneHue u oueHka yrpos 6esonacHoctu uigopmauum (BY)

Uenb: Co3faHne CUCTEMbI 3aLLUNTbl MHGOPMALIMKW, HaNpPaBAEHHON Ha 3aLlUUTY OT aKTyasibHbIX Yrpo3
6e3o0nacHOCTM nHpopMauun (ganee — akTyasibHbIX Yrpo3), @ TakXe CBOEBPEMEHHOE BbISIBNIEHNE
MPU3HAKOB peann3aLmnmn akTyasbHbIX Yrpo3, UX OLEHKY 1 NPUHATIE Mep No 3aliuTe nHdopMauun B
X04e 3KCnayaTaunm MHPOPMaLMOHHBIX CUCTEM.

TpeboBaHua K peanusaumu: BoiseneHne 1 oLeHKa yrpo3 6e30MacHoOCTM MHGOPMaLUK A0KHbI
MPOBOANTLCHA B X0[ie CO34aHuNs (Pa3BUTMSA) MH(DOPMALIMOHHbBIX CUCTEM 1 B X0 WX 3KCMyaTaLum,

BbisiBNeHMe 1 oLeHKa yrpo3 6e30MacHOCTM MHGOPMaLUK AOKHBI MPOBOAUTLCSA LS
MHDOPMALMOHHBIX CUCTEM C Y4E€TOM aKTyaslbHbIX Yrp03 MHGHOPMALIMOHHO-TENEKOMMYHMKALNOHHOM
MHDPACTPYKTYPLI, Ha 6a3e KOTOPOW OHM YHKLMOHUPYIOT.

Ha cTagmm co3paHus (pa3BuTunsl) MHGOPMALIMOHHBIX CUCTEM BbISIBJIEHWE W OLIEHKA Yrpo3
6e30nacHOCTM MHGOpPMaLUN LOMKHbI NpeaycMaTpuBaTb onpeaeneHune yrpos 6e3onacHoCcTy
MHOPMaLUK, OLEHKY BO3MOXHOCTW UX peann3aunm (BOSHUKHOBEHNS) BHELLUHUMW U BHYTPEHHUMU
HapyLIMTeNnsMu, onpepesieHne akTyalbHOCTY yrpo3 6e30nacHOCTM MHGopMaLuun B
MHDOPMALMOHHBIX CUCTEMAX C YYETOM MX apXMTEKTYPbI 1 NPeAnoiaraemMblX YCI0BUIA SKCMyaTaLUN.
Pe3ynbTaTbl BbISBIEHUS W OLEHKW Yrpo3 6€30MacHOCTU MHGoPMaLMK NOANEXaT BKIOYEHNIO B
MoAenb yrpo3 6e3onacHoCTV MHGOPMaLMK, KOTOpPas AO/KHA COAEPKaTb XapaKTePUCTUKN
MHOPMALMOHHBIX CUCTEM U MH(OPMALIMOHHO-TEIEKOMMYHUKALMOHHOW MHPPACTPYKTYpbI, Ha Ha3se
KOTOPOWN OHW DYHKLIMOHUPYIOT, ONpeaensiowne apxuTekTypy, NpuMeHsieMble MH(OPMaLMOHHbIe
TEXHONIOrUM 1 NpoLecchl 06paboTKM MHGOPMALIMK, @ TaKXKEe BO3MOXKHOCTW HapyLLUUTENEN, NepeyeHb
aKTyaslbHbIX yrpo3. 4ns pa3paboTku Mmogenu yrpo3 6€30nacHOCTU MHAOPMALIMK AOJIXKHbI
NMPUMEHSATLCSA METOLNYECKME [OKYMEHTbI, yTBEpXAeHHble PCTIK Poccum.

Ha cTafnmu skcnayaTauum MHPOPMALIMOHHBLIX CUCTEM BbISIBIEHME U OLLEHKa Yrpo3 6e30nacHoCTu
MHDOPMaLMM JOSHKHbI NpeayCcMaTpUBaTh:

aHaNn3 aKTyanbHbIX f@aHHbIX 0 COCTaBe UHPOPMALIMOHHbBIX CUCTEM, UX HAaCTPONKaX U
KOH(Urypaunsax;

MOWNCK BAHHbIX N NMPU3HAKOB, MAEHTUMULMPYIOLLMX aKTyaslbHbIE Yrpo3bl, C Y4€TOM COCTaBa
MHDOPMALIMOHHBIX CUCTEM, UX HAaCTPOEK N KOH(UIYpaLni;

NPVOPUTM3aLNIO BbISBAEHHbIX aKTYyaJIbHbIX YIPO3 UCXOAA U3 KPUTEPUEB BO3MOXKHbIX MOCNEACTBUN NX
peanu3aumm (BO3HMKHOBEHUS);

OMOBELLEHNE 3aMHTEPECOBaHHbIX NoApa3aeneHnii (paboTHMKOB) onepaTopa O BbISIBNEHHbIX
aKTyaslbHbIX Yrpo3ax;

aHan3 BbISB/IEHHbIX aKTyasIbHbIX YrPO3 C Le/bio MPUHATASA PeLleHns 0 HeobX0AMMOCTN NPUHATHS
Mep.

B Ka4yecTBe UCXOAHbIX AaHHbIX OJ19 BbISIBJIEHUS N OLEHKN adKTYyaJlbHbIX YIrp0o3 UCMNOJIb3YETCA BaHK
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LaHHbIX yrpo3 6e3onacHoOCTU nHgopMaunn, BeaeHne KoToporo ocywectenseTcs ®CTIK Poccuun
(nanee — 6aHK OaHHbIX yrpo3 6e3onacHocT nHdopmaumn ®CTIK Poccun)?

TpeboBaHuA K BOKYMEHTUPOBaHMUIO: He NpeabaBasoTCS.
Tpe6oBaHusa Kk ycuneumio:”

BblSIB/IEHME N OLLeHKa aKTYya/lbHbIX Yrpo3 B X04e 3KcrayaTaunm MHPOPMALMOHHBIX CUCTEM
OCYLLECTBJIAKTCA C YH4ETOM CBedEeHun, cofepKalmxcs B cuctemMax MHBeHTapusaumm NT-akTUBOB;

BbISIB/IEHME M OLEHKA aKTyaslbHbIX YFP03 B X04€ 3KCrnayaTaunm MHPOPMaLMOHHBLIX CUCTEM
oboralwlalTca AaHHbIMK OT Pa3IMYHbIX UCTOYHUKOB (CMCTEM ynpaBsieHns cobbiTuammn 6esonacHoCTH,
cMcTeM 0bHapy>XXeHNs BTOPXXEHMI, CPeACTB aHTUBMPYCHOW 3aLlLMThbl, CPeACTB 0OHapyKXeHNs 1
pearmpoBaHUA Ha YPOBHE y3J1a, MEXCETEBbIX 3KPAHOB M APYrux CPencTB 3alinTbl MHGOpMaLmm);

ONs BbISIBNIEHVS 1 OLIEHKW aKTyaslbHbIX Yrpo3 NMPUBJEKAOTCS CNeLnann3upoBaHHble opraHusauum,
MMELLME NNLEH3NIO Ha OeATEeNbHOCTb MO TEXHNYECKOW 3aLlinTe KOHpUAEHUManbHoON nHopMauum ¢
NPaBOM 0Ka3aHus yC/yr No MOHUTOPVHIY MHGMOPMaLMOHHON 6€30NacHOCTU CPeACTB U CUCTEM
MHOPMATU3ALMMN — LEHTPLI MOHUTOPUHIa MH(OPMALIMOHHOK Be3onacHoCTY;

AN MOHUTOPMHIa akTyasbHbIX YrpO3 MPUMEHAIOTCA CpeACcTBa aHan3a yrpos, B ToM yucne Tl-
naaTgopMbl.

3.2. KoHTponb KoH(purypauuun nHgpopmaumoHHbix cuctem (KK)

Uenb: VckntoyeHre HeCaHKLLMOHMPOBAHHOIO M3MEHEHNS COCTaBa NPOrpaMMHbIX, MPOrPaMMHO-
annapaTHbIX CPeACTB MH(OPMALIMOHHBIX CUCTEM, NX HAaCTPOEK U KOHUIypaL i, yCTaHOBJIEHHbIX BO
BHYTPEHHUX CTaHAAPTax No 3awuTe nHHopMaLMn, a Takxxe obecrneyeHre CBOEBPEMEHHOIO
obHapyXeHUst (haKTOB HECAHKLMOHMPOBAHHBIX U3MEHEHWI 1 BbISIBNEHWNE MPUYNH N3MEHEHWA.

TpeboBaHuA K peanusauuu: KOHTPOb KOHGUTYypaLnin HHOPMALIMOHHBLIX CUCTEM A0JIKEH
OCYLLEeCTBNATLCA Ha OCHOBE aHasIn3a aKTyaJsibHbIX AaHHbIX O COCTaBe UH(POPMALIMOHHbLIX CUCTEM, MX
HaCTpOMKax 1 KOHGUrypaumsax, yCTaHOBEHHbIX BO BHYTPEHHUX CTaHA4apTax no 3awuTe
NH(popMaLMn. KOHTPONb KOH(Urypaumn MHHOPMALMOHHBIX CUCTEM AOJDKEH NpeaycMaTpmBaTh:

onpeneneHne 06bEeKTOB MHBEHTAPU3aLIMMN, K KOTOPbIM JO/KHbI 6bITb OTHECEHBI NMPOrPaMMHbIE,
NporpaMMHo-anmnapaTHble CPeACcTBa, BKJIIOYas KOMMYHMKaLMOHHOE 0bopyaoBaHme, NHPOPMaLIMOHHO-
TENEeKOMMYHMKALNOHHbIE CETU U UX NOACETH;

onpenesieHne AaHHbIX 06 06beKTax MHBEHTapU3aLUK, Noanexallnx cbopy, y4eTy 1 XpaHeHuto,
BKJIIOYAIOLLMX HAaMEHOBaHWe 06bEKTOB, BEPCMM MPOrpaMMHOro obecrneyeHus, CeTeBble afpeca,
NCNoJib3yemMble (hU3nYecKme nopThl, CETEBLIE CBSA3M, MPUHAAIEXKHOCTL NOAPA3AEEeHNIO 1 (1K)
paboTHKKY onepaTopa;

cbop, y4eT n XxpaHeHne gaHHbIX 06 06beKTax NHBEHTapM3aLmK;

aKTyasim3auunio AaHHbIX 06 06beKTax MHBEHTAPM3aLMUN C YCTAHOBIEHHON ONEPATOPOM
NepuoanYHOCTbIO;

KOHTPOJIb COCTaBa 06bEKTOB UHBEHTAPU3ALMK 1 BbisIBIEHNE (haKTOB HECAaHKLIMOHUPOBAHHOI O
nobaBnieHNs HOBbIX 06 bEKTOB MM M3MEHEHNS TEKYLLMX KOHPUrypauni;
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onpegneneHne KoHDUrypaumin 06 bekToB MHBEHTAPM3aLMUN U KOHTPOJIb X U3MEHEHWIA, BbISIBIEHNE
(HaKTOB HECAHKLIMOHNPOBAHHOMO N3MEHEHUSt KOHPUrypaLnin 06 bEKTOB MHBEHTapPM3aLMK;

cbop, aHaNM3 1 perncTpaunto HakToB HECAHKLIMOHMPOBAHHOIO M3MEHEHNS COCTaBa 06 bEKTOB
WHBEHTapM3aLun 1 UX KOHGUrypaLuii, pearnpoBaHne Ha HeCAaHKLMOHMPOBAaHHbIE N3MEHEHNS.

Mon KoHpurypaumnen obbeKTa MHBEHTaAPMU3ALNN NOHUMAETCSH COBOKYMHOCTb YCTaHOB/IEHHbIX
napamMeTpoB, NPaBu N HAaCTPOEK, onpeaenstoLmnx cnocod GyHKUNoOHNpoBaHNS obbekTa, ero
ceTeBOe B3aMMoLencTeme (ecm NPUMeHNMO), NopsaLoK aAMUHUCTPUPOBAHMA U YNpaBieHNS

LOCTYMNOM, a TakXXe NPUMeEHSEMbIe MEXaHWN3MbI 3aLUNTHI.

Mo BCeM hakTaM HECAHKLIMOHMPOBAHHbIX M3MEHEHUI COCTaBa 06BEKTOB MHBEHTAPU3ALNN U X
KOHUrypaLmnin LOMKHbI MPOBOAUTLCS aHaIN3 U BbISBAATHCS NMPUYMHBI TaKUX M3MEHEHWIA.

J0S1KHBI MPUHMMATBLCS Mepbl MO 3allinTe cobpaHHbIX AaHHbIX 06 06beKTax MHBEHTApPM3aLMN B
COOTBETCTBUM C TPeboBaHMSAMU 0 3aLLMTE MHGOPMALIUN,

TpeboBaHUA K JOKYMEHTUPOBAHMUIO: BHYTpeHHME CTaHAAPThI C TUMOBLIMU KOHAUIYpaLMsMU 1
HaCTPOMKaMM NPOrpaMMHbIX, MPOrpaMMHO-annapaTHbIX CPEACTB LO/KHbI COAepXKaTb:

nepevyeHb MHPHOPMALIMOHHBLIX CUCTEM U (MNKN) OTAENbHbLIX TUMOB (KNacCoB) NPOrpaMMHbIX,
nporpaMMHo-annapaTHbIX CPeACTB, K KOTOPbIM YCTaHaBAMBalOTCS TpeboBaHMA K HACTPOMKaM 1
KOH(Urypaumsam n noanexxawmx KOHTPOJII0 B paMKax KOHTPOS KOHGUIypauun,

OMUCaHNe HaCTPOWKM U KOHMUIYpaLUm AN KaXKaoro Tuna (Kiaacca) nporpamMMHbIX, NPorpamMMHo-
annapaTHbIX CPefiCTB, CErMEHTOB MHDOPMALIVOHHBIX CUCTEM, B OTHOLLEHNU KOTOPbIX
OCYLLECTBAAETCA KOHTPOJIb KOH(UIYpaLWiA, B TOM YuChe:

OMmMcaHne HaCTPOMKM U KOHGUIypaL MU NPOrpaMMHbIX, MPOrpaMMHO-anmnapaTHbIX CPeaCTB,
npefHa3HaYeHHbIX Ans obecnevyeHns LOCTyna Noab3oBaTenemn K ceTu «MHTepHeT»;

OMMCAHNE HACTPOVKMN 1 KOHDUIYpaLMK NPOrpaMMHbIX, MPOrpaMMHO-anmnapaTHbIX CPeACTB,
npeaHa3HayYeHHbIX ns obecnevyeHns yaaneHHoOro 4ocTyna nosb3oBaTesnen, BkoYas TpeboBaHmMs K
obecneyeHnto 6e30nacHON ANCTaHUMOHHON paboThl;

nepeyeHb nogpasfenieHnin (paboTHMKOB), OTBETCTBEHHbIX 38 HACTPONKY U YCTAaHOBKY KOHMUrypauun
NPOrpaMMHbIX, MPOrpaMMHO-annapaTHbIX CPeACTB, @ TaKXe 3@ KOHTPOJIb KOH(Urypauun
NH(POPMALMOHHBIX CUCTEM;

NopPsSiAOK AENCTBMIA MO N3MEHEHMIO HACTPOEK M KOHGMIypaLuii NPorpaMMHbIX, NPOrPaMMHO-
annapaTHbIX CPeacCTB;

MOPSAOK AeNCTBUIA Npy 06HapYXeHUN PaKTOB HECAHKLMOHUPOBAHHOIO U3MEHEHWS HAaCTPOEK U
KOHUrypaLmnin NporpaMMHbIX, MPOrpaMMHO-annapaTHbIX CPeaCTB.

TpeboBaHuA K ycuneHumio:

1) KOHTPOSIb KOHUIYypPaLUN NHPOPMALIMOHHBIX CUCTEM OCYLLECTBAAETCA Ha OCHOBE AaHHbIX
aBTOMaTU3MPOBAHHbIX CUCTEM cOopa 1 XpaHeHMs AaHHbIX 06 06beKTax MHBEHTapM3aLnnM n nx
KOHpurypaumsax (CMDB-cuctemMbl). ABTOMaTU3NPOBaHHLIN cOop AaHHbIX 06 06bekTax
WHBEHTapM3aLUnmn 4OJHKEH OCYLECTBAATLCA C UCMNOJIb30BAHNEM BblAE/I€HHON Y4ETHOWN 3anunucu,
KOTOPOW Ha3Ha4YeHbl MMHMMaJIbHO HeobXxo4MMble NpaBa A4 NpPoBeAeHNA aBTOMATU3MPOBAHHOIO
cbopa OaHHbIX.
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3.3. YnpaBneHue ya3BuMmoctaMu (KY)

Lenb: CBOEBPEMEHHOE BbISIBIEHNE YS3BUMOCTEN NHDOPMALMOHHBIX CUCTEM, OLLEHKA MX
KPUTWUYHOCTW, ONpefesieHne MeTo40B 1 NPUOPUTETOB YCTPAHEHNS YSI3BUMOCTEN, @ TakXKe KOHTPOJIb
3a YCTPaHEHUEM YS3BMMOCTEN.

TpeboBaHuAa K peanusauuu: YnpasieHume ya3BUMOCTSMU OO/KHO NpeaycMaTpmBaTh:
MOHUTOPWHT YA3BMMOCTEN U OLLEHKY UX MPUMEHUMOCTN;

OLEHKY YS3BUMOCTEN;

onpegeneHne METOA0B W NPUOPUTETOB YCTPAHEHNS YS3BUMOCTEN;

yCTpPaHeHMe yAa3BMMOCTEN,

KOHTPOJIb YCTPaAHEHNSA YA3BUMOCTEN.

B Xx0[e MOHWTOPUWHIa YS3BUMOCTEN U OLEEHKN UX MPUMEHNMOCTI OCYLLECTBAAOTCS BbiSIBAIEHNE
YSI3BMMOCTEW Ha OCHOBAHMW [aHHbIX, MNOJly4aeMbiX M3 BHELHNX (6a3bl AaHHbIX N3BECTHbIX
ySI3BMMOCTEW, ohuLmanbHble pecypcbl pa3paboTymKoB NporpaMMHbIX CPEACTB,
cneuvann3vpoBaHHble Nybankauum, GopyMbl, UHbIE CTOYHUKMW) U BHYTPEHHUX (CpeacTBa aHanM3a
3aLLUMLLEHHOCTH, UHble CPeACTBa 3aLNThl MHOPMAaLMK, AaHHbIE O COCTaBE MPOrpaMMHbIX,
MporpaMMHO-anmnapaTHbIX CPEACTB) UCTOYHWNKOB, U MPUHATUE PELLEHMUS O MPUMEHUMOCTU
ySI3BMMOCTEW K MH(OPMALMOHHBLIM CUCTEMAM.

B x0/4e oLEeHKM yA3BMMOCTEN ONpeaensieTcs ypoBeHb KPUTUYHOCTM YS3BMMOCTEN NMPUMEHUTENBHO K
MHHOPMALMOHHBIM CUCTEMaM opraHa (opraHusauun).

B xo4e onpeneneHnst METOLOB U MPUOPUTETOB YCTPAHEHUS YS3BMMOCTEN ONpeaenseTcs
NPUOPUTETHOCTb YCTPAHEHNS YSI3BUMOCTEN 1 BbIBUPAOTCS METOAbI UX YCTPaHEeHNs: 06HOB/IeHNe
nporpamMMHoro obecneyeHns n (MNKM) NPUMEHEHNE KOMMNEHCUPYIOLLIUX MEP 3aLLKTbl MH(OpMaLUK.

B xofe ycTpaHeHunsa ya3BMMOCTEN NPUHUMAIOTCS Mepbl, HarnpaBJ/ieHHble Ha YCTPaHeHne nuin
NCKNOYEHNE BO3MOXXHOCTMW MCMOJIb30BaHNS (3KCNayaTaunn) HapyLLMTENEM BbISBAEHHbIX
yS3BUMOCTEN. Bpems, B Te4eHne KOTOPOro A0/KHbI ObITb MPUHATLI MEPbI MO YCTPAHEHUIO
YS3BUMOCTEN, onpenensieTcs Mcxons U3 ypoBHA KPUTUYHOCTU YA3BUMOCTU U B COOTBETCTBMM C
TpeboBaHMAMM 0 3aWMTe MHGOPMaLmK, yTBepxxaeHHbIMU OCTIK Poccun.

B xoe KOHTpOJIA yCTpaHeHNs yAa3BMMOCTEN OCyLLecTBAATCA cbop 1 06paboTka AaHHbIX 0 npolecce
ynpaB/ieHNs ys3BUMOCTAMMN U €ro pesysibTaTax, a TakXKe NPUHATUE PeLleHnin Mo YNyYLIEHWIO
LaHHOro npouecca.

Mpouecc ynpaBaeHUs ysi3BUMOCTSIMI OpPraHn3yeTCs s BCeX MHOPMaLMOHHBIX CUCTEM onepaTopa
M BOJKEH MpeayCcMaTpMBaTh MNOCTOSIHHYIO U HEMPEPLIBHYIO aKTyasM3aLuio cBeieHnin 06
YSI3BMMOCTSX 1 COCTaBE MPOrpaMMHbIX, MPOrpaMMHO-anmnapaTHbIX CPeACTB MH(OPMALMOHHbIX
cucteM. Mpy M3MEeHeHNW cTaTyca ya3BMMOCTEN (MPUMEHMMOCTb K MHEOPMALMOHHBLIM CUCTEMAM,
HaZn4yme NCNpPaBeHNiA, YPOBEHb KPUTUYHOCTM) LO/MKHbI KOPPEKTMPOBATLCS CNOCOObI X
yCTpaHeHus.

TpeboBaHUA K JOKYMEHTUPOBAHMUIO: BHYTPEHHWI pernaMeHT No yrnpaBaeHNo YS3BUMOCTAMM
MHOPMaLMOHHbBIX CUCTEM A0/IKEH COLEepXKaThb:
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nepeyeHb nNogpasaeneHnin (paboTHMKOB), OTBETCTBEHHLIX 3@ OPraHM3aLMO N KOHTPOb YNpaBieHUs
YS3BUMOCTSAMMU, @ TaK)Xe y4aCTBYOLWMX B peaansaLmnm npoLeccoB ynpaBaeHns ya3BMMoCcTaMm, nx
o0b6s3aHHOCTY (PyHKLUMN) 1 NpaBa (NOJHOMOYNS);

onncaHme OI'IGpBLI,I/II?I, ocyLwecTBngemMbiX Mpn MOHNTOPUHIe yHBBI/IMOCTeVI n oueHke nx
NPUMEHNMOCTN, NepeyvHeHb NCNoNHUTENEN onepaLum?l, NPoOAO/IKNTENbHOCTb peasin3aunin, BXoAHbIE N
BbIXOAHbIE NaHHbIE, NCMOJIb3yeMble MPU MOHUTOPUHIE yﬂ3BI/IMOCTEI7I N oueHKe NX NpUMeHNMOoCTH,

ornncaHme onepauvuh, OCyLleCcTBNdEMbIX MPW oL EHKE yﬂ3BI/IMOCTeI7I, nepeveHb ncnonHUTenen
onepauvuh, NPoAO/IKNTENIbHOCTL peaJindaunn, BXOAHbIE N BbIXOOHbIE OaHHbIE, NCMNOJIb3YEMbIE MNMPU
OLIEHKE yﬂ3BVIMOCTe|7|;

onucaHue onepauui, oCyLLEeCTBASEMbIX NPV ONpefeneHn METOA0B U MPUOPUTETOB YCTPaHEHUS
YyS3BUMOCTEWN, NepeyeHb NCMONHUTENEN OnepaLnii, NPOAOIKUTENLHOCTL peann3aunn, BXOLHbIE U
BbIXOAHbIE AaHHblE, NCMOJIb3yEMbIE MPU ONpefeneHnn MeTOL0B U MPUOPUTETOB YCTPAHEHNS
ysi3BMMOCTEN;

OonucaHue onepaummn, oCyLLEeCTBASEMbIX NPU YCTPAHEHNN YA3BUMOCTEN, NepeYeHb NCNONHUTENEN
onepauuin, NPOOO/KUTENIbHOCTb peannsaumnm, BXOAHbIE U BbIXOAHbIE AaHHbIE, NCNOJIb3yeMble Npu
YCTPaHEHUN YS3BUMOCTEN;

onncaHune onepawumnii, OCyLLECTBASEMbIX MPN KOHTPOE YCTPAHEHMNS YSI3BMMOCTEN, NepeyYeHb
NCMNONHUTENEN onepaLnin, NPOACSKUTENbHOCTb peann3aunmn, BXOAHbIE U BbIXOAHbIE JaHHbIE,
CNoJib3yeMble MPU KOHTPOJIE YCTPaHEHNS YSA3BUMOCTENR;

CXeMbl B3aMMoAencTBma nogpasaeneHnin (paboTHUKOB) Npy peann3saum onepaunin No ynpasaeHUo
YyS13BMMOCTAMMU.

TpeboBaHuA K ycuneHumio:

Onga yrnpasyieHNAa ya3BuMoCTAMUN NCMONb3YIOTCA aBTOMaTU3NPOBaHHbIE CUCTEMbI YMNpaBJIEHUA
YA3BUMOCTAMMN,

AN MOHUTOPUHIa YyA3BUMOCTEN NPUMEHSIOTCSA CPeACTBa aHaan3a yrpos, B ToM yucne Tl-
naaTgopMbl;

A5 OUEHKN NPUMEHUMOCTM YA3BUMOCTEN UCMONb3YIOTCA AaHHble, codep)Kalumecs B
aBTOMaTU3MPOBAHHbIX CuCTeMax cbopa 1 xpaHeHMa AaHHbIX 06 06beKTax MHBEHTapM3aLUN N NX
KoHurypaumnsax (CMDB-cucTemsl);

ANS KOHTPOJIA YCTPAHEHNS YS3BUMOCTEN NCMOb3YI0TCA pe3ybTaTbl MOHUTOPUHTA
MHOPMaLMOHHON 6e30MacHOCTYN UK ynpaBieHns 0OHOBNEHUSIMI, U YIPaBIEHNS
KOHUrypaumsmm.

3.4. YnpaBneHue obHoBnenuamu (KO)

LLenb: CBOEBpEMEHHASN YCTaHOBKA 0OHOBNEHMIN NPOrPaMMHOro obecneyeHuns, yCTPaHSoLWNX
ySI3BMMOCTMW.

TpeboBaHus kK peanusauum: YrnpasneHne 06HOBNEHNAMU LO/HKHO NpefyCcMaTpyBaTh:

KOHTPOJIb aKTyaslbHOCTW BEPCUIA NPOrPaMMHBbIX, MPOrpaMMHO-annapaTHbIX CPeACTB;
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nony4yeHne obHOBMEHU NPOrpaMMHbIX, MPOrPaMMHO-annapaTHbIX CPeACTB U3 UCTOYHUKOB,
collep>KaLlmx MexaHu3Mbl MPOBEPKN MOASIMHHOCTU U LLEIOCTHOCTI 0BHOBNIEHWNA;

NPOBEPKY NMOAJMHHOCTY M LLeNIOCTHOCTW OOHOBNEHU NPOrPaMMHbIX, MPOrpaMMHO-anmnapaTHbIX
CPeACTB;

TeCcTUpoBaHMe 06HOBNEHUNI 1O X MPUMEHEHNS B KOHTYPax MPOMbILLEHHON 3KCMlyaTaumm
MHOPMaLMOHHbBIX CUCTEM;

pa3paboTKy 6e30macHbIX HACTPOEK M KOH(UIrypauuin o6HOBNEHNI MPOrPaMMHbIX, MPOrPaMMHO-
annapaTHbIX CPeacTs (Npyn HeobxoanmMocTu);

npuMeHeHne 06HOBNEHNIA MPOrPaMMHBbIX, MPOrPaMMHO-annapaTHbIX CPeACTB B KOHTYpax
MPOMbILLNEHHON 3KCMIyaTauMn MHDOPMALMOHHBIX CUCTEM;

BO3MOXXHOCTb OTMeHbI 0OHOBMEHMIN NPOrPaMMHOro obecrneyeHns, B TOM YNCE BO3MOXHOCTb
BOCCTAHOBJ/IEHNS MPOrpaMMHOr0 obecrneyeHns 13 pe3epBHO KoMK,

PeweHune o npuMeHeHUn 06HOBNEHMI NPOrPaMMHOro obecnevyeHns NpMHMMaeTCsa nogpasaefieHnem
(paboTHVKamm), obecneymBaroLWMM (HYHKLMOHMPOBAHNE MH(DOPMALMOHHBIX CUCTEM, MO
COrNacoBaHMIO CO CTPYKTYPHbLIM NofpasfeneHmem, cneunannctaMmm no 3awmuTe nHopmaumm.
Mopsfok npuMeHeHUs 0bHOBIEHUI NPorpaMMHOro obecnevyeHns yCcTaHaBAMBAETCA BO BHYTPEHHMX
pernameHTax. HacTporku n KoHpurypauum obHoBAEHUI NporpaMMHOro obecnevyeHus
onpeLensiioTCcs BO BHYTPEHHUX CTaHOApTax.

[ns npumMeHeHUs 06HOBEHUIA NPOTrPAMMHBIX, MPOrPaMMHO-anmnapaTHbIX CPEACTB B
MHDOPMALIMOHHON NHPACTPYKTYpe onepaTopa A0JIXKEH ObITb Pa3BepHYT 1 DYHKLUMOHUPOBATL
Bbll€/IeHHbI ceBep 06HOBNEHMI, NPeaHA3HAYeHHbIN AN UX PACNPOCTPAHEHUS 1 YCTAHOBKN B
MHOPMALMOHHBIX CUCTEMAX. 3arpy3Ka 1 YCTaHOBKA B PeasibHOM peXuMe BpeMeHU (OHNaliH)
06HOBJIEHMI MPOrPaMMHBbIX, MPOrPaMMHO-ANMapPaTHLIX CPEACTB He OMNYCKAETCS 3a UCK/YeHNEM
C/NlyyYaeB, KOrjfla peann3oBaHa NpoBepka LeNoCTHOCTY U ayTeHTUYHOCTU 0OHOBNIEHMIA Ha OCHOBE
cepTudmKaToB 6€30MacHOCTY C MPUMEHEHMEM POCCUNCKMX KPUMTOrpPachM4eCcKnx CTaHa4apToB.

Cpoku npvMeHeHns 06HOBNIEHMIA MPOrPaMMHbIX, MPOrPaMMHO-annapaTHbIX CPEACTB,
npefHa3HaYeHHbIX 415 YCTPaHeHUs yA3BMMOCTEN, YCTaHaBMBAOTCA BO BHYTPEHHEM perjiaMeHTe Mo
3almMTe MHGOPMALIMM B 3aBUCUMOCTM OT CPOKOB YCTPAHEHMNS YSI3BMMOCTEN COOTBETCTBYIOLLMX
YPOBHEW OMACHOCTU 1 PUCKOB, CBSI3aHHbIX C MPUMeHeHneM 06HOBNIEHMIA MPOrPaMMHbIX, NPOrPaMMHO-
annapaTHbIX CPeAcTB.

TpeboBaHMA K B,OKYMEHTMPOBAHMIO: BHYTPEHHWI pernaMeHT Mo ynpasieHnio 06HOBEHNSAMY
LOJIXKEH COMlepXaTh:

nepeyeHb nogpasfeneHnin (paboTHMKOB), OTBETCTBEHHbIX 3@ OPraHn3aLMIo U KOHTPOJb yrpaBiaeHns
0BHOBNEHNSAMY, @ TaKXe YHaCTBYIOLMNX B peasn3aunm NpoLeccoB ynpaBneHns obHOBAEHNSMU, UX
0653aHHOCTKM (PyHKLMN) 1 NpaBa (NOJHOMOYNS);

onncaHme OI'IepaLI,VII?I, OCYLLUECTBJIAEMBIX NMPW yNnpaBJieHN obHOBNIEHNSAMY;

CXEeMbl B3aMMoAencTBma noapasaeneHnin (paboTHUKOB) Npu peann3aumn onepaunin No ynpaBieHUo
obHOBIEHNAMN.

TpeboBaHuA K ycuneHuio:
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ANS KOHTPOIS aKTYasIbHOCTW BEPCUIA MPOrpamMMHbIX, NPOrpaMMHO-annapaTHbIX CPeacTB
NCNOMb3YITCA AaHHbIE, COAEPXKALLMECH B aBTOMAaTU3MPOBaAHHbLIX CUcTeMax cbopa 1 XpaHeHUs
LaHHbIX 06 06beKTax UHBEHTapM3aLMK N UX KoHgpurypaumsax (CMDB-cnctembl);

ANS TeCTMpoBaHNA 06HOBNEHWI MPUMEHSETCA TECTOBas 30Ha MHDOPMALMOHHON CUCTEMBI
(«mecoyHnUa»);

ANa NpyMeHeHns 06HOBIEHN MPOrPaMMHbIX, MPOrPaMMHO-annapaTHbIX CPeACTB B
NH(OPMALIMOHHON NH(PACTPYKTYpe onepaTopa A0/MKEH ObiTb pa3BepHYT U YHKLNOHNPOBATb
BblAE/IEHHbIN NCTOYHUK (CErMeHT MH(OPMALMOHHON CUCTEMbI) 0OHOBNEHWIA, NPeAHa3HaYeHHbIN ANs
MX PacnpoCTpPaHeHNs N YCTAaHOBKM B MH(OPMaLIMOHHbIX CUCTEMAX.

3.5. ObecneuyeHue 3awWwmnTbl UH(pOpMaL UM Npu 0OpaboTKe, XPaHEHUU n
obpawieHum ¢ nuHpopmaumen orpaHmyeHHoro goctyna (Of1)

Lensb: MicknoyeHre HenpaBOMEPHOro pacnpoCcTpaHeHns MHOPMaLMKN OrpaHUYeHHOro AoCcTyna npu
obpaboTKe, xpaHeHUN 1 obpaLLeHnn C Hel (fanee — obpalleHne C MHGopMaLmen orpaHUYeHHOr 0
L0CTYyNa) BHE 3aBUCUMOCTU OT POPMbI NPeCTaBieHNA NH(DOPMaLIUN.

TpeboBaHua K peanusauum: 3alimTa UHGOPMaLun Npu obpalleHun ¢ nHopmaLumei
OrpaHN4YeHHOro AoCTyNna A0J/KHaA nNpeaycMaTpuBaTh:

onpegfesieHne nepeyvyHs MHHoOPMaLMK OrpaHNYeHHOro AOCTyrna U npefHa3Ha4YeHHbIX 04 ee
XPaHeHUsa NporpamMmMHo-annapaTHbIX CPeaCcTB, BKOYas CbeMHble BHeLLHNe CpefCTBa XpaHeHNs
NHopmaunu;

obecneyeHne focTyna K MHGOPMaLUN OrPaHNYEHHOIO AOCTYNa U NPeAHa3HaAYeHHbIX Ans ee
XpaHeHWs NPorpaMMHo-annapaTHbIM CPEACTBAM TOJIbKO TEM JIULLAM, KOTOPbLIM TaKo AOCTYynN
pa3peLleH B COOTBETCTBMM C BHYTPEHHUMI perjiamMeHTaMmn no 3almuTe MHhopMaLmm;

KOHTPOJIb Nepeaayu, pacnpoCcTPaHeHUS MHOPMaLUK OrPaHNYEHHOr0 AOCTYMNa B MHGOPMALMOHHON
CUCTeMe, B TOM YIC/Ie KOHTPOJIb BbIBOAA UHDOPMALMI OFPaHUYEHHOro A0CTyNa U3
MH(OPMALIMOHHON CUCTEMBI;

KOHTPOJIb U permcTpauunto Bcex pakToB AOCTYyMNa Nojb3oBaTeNen K NPorpaMMHo-annapaTHbIM
CpeacTBaM, B KOTOPbIX XPaHUTCS MH(OPMaLMUS OrpaHNYeHHOro A0CTyNa, (PakToB BbIBOAA
MHMOPMaLMM OrPaHUYEHHOr 0 JOCTYNa U3 MH(OPMALMOHHON CUCTEMBI.

K nHopMaLmm orpaHNU4eHHOro AoCTyna ciefyeT OTHOCUTb CBEAEHMUS, A1 HOCUTENEN KOTOPbIX
YCTaQHOBJIEHA OrpaHMYnTENbHaa NOMeTKa «4J1a CnyXebHOoro nosib3oBaHMa», NepCoHabHble JaHHbIE,
CBeeHNs, COCTaBNALME KOMMEPYECKYIO TalHy, U NHble BUAbl MHPOPMaLMK, [OCTYMN K KOTOPON
OrpaHvyeH B COOTBETCTBMUM C pefepasibHbIMN 3aKOHAMWN, HOPMaTUBHbLIMI NPABOBbIMU aKTaMu
Mpe3npeHTa Poccunckon denepaummn n MNpasntenbctBa Poccunckon denepauymm.

B cnyyae yTpaTbl HEOBXOAMMOCTU XpPaHEHNS MHOPMALIMM OFpaHUYEHHOro AOCTYNa AOJKHO BbIThb
obecneyeHo yaaneHue (CTupaHue) ykasaHHoOW nHdopMaunm n hopMaTMpoBaHMe MallUHHBIX
HOCUTenen, NporpaMMHo-annapaTHbIX CPeACTB XPaHEeHUS NHGOPMaLLMK OrpaHUYeHHOro 4OCTyna
(NpY HaNMYUN TEXHNYECKON BO3MOXXHOCTH).

Mpu HeobxoaMMOCTMN Nepeaayn NPorpaMMHo-annapaTHbIX CPEACTB XPaHEHUs UHGOopMaLun
OrpaHUYeHHOro JOCTyNna B CTOPOHHUE OpraHn3aunm aas peMoHTa, TEXHUYECKOro 06CnyXnBaHUS
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NNV OasIbHENLEro YHUYTOXXEHNSA A0HKHO obecneynBaTbCs CTUPaHNE MHGOPMaL MM OrPaHNYEHHOIO
[0CTyna NyTeM nepesanucy MecT XpaHeHus ¢ansioB cydanHon 6UTOBOM NOCNeA0BaTENbHOCTLIO,
yhaneHus 3anucu o pannax, obHyneHne xypHana anioBon CMCTEMbI AN NOJTHON Nepe3anncu
BCEro apecHoro NpocTpaHCTBa MalLUMHHOIO HOCUTENSA MHGOPMaLMK CydYanHon 6MToBoM
nocsefoBaTeNbHOCTLIO C NocneaywmnM GopMaTUpoBaHmEM. MNpu 0TCYTCTBMM BO3SMOXXHOCTM
(hopmMaTUpoOBaHUA JOMNYCKAETCA NPOBeAEHNE PEMOHTHbLIX PaboT WM YHUYTOXEHUSA B MPUCYTCTBUN
coTpyaHuKa (paboTHmKa) onepaTtopa.

Mpu BbIBOAE M3 3KCMJTyaTaLMM NPOrpaMMHO-anmnapaTHbIX CPeACTB XpaHEeHNs NHGOPMaLIM
OrpaHUYEHHOr 0 AOCTYMa OCYLIECTBASETCS (M3NYECKOE YHUHTOXKEHNE TaKNX CPEACTB N
YHUYTOXXEHWE COAEPXKALLENCS Ha HUX MHAOPMALIMK C UCMOJIb30BAHNEM CPELCTB YHUYTOXEHUS
(cTupaHns) nHgopmaumnn. Cnocobbl U3NYECKOTr0 YHUYTOXKEHNS CPELCTB XPaHeHNs MHAopMaLnm
L0J1XKHbI ObITb ONpefeneHbl BO BHYTPEHHUX perfiaMeHTax Mo 3aliuTe nHopMaLun.

B oTHOLIEHMM CpeacTB XpaHEHUSt UHGOPMaLMN OrPaHNYEHHOr0 AOCTYNa A0JKHbI ObITb MPUHATLI
Mepbl (hM3NYECKON 3aLUThI.

KoHTposib 06paboTKu, xpaHeHMs MHOPMaLIMK OrpaHNYEeHHOro 4OCTyMNa B NPorpaMMHo-annapaTHbIX
cpencTBax v ee nepefaymn fo/mKeH obecneynBaTbCa B COOTBETCTBUN C BHYTPEHHUM pPeriamMmeHToM no
3alLunTe NHopMaL K.

O (haKTax HEMpPaBOMEPHOro PaCNpPOCTPaHEHUS NHMOPMALIUM OFPAHUYEHHOr0 J0CTYyNa U (unwn)
[0CTYyMNa K CpeAcTBaM e XpPaHeHUs A0/KEH ObITb He3aMeaNTENbHO NPONH(OPMUPOBAH
pyKoBoAUTENb onepaTopa (obnagaTtens MHGOPMaLMK), OTBETCTBEHHOE JINLIO.

TpeboBaHUA K J,OKYMEHTUPOBAHUIO: BHYTPEHHWIN pernaMeHT, onpesensiowmin NopsaoK 3almnThl
nHopMaLuy Npu obpaLLeHnn ¢ MHGopMaLMed OrpaHUYEHHOro OCTYMNa, AOJDKEH COAepKaTb:

nepevyeHb MHMOPMaLIMK OrpaHUY4EeHHOro A40CTyNa 1 NpefHa3HavYeHHbIX 419 ee XpaHeHus
nporpaMMHo-anmnapaTHbIX CPencTB, BKOYas CbeMHbIE BHELLHMNE CPeACcTBa XPaHeHNs NH(opMaumu;

nepeyeHb NuL, (KaTeropun auu, ponewn nonb3oBaTesien), KOTOPbIM AOCTYMN K UH(OPMaLUn
OrpaHNYeHHOro A0CTYyNa pa3peLleH ANS BbiNOJHEHNS cBoUX 0653aHHOCTEN (DYHKLNIA), 1
COOTBETCTBYOWMX 06A3aHHOCTEN (PyHKUMIA), Tpebylowmx 4oCcTyNa K MHGOpMaLyM OrpaHUYeHHOro
LOCTYNa;

nepeyeHb NPorpamMmMHo-annapaTHbIX CPenCcTB, NpefHa3HaYeHHbIX 418 XpaHeHUs NHGopMaLmn
OrpaHM4YeHHOro AocCTtyna, nognexalnx y4eTy, NnopAAoK y4eTa TakKnx CpeACTB;

NOPALOK YHUYTOXEHNSA NPOrpaMMHO-annapaTHbIX CPeACTB XPaHeHMs NHpOpPMaL N OrpaHNYeHHOro
OOCTyrMa n (MIN) NX CbEMHbBIX MALLMHHBLIX HOCUTENEN NHgopMaLnK;

nepeyeHb 1 COAEPKaHNE MEPONPUSATUIA MO KOHTPOJIKO 3@ XPaHEHUEM, Nepeaayeit n
pacnpocTpaHeHneM UHGOPMaLMN OrPaHNYEHHOr0 AOCTYNA, @ TaKXXe NCNOJb3yeMbIX NPW
NPOBeAEHNN TaKNX MEPOMPUATUIA NPOrPaMMHbIX, MPOrpaMMHO-anmnapaTHbIX CPeACTs;

nepevyeHb NogpasaeneHnin (paboTHMKOB), OTBETCTBEHHLIX 3@ KOHTPOJIb XPaHEHMA, Nepenayn n
pacnpoCcTpaHeHNs MHpOPMaLMKN OFPaHNYEHHOr0 0CTYNa, X 06493aHHOCTU ((hyHKLMK) 1 NpaBa
(nonHomou4unA);

NOPAAOK YCTAaHOBJIEHNS NPUYMH HEMPABOMEPHOr0 AOCTYMNa NoJib30BaTenein K NporpaMmMHo-
annapaTHbIM CPeACTBaM, B KOTOPbIX XPaHUTCA MHGOPMaLMA OrpaHNYEeHHOro 4OCTYNa,
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HernpaBoOMepHbIX pacnpoCTpaHeHUs, BbIBOAA, Nepeaayn MHMopMaLum orpaHUYeHHoOro 4octyna uns
NH(OPMALIMOHHON CUCTEMBI;

CXeMbl B3auMogencTema nogpasaeneHun (paboTHNMKOB) Npy peanm3saunumnm MeponpusaTUii NO KOHTPOJIO
nepefayun n pacnpocTpaHeHns nHpopMaLmm orpaHNUY4eHHoro goctyna (npm HeobxogmMMocTH).

TpeboBaHMuA K YCUNEHUIO:

XpaHeHne nHpopMaLnm orpaHMYeHHoro 4ocTyna B NporpaMMHo-anmnapaTHbIX CPeACTBaX XpPaHeHNs B
3aWM¢poBaHHOM BUAE C NCMOb30BaHNEM LINGPOBAbHbIX (KpUNTOrpauyeckmnx) cpeacTs 3aLlnThl
NHMopMaLnn;

obecneyeHne xpaHeHNst UHPOPMALMN OrPaHNYEHHOMO AOCTYMNA Ha YYTEHHbIX CbEMHbIX BHELIHNX
CpeacTBax XpaHeHUs MHGOpPMaL UK, C MPUCBOEHNEM YHETHbIX AaHHbIX (PerncTpaLMoOHHbIX HOMEPOB).
B KayecTBe perncTpaumMoHHbIX HOMEPOB MOTFYT UCMO0Jb30BaTbCA MAEHTU(MUKALMOHHbIE (CEpPUIHbIE)
HOMepa CPeACTB, NPUCBOEHHbLIX MPON3BOAUTENSAMMN 3TUX CPEACTB, HOMEPA MHBEHTAPHOMO y4eTa, B
TOM YMCe UHBEHTAPHbIE HOMEpPa TEXHUYECKMNX CPeACTB, UMEIOLLMX BCTPOEHHbIE HOCUTENN
MHOPMaLIUK, U NHblE HOMEP];

obecneyeHune MapPKUPOBKN MaLlLUNHHbIX HocuTenemn I/IH(DOpMaLI,I/II/I, CbEMHbIX BHELLIHUX CPEACTB
XpaHeHns I/IHCpOpMaLI,VII/I C NCnonb3oBaHMEM PaanNO4aCTOTHbIX METOK, UHbIX TEXHON0rnm,
obecneyunsatoLLmnx OOHO3HA4YHYIO I/I)J,eHTVIqZ)VIKaLI,VHO N KOHTPOJIb NCMOJIb30BaHUA HoCcuUTenen, CpencTs;

obecneyeHmne xpaHeHUs NPOrpaMMHo-annapaTHbIX CPeACTB, NpefHa3HAYEHHbIX 418 XPaHEHMUS
NHGOPMaLMM OrPaHNYEHHOr0 AOCTYNa, B MOMELLEHNAX, CreunanbHo NpeaHasHaYeHHbIX Ans
XpPaHEHWs HOCUTENEN MHopMaLnK;

NPUMeHEeHNe aBTOMaTU3NPOBAHHON CUCTEMbI KOHTPONS (DU3NYECKOr0 AOCTYrNa B NMOMELLEHNS, B
KOTOPbIX OCYLLECTBISETCA XPaHEHNE CPeACTB, NpefHa3HAYEHHbIX A5 XPaHEHUs H(OopMaL UK
OrpaHUYeHHOro foCTyna;

obecneyeHne KOHTPONA NepPEMELLEHNSI UCMOJIb3YEMbIX B UHPOPMALIMOHHON CUCTEME CbEMHbIX
BHELUHNX CPELCTB XPaHEHUS MH(OPMaLUK 3a Npeaebl KOHTPOJIMPYEMOWA 30HbI;

NPUMEHEHNE CPELCTB 3alMThl OT HENPAaBOMEPHON nepenayn MHPOPMALIMM 13 MHEHOPMALMOHHON
cucTembl (B ToM Yncne DLP-cucTem v cpecTB OAHOHAMNPaBAEHHO Nepeaayn HopMaLmn);

aBTOMaTM4YECKOe MapPKMPOBaHMNe HOCUTENs MHGOPMaLUK Npy BbIBOAE MHGOPMALIMM Or PaHNYEHHOT 0

OOCTYMa Ha nevyaThb.

3.6. ObecneuyeHue 3aWMnTbl UH(POPMALUM NPU UCNOJIb30BAHNUN KOHEYHbIX
ycTpoucTs (3Y)

Uenb: MicknoyeHe BO3MOXXHOCTY HECAHKLIMOHMPOBAHHOIO AOCTYNa K MUHDOPMALMOHHBIM CUCTEMaM
N KOHEYHbIM YCTPONCTBAM UM BO3AENCTBUSA Ha HUX Yepe3 UHTepdencol, HenocpeaCcTBEHHO
B3aMMOLENCTBYoLMe C ceTblo «IHTepHeT» 1 (MnKn) LOCTYNHbIE U3 CeTU «MHTepHeT».

TpeboBaHuA K peanusaumm: 3alinTa MHHOOPMALUM NPW UCMOIb30BAHNN KOHEYHbIX YCTPOWCTB
LO0JHKHa NpeayCcMaTpuBaTh:

NpeaoCTaBfieHNE Ha KOHEYHbIX YCTPONCTBAX AOCTYNa K CeTU «NHTepHeT» TONIbKO paboTHMKaM,
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KOTOpPbIM Takon AOCTYyn HeobxoanM AN BbINOAHEHNSA CBOMX 06A3aHHOCTEN (PyHKLNI);

peann3aLnio Ha KOHEeYHbIX YCTPOMCTBAX Mep Mo 3aluTe NHHOPMALIMK OT HECAHKLIMOHUPOBAHHOIO
AOCTYNa;

ocyuwiecTBieHNE Ha KOHEYHbIX yCTpOMCTBaX MOHUTOPWHIa N aHa/n3a NPoLECCOB U cobbITWi C Lenbio
BbIAB/IEHNA aKTYyaJ/IbHbIX YIPO3;

npeaynpexaeHue nosib30BaTeNs 0 NPOM30LWeALWNX Ha KOHEYHbIX YCTPOMCTBAX COObITUSX
H6e3onacHoCTMW.

MpenocTaBsieHMe NOJb30BaTEAM AOCTYMNA K CeTU «/IHTEpPHET» C UCNONb30BaHNEM KOHEYHbIX
YCTPOWCTB A0/1XKHO OCYLLECTBAATLCSA Noapa3aeneHnem (paboTHnkamum), obecnevymBaowmm
(pyHKUMOHNPOBaAHME NHEOPMALMOHHbIX CUCTEM, B COOTBETCTBUN C 3asiBKaMun NoApa3aeseHunn,
3KCNAYaTUPYOLMNX NHGOPMALMOHHbIE CUCTEMbI, COraCcOBaHHBLIMU CO CTPYKTYPHbLIM
nogpasgeneHveM, cneunanncTamm no 3awmte NHGHopMaLmu.

Ha KOHEeYHbIX YCTPONCTBAX AOJIXKHbI MPUMEHATLCSA NPOrpaMMHble CPeaCcTBa, NPOTOKObI U NOPTHI,
NHTEepMdENChI, MUHUMaIbHO HeobXoAMMble ONA BbINOJIHEHMA 0693aHHOCTEN ((hyHKLMIA)
nofib30BaTenNen, CBA3aHHbIX C 4OCTYNOM K CeTU «/IHTepHEeT».

N3MeHeHMe HaCTPOEK U KOH(UIYpaLMiA KOHEYHbIX YCTPOMCTB [OJIXKHO OCYLLECTBASTLCSA MO
COrIacoBaHMIO CO CTPYKTYPHBLIM NoApa3aesieHneMm, crneunanncTamMu no 3awnTe nHgopMauun.

KOHTPO/Ib MCMO/Ib30BaHUSt KOHEYHBIX YCTPOMCTB (aBTOMATMU3UPOBAHHbLIX paboynx MecT
Nosb30BaTeNeN) NO/KEH OCYLLECTBAATLCA B COOTBETCTBMM C BHYTPEHHUMUN CTaHAapTaMum U1
pernamMmeHTamu Mo 3alimTe UHpopMaLuu.

Mo BceM (hakTaM HECaHKLIMOHNUPOBAHHOI0 A0CTYyMNa B ceTb «IHTepHeT» nnu n3 cetn «AHTEepHeT»,
HeCaHKLMOHNPOBAHHOI0 N3MEHEHNS HAaCTPOEK U KOH(UIypaumnn KOHEeYHbIX YCTPONCTB OTHOCUTENbHO
HaCTPOeK N KOHMUrypaunii, yCTaHOBNIEHHBIX BO BHYTPEHHUX CTaHAApTax, CTPYKTYPHbIM
nogpasgeneHveM, cneunanncTammn no 3awmte nHhopMaL M NPOBOANTCA aHa U3 U BbIABIAIOTCA
NPUYUHBI TaKUX SOCTYMNOB, U3MEHEHUN.

TpeboBaHMA K B,OKYMEHTMPOBAHMIO: BHYTpeHHME CTaHAAPThI MO 3aLUMTE KOHEYHBIX YCTPONCTB
LO/KHbI COAEPXKaTh:

TpeboBaHMA K COCTaBY NPOrpaMMHbIX CPEACTB M CPeACTB 3aLMTbl UHPOPMALMN KOHEYHbIX
YCTPOWCTB, UX HAaCTPOWNKaM, KOHUrypaumnsm;

TpeboBaHNA K COCTaBy NOPTOB, MHTEPPENCOB, MPOTOKOIOB KOHEYHbIX YCTPOWCTB
(aBTOMaTM3UPOBaAHHbLIX Paboynx MecT Nosib30BaTesent), C NCNOb30BaHNEM KOTOPbIX pa3peLueH
[OCTYN K CeTU «IHTepHET», 1 NX KOHTPOJIO;

TpeboBaHMA K COCTaBY NPOLLECCOB U COBLITUI KOHEYHbIX YCTPONCTB (aBTOMATM3MPOBaHHbLIX paboynx
MeCT NoJib30BaTesien), NoANEXALLUNX MOHUTOPUHIY 1 aHa/IM3Y C LEeNblo BbIABIEHUSA aKTyaslbHbIX
yrpos;

TpeboBaHMA K CobbITMAM 6E30MacHOCTH, MO KOTOPLIM OCYLLECTBASETCS NPeaynpexaeHne
nosib30BaTeNs.

JencTBma nonb3oBaTens npy paboTe Ha KOHEYHbIX YCTPOMCTBAaX NPV OCYLWECTBEHNM AOCTYNa K
ceTn «/IHTepHeT» onNpeaensioTCs BO BHYTPEHHEM pPerfaMeHTe, onpeaensioliem nopsaok
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npefocTaBeHNs NoJib30BaTeNAM A0CTYNa U3 MH(OPMALMOHHbLIX CUCTEM B CeTb «MHTEPHET» 1
KOHTPOJIS MCMOJ/Ib30BaHNS KOHEYHbIX YCTPONCTB B C/lyvae B3aMMOAENCTBUSA C CETbIO «MHTEpPHET».

TpeboBaHuA K ycuneHuio:

Ha KOHEYHbIX YCTPONCTBax (aBTOMaTM3MPOBaHHbIX paboynx MecTax nosib3oBaTesiei) LOSKHbI
NPOBOANTLCA KOHTPOJIb U perucTpaums hakToB AOCTYyMNa K pecypcam cetu «/IHTepHeT» Ha OCHoBe
URL-cpunbTpaumm, penyTaunoHHbIX (PUIbTPOB, MOTOKOBbIX @aHTUBUPYCOB, BefeHne 1 0bcnyxumBaHue
KOTOPbIX OCYLLECTBAAETCA CTPYKTYPHbIM NoApa3aesieHnem, cneumnannctaMmn no 3aunte
NHopmaumn.

3.7. Obecne4yeHue 3aWMnTbl UH(pOPMAL UM NPU NPUMEHEHUU MOOMIbHBIX
ycTpoucTts (MY)

Uenb: NcknoyeHne BO3MOXHOCTN HECAHKLMOHMPOBAHHOMO JOCTYMNa K MH(OPMALIMOHHBIM CUCTEMAM
N CofleprKallencs B HAX MH(opMaLMK, @ TakXKe K B3aUMOAENCTBYIOLMM C HUMU MOBWbHBIM
YCTPONCTBAM M COAEPXKALLENCS B HUX MHOPMALIMM Yepes KaHabl nepeaayn MobuabHbIX AaHHbIX,
MOOUIbHbIE CEPBUCHI, MHTEP(ENChI U MOPTbI MOBUNBbHBIX YCTPOWCTB.

TpeboBaHua Kk peanusauum: ObecneyeHre 3aWnUTbl MHOOPMALUM NPW NPUMEHEHUN B COCTaBE
MHDOPMALMOHHON CMCTEMbI MOBMABHBIX YCTPONCTB AO/DKHO NpeayCcMaTpuBaTh:

npenoctaBiieHne O0CTYMa K VIH(pOpMaLI,I/IOHHbIM cucTeMaM C MCNOoJIb30BaHMEM MOBUNIbHbIX yCTpOI7ICTB
TONbKO pa60THI/IKaM, KOTOPbIM Takown noCcTyn He06XOJJ,VIM ona BbINOJIHEHUA CBOUX oba3aHHOCTEN
(hyHKLNR);

peasim3aumio B UHGOPMALIMOHHbLIX CMCTEMAX Mep Mo 3aluTe nHgopMaunm Npu 4oCcTyne C
CNOJIb30BaHNEM MOBUSIbHBIX YCTPOWCTB;

peanun3aunto B MOBUIbHbLIX YCTPONCTBAX MEP MO 3aLLMTE MHGOPMALIMM OT HECAHKLVOHPOBAHHOMO
[oCTyna;

3alWMTY KaHasloB nepefayn faHHbIX Npu 4OCTYyNe K MUHPOPMALMOHHLIM CUCTEMAM C UCMOJIb30BaHNEM
MOBMIbHBIX YCTPONCTB C UCMOJIb30BaHMEM WN(POBanbHbIX (KpUNTOrpaduyeckmx) CpeacTs 3almThbl
NHMOpMaL K.

MpepocTassieHre [oCTyNa K UHPOPMaLMOHHBIM CUCTEMAM C UCMO/b30BaHNEM MOBUIIbHBLIX YCTPONCTB
LOJDKHO OCYLLLeCTBJIATLCA B COOTBETCTBUN C 3aiBKaMu MoApa3fesieHNIn, 3KCNayaTupyoLmnx
NH(POPMALIMOHHbIE CUCTEMbI, COrJTACOBAaHHbLIMW CO CTPYKTYPHbLIM NoApa3aesieHneMm, cneumannctamu
no 3aLinTe nHpopmauunm.

B MH(OpMaLMOHHbBIX CMCTEMaX Npy AOCTYNe K HAM C UCMOJIb30BaHNEM MOBWJIbHLIX YCTPOUCTB
LOJDKHbI ObITb MPUHATLI Mepbl N0 NAEHTUMUKALMN U aYTEHTUPMKALMM MOAKIIOYAEMbIX C
NCMN0JIb30BaHNEM MOBMbHBIX YCTPOWCTB MOJIb30BaTENEN, Pa3rpaHNyeHNIO U KOHTPOJIO AOCTyNna
nosib3oBaTenen K 06bekTam AOCTyna NHGOOPMALMOHHBIX CUCTEM, perncTpauumn cobbiTni
6e30nacHOCTY, CBSA3aHHbLIX C LOCTYMNOM C UCMOJb30BaHNEM MOBMIbHBIX YCTPONCTB, 3alluTe AaHHbIX,
nepefaBaeMbIX Mo ceTn «MHTepHET», C NCMOJIb30BaHNEM UM POBAbHLIX (KPUNTOrpanyeckmnx)
CPeacTB 3aUTbl MHPOPMALIUK, @ TaK)Ke KOHTPOJII0 CETEBbLIX AOCTYMOB K CErMeHTaM
NH(OPMALIMOHHON CUCTEMbI yAaNEHHbIX MOJIb30BaTeNEeN N 06HaPYXEHNIO 1 NPeaoTBPaALLEHNIO
BTOPXEHWUN.
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MobnnbHbIM YCTPOCTBAM, UCMONb3YEMbIM A5 AOCTYNa K MHPOPMALIMOHHBIM CUCTEMAM, AO0JIKHbI
ObITb MPUCBOEHBI MAEHTUDUKATOPLI, 0becneyrBaloLLIe KOHTPOb NMOAKJIIOYEHUS U HOCTYNa K
MHHOPMALIMOHHBIM CUCTEMAM.

Ha MObUIbHbIX YCTPOMCTBAX A0JIXKHbI MPUMEHSATLCA KOHUTIYPaLMA U HACTPONKM NPOrpPaMMHbIX,
nporpaMMHo-anmnapaTHbIX CPeacTs, obecneynBaloLLne NX 3aWnUTy OT aKTyasbHbIX Yrpo3,
onpefesieHHble BO BHYTPEHHUX CTaHaapTax.

Monb30BaTeNEM NPU UCMOSb30BaHUN MOBUIbHBLIX YCTPOWCTB AAS AOCTYNa K MHPOPMALIMOHHbLIM
CMCTEMaM C LieJIblo BbIMOJIHEHUS CBOMX 006513aHHOCTEN (QYHKLNA) AOMKHbI MPUHUMATbLCSA BCE
BO3MOXXHbl€ Mepbl M0 UCKJIIOYEHNIO HECAHKLIMOHMPOBAHHOIO (h3MYECKOro ocTyna K MobunnbHOMy
YCTPONCTBY NOCTOPOHHMX NNL,.

B cnyyae yTpaThl MOGUILHOMO YCTPOMCTBA NOJb30BaTE b HE3aMEAIMTENbHO MHOPMUPYET 0 haKTe
TaKOW yTpaThl CTPYKTYPHOE noapa3aenieHne, CneumasmcToB no 3awuTe UHpopMaLmm 1
nogpasgeneHue (paboTHMKOB), obecneynBaloLLee SKCMayaTaUmnilo MHPOPMALMOHHBIX CUCTEM.
YKa3aHHbIMK nofpa3aeneHnsamm (paboTHMKaMK) f0/KHbI ObITb MPUHATLI Mepbl MO 6J10KMPOBAHMIO
BO3MOXHOCTMW AOCTYyMa B MHAOPMALIMOHHbIE CUCTeMbl onepaTopa (obnagaTens nHhopmaumm) ¢
CMOJIb30BAHNEM YTPAYE€HHOro MOBUILHOMO YCTPOMCTBA.

Mpy NPpUMEHeHNN NONb30BaTENAMUN MOBMIbHBIX YCTPONCTB N8 AOCTYNa K MHPOPMaLMOHHBLIM
CMcTeMaM 1 CoaepXKallencsa B HAX MHopMaLumn, He CBA3aHHOMO C BbIMOAHEHNEM MOJIb30BaTENEM
cBonx obs3aHHOCTEN ((hyHKLUMI), B TOM YMCae 418 [oCTyrna K 06LenoCcTynHoOn nHopMaumm,
onepaTopoM (obnagatenem nHpopMaLnm) 4OKHbI MPUHUMATLCA MEpbI MO 3alnTe
NH(OPMALIMOHHBIX CUCTEM U COAEPXKALLENCSA B HUX MHDOPMaLMKU 1, Npy He0bX0AMMOCTK, 3almTa
KaHasi0B nepefayn AaHHbIX, UCNOJIb3yeMbIX 418 OCYLLEeCTBAeHNa [OCTyna.

B cnyyae ncnonb3oBaHmsa anaa goctyna K MHGOpMaLMOoHHbIM cuctemam b6onee 10 MobMIbHbIX
YyCTPONCTB A0/MKHO 0becneynBaTbCa aBTOMaTU3MPOBAHHOE YrpaBieHe N KOHTPOJIb MCNOJIb30BaHMA
MOOUIIbHBIX YCTPONCTB.

3MeHeHne KoHpUrypauum n HacTpoek MobMNbHBLIX YCTPONCTB NX NOJIb30BaTeNAMU HE LONYCKaeTCs.
i3meHeHne KoHGpUrypaumm n HaCTpoeK MOBMIbHbLIX YCTPOMCTB OTHOCUTENBHO KOH(UIYypaLmnin 1
HACTPOEK, onpefesieHHbIX BO BHYTPEHHUX CTaH4apTax, A0JHKHO OCYLLECTBAATLCA TOJIbKO
noapasaeneHvem (pabotHrnkamm), obecneynBaownmM QyHKLNOHMPOBAHNE MH(POPMALMOHHON
CMUCTEMbI, MO COrflaCoBaHMIO CO CTPYKTYPHbIM NoapasfesieHnem, cneymannctaMmm no awmTe
NHopmaumun.

Mo BCceM (hakTaM HECAHKLIMOHMPOBAHHOIO M3MEHEHUS KOH(UIYPALIMA N HACTPOEK MOBUSbHBIX
YCTPOWCTB OTHOCMTENBHO KOH(UTYPALIMIA U HACTPOEK, OMNpefieIeHHbIX BO BHYTPEHHMX CTaHAapTaXx,
L0JIXKEH MPOBOANTLCSA aHANN3 U BbIABAATLCSA NPUYNHBLI TAKUX N3MEHEHWIA.

MpuMeHeHWe NoAb30BaTeNAMU JINYHBIX MOOUIbHBIX YCTPOWUCTB A5 A0CTYNa K MHPOPMaLMOHHbBIM
CUCTEMAM U COAEPXKALLENCS B HUX UH(OPMALIUA C LieSibio BbINOJIHEHUS CBOMX 00A3aHHOCTEN
(pyHKLMI) gonyckaeTCsa TObKO B C/lydae peanusaunmm B MOBUIbHbIX YCTPONCTBAxX Mep Mno 3awuTe
NH(OPMaLUK, YCTAHOBJIEHHbIX HACTOALLMM METOANYECKUM LOKYMEHTOM, Y Haln4ums y onepartopa
(obnapaTtens MHGOPMaLMKN) BO3MOXHOCTW KOHTPOIA NCMO0/b30BaHNSA MOOUIbHBIX YCTPOWCTB.
KOHTPO/Ib NCM0/1b30BaHNSA MOBUIIbHBIX YCTPONCTB AOJKEH OCYLLECTBAATLCS B COOTBETCTBUN C
BHYTPEHHMMU CTaHA4apTaMy 1 perfameHTaMum no 3auTe NHGopMaLnu.

TpeboBaHuA K B,OKYMEHTMPOBAHMIO: BHYTpeHHME CTaHAAPThI MO 3aLLMTE MOBUIIbHBIX YCTPOWCTB
LOJKHbI COAEPXKaTh:
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Tpe6OBaHI/I9| K TMnaM MobunnbHbIX yCTDOMCTB, NPUMEHAEMbIX B COCTaBE I/IH(i)OpMaLI,I/IOHHbIX CnCTem;

TpeboBaHMA K COCTaBY NPOrpaMMHbIX CPEACTB U CPEACTB 3aLMTbl UHGOPMaLUN MOBUNbHBIX
YCTPOWCTB, UX HAaCTPOWNKaM, KOHUrypaumnsm;

TpeboBaHNA K COCTaBy MHTeP(EeNCcoB MOBUNbHBIX YCTPOWCTB, C UCMOJIb30BaHNEM KOTOPbIX pa3peLLeH
LOCTYN K ceTu «MHTepHET», N UX KOHTPOJIO.

JencTBms nonb3oBaTens npy pabote Ha MOBUbHBIX YCTPOMCTBAX NPW OCYLLECTBAEHMMN OCTYNa K
MHDOPMALMOHHBIM CUCTEMaM OMNPeAenstoTCs BO BHYTPEHHUX perfiaMeHTax, onpeaenstoLmx
NOpPAAOK NPefoCTaBNeHNS NONb30BaTENAM YAaIEHHO0 AOCTYNa K MHDOPMALMOHHBIM CUCTEMAM U
collepXXaLlencs B HUX MHGOopMaLMK 1 onpeaensoLmMxX NopsaoK NpeLoCcTaB/eHNs Nob30BaTeNSAM
A0CTYMa U3 MHPOPMALMOHHBIX CUCTEM B CeTb «MHTEPHET» 1 KOHTPOIS NCMOb30BaHNS MOBUSBbHBIX
YCTPOWCTB B C/ly4ae B3aUMOAENCTBUSA C CETbO «MHTEpPHET».

TpeboBaHuA K yCUEHMIO:

1) npu xpaHeHnn B MOBMbHbBIX YCTPONCTBAX MHOPMaLMKU OrpaHUYEeHHOr0 A0CTYNa ee 3almTa
obecneymBaeTCs C UCMONb30BaHNEM LLINMPOBASbHBIX (KPUATOrpauyecknx) CpeacTs 3auThl
NHMOopMaL UK.

3.8. ObecneyeHue 3awmnThl MHOPMaLUKN NPU YAANEHHOM AocTyne
nonb3oBaTenen K uHpopMauuoHHbIM cuctemam (Y1)

Lenb: NcKno4eHne BO3MOXHOCTW HECAHKLMOHMPOBAHHOIO AOCTYNa (BO34ENCTBUSA) K
NHMOPMALIMOHHBIM CUCTEMaM M COAEPXKALLENCA B HAX UH(POPMaLIUK, @ TakXe K
B3aUMOLENCTBYOWMM C HAMW NPOrpamMMHo-annapaTHbIM CpeAcTBaM MoJib3oBaTesien Yepes KaHasbl
nepegayun faHHbIX, MHTepdenchl yaaneHHo NOAKAYaEMbIX MPOrpaMMHO-annapaTHbIX CPeacTB.

TpeboBaHua K peanusauum: ObecrneyeHre 3aWUTbl MHDOPMALIUM NPY YAANEHHOM LOCTYyMne
nosib3oBaTesnein K MHPOPMaALMOHHBIM CUCTEMAM A0JIKHO NpeayCcMaTpuBaTh:

npefocTaB/ieHNe yAaeHHOro 4OCTyna K MHOOPMaLNOHHBIM CUCTEMAM TOJIbKO TEM MOJIb30BaTENAM,
KOTOPbIM TakoN A0CTYyN HeobXoaMM ONs BbINOJHEHNSA CBOMX 06A3aHHOCTEN (PYyHKLURA);

onpeaeneHne NHHOPMALIMOHHbBIX CUCTEM, UX CErMEHTOB U (UK) OTAENbHbIX MPOrPaMMHBbIX,
MPOrpaMMHO-annapaTHbIX CPEACTB, K KOTOPLIM NPenoCTaBNSeTCs YAaIeHHbIA JOCTY;

peanun3aumnto B MHPOPMALMOHHBIX CUCTEMAX Mep Mo 3aliuTe nHGopMauuy Npy yaasaeHHoOM LOCTYyne;

peasn3auunio B yoaneHHo noako4aeMoM nporpaMMHo-anmnapaTHOM CpefCTBe nojib30BaTesia Mep no
3aWmTe nHopMaumnu;

obecneyeHne KOHTPONS YAANEHHOIO AOCTYNa K CErMeHTaM (KOMMOHEHTaM) MHDOPMALIMOHHbIX
cucTem.

YaneHHbIM JOCTYNOM SBASETCSA LOCTYN NoJib30oBaTenen K MHGMOPMaLMOHHbIM CUCTEMAM 1
coepxalenca B HUX MHopMaLnmn n3-3a npegesna KOHTPOJIMPYEMOWN 30HbI C UCMOJIb30BaHNEM CETEN
CBA3K 06LLero Nosb30BaHUA, BKAOYasA CeTb «MHTEpHeT».

B MH(MOopMaUMOHHBLIX CMCTEMaX NPU OCYLLECTBAEHUM YAANEHHOrO AOCTYNa K HAM NoJib30BaTesen
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LO/KHbI 6bITb MPUHSATLI Mepbl M0 NAEHTUPUKALUN N ayTEHTUDMKALMMN YAANEHHO NOAKI0HAEMbIX
MoJib30BaTesIeN, Pa3rPaHNYEHNIO 1 KOHTPOJIIO AOCTYNa YAaNeHHbIX M0Jb30BaTeNell K 06bekTam
J0CTYrNa MHPOPMALIMOHHBIX CUCTEM, PerncTpaLmm cobbiTuin 6e30NacHOCTU, CBSA3aHHbIX C YAAJIEHHbIM
JOCTYNOM, 3aluTe BEO-TEXHONOr A, UCNONb3YEeMbIX NPY YAANEHHOM [0CTYMe, 3alUNTe AaHHbIX,
nepeniaBaeMblx Mo ceTn «/MIHTEPHET», C NCMNOMb30BAHNEM LUNGPOBAJIbHBIX (KPUNTOrpanyeckimx)
CPEeLCTB 3alUNThl MHPOPMALINK, @ TaKXKE KOHTPOJIIO CETEBbIX AOCTYMNOB K CErMEHTaM
NH(OPMALIMOHHON CUCTEMbI YAa/IeHHbIX NOJb30BaTeNeN U 0OHAPY)KEHNIO U NPeaoTBPALLEHMIO
BTOP)XEHWUI Ha CETEBOM YPOBHE MPUN OCYLLECTBAEHWUN YA €HHOro AoCTyna.

B ynaneHHo nogkno4aeMbix NpPorpamMMHo-annapaTHbIX CpeacTBax Nosib3oBaTesniern NpUHMMaloTCs
Mepbl M0 NAEHTUMUKALMN N ayTEHTURUKALNM NONb30BaTENEN, Pa3rPaHNYEHNIO U KOHTPOSIO
OOoCTyMa noJib3oBaTenen Kk obbekTam A0O0CTYyMNa nporpamMMHo-anmnapaTHOro cpeacTtBa, pernctpaunn
cobbITnin 6e30nNacHOCTM B NPOrpaMMHO-anmnapaTHOM CpeacTBe, aHTUBMPYCHON 3alunTe, NoaAepXKKe
MEeXaHW3MOB CTPOron ayTeHTUMUKaLMN NOSb30BaTENEN N 3alLMTe AAaHHbIX, NepefaBaeMblX Mo CETU
«NHTepHeT».

Y4yeTHble 3anncy, BblfaHHbIe N0b30BaTeNsAM AN11 YAaNEeHHOro 4OCTyrna K MH(POPMaLMOHHbIM
cucTeMaM, LO/MKHbI UCM0Nb30BaTbCS AN BbIMOAHEHUS CBOUX 06A3aHHOCTEN (hyHKLMRA).
cnonb3oBaHMe y4eTHbIX 3anncen B CTOPOHHNX CepBMCax Ha AOMyCKaeTcs.

Mybnukauus B cetn «MIHTepHET» CeTeBbIX CEPBUCOB MHHOPMALMOHHOW CUCTEMbI HE A0MyCKaeTCa (3a
NCKt4YeHneM nyoanyHbIX Be6-NpunoXeHnin, CEpBUCOB JIEKTPOHHON NOYThI, TENE(OHUN N UHBIX
CepBuCOB, (DYHKLIMOHMPOBaHME KOTOPbIX HE0OX0ANMO B MH(OPMALIMOHHbBIX CUCTEMAX).

MpepocTaBneHne yaaNEHHOM0 LOCTYMNA K MHGOPMaLMOHHBIM CUCTEMAM C UCMOb30BaHUEM JINYHbBIX
NporpaMMHo-annapaTHbIX CPeAcTB PaboTHNKOB LOMYCKAETCSA NPW YCIOBAM NMPUMEHEHUS CPELCTB
obecneyeHuns 6e30nacHoON ANCTaHUMOHHON PaboTbl U CPEACTB aHTUBMPYCHON 3aLWUTbI 1 MO
COrIaCoBaHMIO CO CTPYKTYPHBLIM NoApa3aesieHnem, crneunannmcTamMu no 3awnTe nHgopmMauun.

YaaneHHbIA 0OCTYN K MHPOPMALMOHHbIM CUCTEMAM WM UX CErMeHTaM (CpeacTBam),
HeCaHKLMOHMPOBAHHBIA AOCTYM K KOTOPbLIM UV BO34ENCTBUSA Ha KOTOPbLIE MOTYT MPUBECTU K
CYLWECTBEHHbIM HEraTUBHbLIM NMOCAEACTBMAM, HENpueMaemoiM ana obnagatens nHGopMaLmm nim
onepaTopa, A0JKEH NPeAoCTaBAATLCA TOJIbKO NP HEO6XOAUMOCTM U MO COrNacoBaHMIO CO
CTPYKTYPHbLIM NOApa3fAeneHneM, CneumranncTaMm no 3almnTe MHGOOPMaL MM 1 Ha OrpaHUYEHHbIN
NHTEepPBaJl BPEMEHN (33 NCK/IOYEHNEM CyYaeB NepeBoa PaboTHMKOB Ha YAAIEHHbIN PEXUM
paboThl).

B Cny4va€ npekpaweHnA HeobXxoaAnmMoCcTK yOaJiIeHHOro AoCTtymna K VIH(pOpMaLI,I/IOHHbIM cncrtemMmam
BO3MOXHOCTb 00CTYMNa C NCNOJZIb30BaHNEM BbleJIEHHbIX OJ14 3TOr0 y4e€THbIX 3anucen Nonb30oBaTeNen
NOJKHA ObITb UCKJTIOYEHa.

YaaneHHbI 0OCTYN BHYTPEHHUX HEMPUBUIErMPOBaHHbIX NOJIb30BaTese B UHDOPMALMOHHYIO
CUCTEMY C JINYHbIX CPEACTB BblYNCANTENIbHON TEXHUKN AO/KEH OCYLLECTBAATLCS C MCMOJIb30BAHNEM
cpeacTs obecneyveHusa 6e3onacHom AUCTAaHLUNOHHOM PaboThl.

TpeboBaHUA K [,OKYMEHTUPOBAHMUIO: BHYTPEHHWI CTaHAAPT, yCTaHaBAMBaOLWMIA TpeboBaHMs K
KOH(UIypaLmMsaM N HacTPOMKaM NMporpamMMHbIX, NPOrpaMMHO-annapaTHLIX CPeaCTs,
npefHa3HaYeHHbIX ANs obecneyeHns yaaneHHOro focTyna nosb3oBaTenen, LOMHKEH COAEPXKaTb:

TpeboBaHMsA K TUMaM NPorpaMMHo-annapaTHbIX CPEACTB, C MCMO/Ib30BaHMEM KOTOPbLIX pa3peLleH
yZaneHHbI foCTyn;
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TpeboBaHMA K COCTaBY NPOrpaMMHbIX CPEACTB U CPEACTB 3aWMThl MHOPMaLIMK NPOrPaMMHO-
annapaTHbIX CPeacTB, C UCMONb30BaHNEM KOTOPLIX pa3peLlleH yaaneHHbln 4OCTYM, UX HAaCTPOMKaM,
KOH(Urypaumnsm;

TpeboBaHMA K COCTaBY NOPTOB, MHTEP(ENCcoB, NPOTOKOI0B MNPOrpaMMHO-anmnapaTHbIX CPeACTB, C
NCMOJIb30BaHNEM KOTOPbIX Pa3peLleH yAaNeHHbIA 4OCTYM, N UX KOHTPOJIO;

TpeboBaHMA K NEPEYHIO HACTPOEK N KOH(PUIypaLMiA NPOrpaMMHbIX, MPOrpaMMHO-annapaTHbIX
CPenCTB, NOASIEXALLUNX KOHTPOJIO U pearnpoBaHuMio B cliydae 0bHapyXeHUs hakTa ux M3MeHEHNs.

BHYTpeHHWIN pernameHT, onpeaensoLwnii NopsaaoK NpeaocTaBeHUs Nob30BaTENSM YAaNEHHOMO
A0CTYMNa K UHPOPMALIMOHHBIM CUCTEMAM U COAEPXKALLENCS B HAX MHGOPMALIMM, OO/KEH COAEPXKATb!

nepeyeHb NuUL, (KaTeropun nosib3oBaTenei, posen nosib3osaTtesien), KOTOPbIM paspeLleH yaaNeHHbIN
JOCTYN K MHPOPMALMOHHBLIM CUCTEMAM A5 BbINOJIHEHMA CBOMX 06a3aHHOCTEN (hyHKUMIA) 1 (1nn)
nepeyeHb 0653aHHOCTEN (DYyHKLUMI), NpeayCMaTPUBAIOLLNA yaaNeHHbIN AOCTY,

nepeyeHb CErMeHToB MH(POPMALMOHHbBIX CUCTEM, OTAENbHbLIX NMPOrPaMMHO-anmnapaTHbIX CPeACTB U
copepxallencs B HAX MHGOPMaLMK, K KOTOPLIM pa3peLleH yaaneHHbI LOCTYN COOTBETCTBYOLLMX
KaTeropui, ponemn nonb3oBaTenen;

nepeyeHb 1 COAEPKaHNE MEPONPUSATUIA NO NPeLOCTaBAEHNIO MNOb30BATENAM YAAJIEHHOI0 AOCTYNa K
MHDOPMALMOHHBIM CUCTEMAM 1 COLEPIKALLEACA B HAX UHGOPMaLLMK, BKJIKOYAs COCTaB U YHKLNN
PabOTHMKOB, OTBETCTBEHHbIX 3@ NPUHATNE PELLEHNS 1 OCYLLECTBAAIOLWNX NPeaoCTaBaeHNe
yAaNleHHOro 4oCTyna;

NopsiI0K AEeNCTBMIA NONb30BaATENS B C/lyYae BblBNEHUS hakTa M3MEHEHNS HACTPOEK 1
KOH(MrypaLmnin NporpamMMHbIX, MPOrpaMMHO-anmnapaTHbIX CPenCTB;

nepeyeHb 1 cofilepXaHne MeponpusaTMiA MO KOHTPOJIIO 3@ YAaIeHHbIM 0OCTYMNOM MNob30BaTeNen;

nepevyeHb NoapasaeneHnin (paboTHMKOB), OTBETCTBEHHLIX 3@ KOHTPOJIb YAA/I€HHOr0 A0CTYyna, UX
o06s3aHHOCTM (PyHKLMN) 1 NpaBa (NOJHOMOYNS);

NOPAAOK YCTAaHOBJIEHMS NPUYMH HEMPABOMEPHOIr0 M3MEHEHNS HAaCTPOEK N KOH(UIYpaLWi
NpPOrpaMMHbIX, MPOrPaMMHO-annapaTHbIX CPEACTB, NCMONb3YyEMbIX ANS YAANEHHOro AOCTYNa;

CXeMbl B3aMMOAENCTBMA Nogpa3aeneHnin (paboTHMKOB) Npu peanm3aumm MeEPONPUATUIA NO KOHTPOJIKO
yOaJieHHoro goctyna (npyv HeobxoAnMmMocTH).

TpeboBaHMuA K YCUNEHUIO:

1) yyeTHble 3anucu paboTHMKOB, KOTOPbLIM NpPefoCcTaB/ieHa BO3MOXHOCTb YAaNeHHOro 4ocTyna K
MHDOPMALMOHHBIM CUCTEMaM, NoaNexaT 06beANHEHNIO B paMKaX 04HOM U HECKOIbKUX Fpynm,
NSt KOTOPbIX 06ecneynBaoTCA LEHTPaIM30BaHHOE YNpaBaeHNe N KOHTPOJIb YYETHBIMW 3anncamu;

2) NporpamMMHo-annapaTHbIM CPeACTBaM, UCMONb3YEeMbIM NS yAANEHHOro 4OCTyna K
NH(POPMALIMOHHBIM CUCTEMAM, A0JKHbI ObITb MPUCBOEHLI HEM3MEHSAEMbIE NAEHTUHONKATOPSI,
obecneynBatoLne KOHTPOJIb NOAK/IYEHMS U AOCTYNA K MHDOPMALMOHHBIM CUCTEMaM. Kaxxaomy
CPeAacTBY, C UCMOJIb30BAaHMEM KOTOPOr0 OCYLLECTBASETCA YAANEHHbIN AOCTYN, LOIKHO
NPUCBANBATLCS CETEBOE ([IOMEHHOE) NMS;

3) LO/KEH OCYLLECTBAATLCA KOHTPOIb YAaJIeHHOro A4oCTyna C NPMMEHEHNEM CPefCTB, CUCTEM
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reono3nLNOHNPOBAHNS NPOrpaMMHO-anmnapaTHbLIX CPeACTB, obecneynBaloWnx onpeaeseHme MecTa,
3 KOTOPOrO MoJIb30BaTe b OCYLLECTBAIAET YAeNeHHbIN JOCTYM;

4) no/mKHO BbITb 0b6ecrneyeHo 610KMpPOBaHNE yAalEHHOr0 A40CTYMNa NoJib30BaTeNiel onepaTopa npwu
o0bHapy>XeHUN NPU3HaKOB peannsaumnm yrpos 6e3onacHoCcTN MHGOPMaLIMK, CBA3AHHBLIX C TAKUM
LOCTYNOM, BK/OYas 6/10KMPOBKY Y4ETHbIX 3aMnceit N CeCCUIA, CO34aHHbIX YYETHOW 3anncbio;

5) posKeH BbITb 0becrnevyeH KOHTPOJIb YAANEHHOr0 0CTYNa K CerMeHTaM (KOMMOHEeHTaM)
NHPOPMALIMOHHBIX CUCTEM C BO3MOXHOCTbIO aBTOMATUYECKOr0 NpPeKpaLleHns AocTyna nocne
NCTEYEHUSI HTEPBANA BPEMEHU, HA KOTOPbLIN OblN NPeAOoCTaBAEH YAANEHHbIA AOCTYN, N
NPUHYAUTENBHO;

6) Ha yCTPOMCTBaXx, C KOTOPbIX OCYLLECTBAAETCA yAaNeHHbIN OCTYN K MUH(DOPMALUOHHBIM CUCTEMAM,
LLO/DKHbI MPUMEHATLCSA CPpeACcTBa CETEBOro B3aMMOAeNnCcTBIA (B TOM YUCe, JOBEePEHHble annapaTHble
ceTeBble UHTEeP(ENnChbI).

3.9. ObecneuyeHue 3awWwmnTbl UHoOpMauuu npm becnpoBogHOM gocTyne
nonb3oBaTeNnen K MHpopMaLMOHHbIM cucteMmam (b]1)

Uenb: VcknoyeHne BO3MOXHOCTN HECAHKLVOHNPOBAHHOMO 10CTYNa K MH(OPMALMOHHbIM CUCTEMAM
N CoaepXKalleincs B HUX MH(OPMAaLIMKX NPy NPUMEHEHNN B COCTaBE NHHOPMALIMOHHOI
MHPaACTPYKTYpbl onepaTopa ToYek 6ecnpoBofHOro AoCTyna.

TpeboBaHua k peanusaumm: ObecneyeHmne 3aWUTbl MHHOPMALMN NPU NPUMEHEHNN TOYEK
6ecrnpoBoAHOro A0CTYNa A0/KHO NpeaycMaTpuBaTh:

peann3aunio B MHOPMALMOHHbBIX CUCTEMAX Mep Mo 3aluTe nHdopmMaLmmn npy 6ecnpoBogHOM
AOCTyne;

peann3aunio B NOLKJIIOYAEMBIX C UCMOJIb30BaHMEM 6eCNPOBOAHBIX CETEN NPOrpaMMHO-annapaTHbIX
CpeAacTBax nosib3oBaTesnen Mep no 3awnTe nHopMauun;

obecneyeHune 3aWKUThI 6€CI'IpOBO,EleIX KaHa/10B nepenadyn OaHHbIX;

3alUTy ToYek 6ecnpoBOAHOM0 [OCTYNa, C UCMO/b30BaHNEM KOTOPbIX OCYLLECTBASETCS AOCTYN K
MHOPMALMOHHOW CUCTEME U COAEPXKALLENCA B HEW UHDOPMALIMN.

B MH(OPMaLMOHHBIX CUCTEMAX AOKHbI MPUHUMATLCSA MepPbl N0 NAEHTURUKALUN 1 ayTEHTUDUKALUN
To4yek 6ecnpoBoAHOr0 AOCTYNa, BKAOYEHHbIX B COCTaB 6€CNpoBOLHON CETU, JIOrMYECKOMY
pa3feneHnto cermeHToB 6ecnpoBOAHON CETU, NCNOJIb3YEMbIX MONb30BATENSAMMN A5 BbIMNOAHEHUS
cBonx obs3aHHOCTEN ((hyHKLUMI), U cerMeHToB 6eCcnpoBOAHbIX CETEN CBA3N, NpefHa3HaYeHHbIX Aas
[OCTyna K ceTn «NHTepHeT» 1 (unn) obwenocTynHon nHgopmaunn onepatopa (obnagatens
NHopMaLun).

B To4kax 6ecnpoBoaHOro AocTyna A0/HKHbI ObITb peann3oBaHbl MAEHTUPMKALNS U ayTeHTMdUKaumsa
NOAKJIOYAEMbIX K HM YCTPOWCTB U NOb30BaTeNeN, UIbTPaLUs U KOHTPOAb A0CTYNa
nosb30BaTeNEeN U NX YCTPOWCTB, MOAKIII0YaEMbIX K 6€CNPOBOAHBLIM TOYKAM A0CTYNa, MPUMEHEHME
3aLUMLLIEHHbIX TeXHO0rnin 6ecnpoBoAHOro0 A0CTyNa, perynspHoe obHOBNEHNE BCTPOEHHO 0
nporpaMmMHoro obecneyeHns (MPOLIMBOK), yCUIEHHAs MHOMO(haKTOPHas ayTeHTUdUKaumsa
aOMUHNCTPaTopoB BecnpoBoaHON ceTn, obecrnevyeHne pr3n4Yeckomn 3almThl To4eK 6eCNpoBOAHOIO
poctyna. KoHurypaums n HaCTponkmn To4ek 6ecnpoBOAHOro A4OCTyMa, UCMOJIb3yeEMbIX A8
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NOOKOYEHNS NoSb30BaTeNeN K MHPOPMALMOHHBLIM CUCTEMAM B LLENAX BbIMONHEHNSA CBOUX
obs3aHHOCTEN ((hYHKLMIA), AOSHKHBI MCKAOYATb BO3MOXHOCTb NOAKMOYEHNSA K HAM JIAL, He
UMetoLWmMX npas 4oCTyna K MHHMOPMaLMOHHBIM CUCTEMAM.

TpeboBaHUA K [,OKYMEHTUPOBAHMUIO: BHYTPEHHWI CTaHAAPT, yCTaHaBAMBaOLWMIA TpeboBaHus K
TWUNOBbLIM KOH(UIYypaLMAM N HaCTPONKaM NPOrpaMMHbIX, MPOrpaMMHO-annapaTHbIX CPeACTB,
L0JKEH COlePXKaTb:

TpeboBaHMSA K TUMaM pa3pelleHHoro 6ecnpoBogHOr0 4OCTyNa / K MHDOPMALMOHHBIM CUCTEMAM;

nepeyeHb 6eCnpoBOHbIX CETEN, pa3pelleHHbIX A5 NOAKIYEHUS K HAM Aas A0CTyna K
NH(POPMALIMOHHBIM CUCTEMAM;

TpeboBaHMA K COCTaBy To4Yek 6ecnpoBogHOr0 A4OCTYMNa, MCMOJIb3YEMbIX A5 NOAKJIIOYEHUS
nosib30BaTesNen, X HaCTPONKaM, KOHUrypaLmnsam;

TpeboBaHMA K NEPEYHI0 HACTPOEK N KOH(UrypaLmin To4ek 6ecnpoBOAHOro 4OCTYyNa, NOANEXALLNX
KOHTPOJIIO U pearnpoBaHuto B cjiyvae obHapy)XeHns akTa X U3MeHeHNs.

TpeboBaHuA K YCUNEHUIO:

1) ypoBHM CcUrHanoB To4ek 6ecnpoBOAHO0 AOCTYNa, UCNOJIb3yeMbIX A1 NOAKIOHEHUS
nosb3oBaTenen K MHHOPMaLMOHHLIM CUCTEMAM B Lie/SIX BbINOJHEHMS CBOMX 06d3aHHOCTEN
(hyHKUMIA), LOKHBI UCKOYATb BO3MOXKHOCTb MOAKJIIOYEHMSA K HAM MU3-3a FPaHML, OXpaHAeMOon
TeppuTopun (KOHTPOMPYEMOIA 30HLI) onepaTopa (obnanatens nHgpopmauum);

2) NpuMeHeHne B To4YKax 6ecnpoBOAHOr0 AOCTYMaA MNOJOCOBLIX (PUILTPOB, 06ecrneynBaoLLmnx
3aTyxaHue curHana BHe paboyero AmanasoHa 4acToT.

3.10. O6becneyeHue 3awuThbli MHPOPMALUK NPU NPE[OCTABIEHUMU
nosib30BaTeNAM npuBuiaermposaHHoro pocryna (MNna)

Llensb: Vicknio4yeHne BO3MOXXHOCTW NOSYHEHMSA MPUBMIIErMPOBAHHOIO A0CTYMNa K MH(POPMALMOHHbBIM
cMcTemMaM JiMuamu, Ona KOTOPbIX Takon AOCTYN AO/KEH OblTb MCKOYEH, @ TakXXe HeaonyLweHne
NCMOJIb30BaHWS MOBbLILLEHHbIX NpaB AOCTYyMa C HapyLeHNeM BHYTPEHHUX CTaH4apTOB U perjiamMeHToB
no 3awmTe NHgopmaumn.

TpeboBaHua K peanusauuu: ObecneyeHune 3aWUTbl UHGOPMaLUN NPU NPeaOCTaBNEHUN
NoJib30BaTeNsAM MPUBUIEFMPOBAHHOMO JOCTYNa A0JKHO NPeayCcMaTpUBaTh:

npefocTaBfieHne NPUBUIErMPOBAHHOMO AOCTYMNa K MHGOPMALIMOHHBIM CUCTEMAM TOJIbKO TEM
paboTHMKaM, B 0653aHHOCTY (PyHKLIMM) KOTOPbIX BXOAUT pa3paboTka, TECTMPOBAHME MNPOrPaMMHOro
obecneyeHns NHHOPMaALMOHHON cncTeMbl, obecnevyeHne GhyHKLMOHNPOBAHNS MHHOPMALIVOHHbIX
CUCTEM WK 3aLUTa COLepXKaLleincs B HUX UHOpMaLUK;

co3faHue 4N11 NPUBMAErMPOBAHHOIO AOCTYMNa NPUBUAErMPOBAHHbLIX YYETHbIX 3anncen C npaBaMm
[0CTYNa, MUMHUMaIbHO HEOBX0ANMbIMU OS5 BbINOJIHEHUS PabOTHMKAMM BO3/I0XKEHHbIX Ha HUX
obs3aHHOCTEN (hyHKLMI);

HafeneHne npuBuNeErnpoBaHHbIX y4€THbIX 3anucen npaBaMn OO0CTYMa B COOTBETCTBUN C MOJENAMN
n0ocCTyna I/IHq)OpMaLI,VIOHHbIX cncTem, onpeneneHHbIMU BO BHYTPEHHNX CTaHdapPTaXx, N KOHTPOJ1b NMpaB
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AOCTYNa;

NpYMeHeHe 4119 NPUBUIErMPOBaHHbIX YHETHbIX 3anucen CTPOron ayTeHTUMUKaALUN NN YCUIEHHON
MHOrohakTOPHOW ayTeHTUdUKaumnu;

perncTpaumnio 4eicTBMA No AOCTYNY NOJib30BaTeNe C MCNO/Ib30BaHNMEM NPUBUIETMPOBAHHbIX
YYETHbIX 3amnncen N KOHTPOJIb NCMO/b30BaHNA NPUBUIErMPOBAHHbIX YYETHbLIX 3anncei B
COOTBETCTBUM C BHYTPEHHUMM CTaHAAPTAMMW U PeriaMeHTaMm Mo 3almMTe NHopMaLmm,

Bce npmBunermpoBaHHbIe YHeTHbIE 3annch AO/KHbI ObITb 3aKpenieHbl 3@ COOTBETCTBYOLLNMU
paboTHMKaMu.

PaboTHMKN AOMKHBI UCNOb30BaTh NPUBUIErMPOBaAHHbIE YYETHbIE 3aMNCU B COOTBETCTBMM C
BHYTPEHHMMM pernaMmeHTamMmn 1 cCTaHdapTaMu. He gonyckaeTcs UCNoJib30BaHUE NPUBMIErMPOBAHHbIX
YYETHbIX 3anncen ANs Lenen, He yKasaHHbIX B 3a5iBKE Ha CO3JaHne NpuBMUIErMPOBaHHbIX YYETHbIX
3anucei. icnonb3oBaHMe NPUBMIErMPOBAHHbIX YYETHBIX 3anucen 6e3 cnyxebHon HeobXxoANMoCTK
3anpeLyeHo.

Co3flaHne 1 MCNo/b30BaHME rPYNMoBbIX MPUBUIErMPOBAHHbIX 3anucei foNyCKaeTCs Npu yCaoBUK
OHO3HAYHON NAEHTUDMKALMN NNL, UCMONb3YIOLMX NPUBUAErMPOBAHHbIE YYETHbIE 3anucy B
KOHKPETHbI MOMEHT BPEMEHM.

He ponyckaeTtcs obbenHeHMEe B paMKax 04HOW MPUBUIErMPOBAHHOW Y4eTHON 3anncu Uan ogHowm
rPynnbl NPUBUAErMPOBAHHBIX YHETHbIX 3anucei ponen no CUCTEMHOMY aiMUHUCTPUPOBAHWNIO, POJen
no pa3paboTke N TeCTUPOBAHMIO NPOrPaMMHbIX, MPOrpaMMHO-annapaTHbIX CPeAcTB, Ponen
alMMHUCTPaTopoB 6e30MacHOCTH.

Co3naHHble npusuiierMpoBaHHbIE YH4E€THbIE 3alNCh NoaneXaT y4eTy U KOHTPOJ1IIO X NCMOJ1Ib30BaHUA.

BcTpoeHHble B NporpaMMHble, MporpaMMHo-annapaTHble CPeACTBa NPUBUNErMPOBAHHBIE YHETHbIE
3anncK AonyCcKaeTcs NCNosib30BaTb TOJIbKO AJ15t MEPBOHAYaNbHON HACTPOMKM, PEMOHTA UK
TeXHUYeckoro ob6cny)KmMBaHus, NPOBEAEHNS aBAaPUINHOr0 BOCCTAHOBAEHUS NH(POPMALMOHHBLIX CUCTEM
(B Cnly4ae OTCYTCTBUS BO3MOXHOCTMN UCMOJIb30BAHNA APYrMX NPUBUAErMPOBAHHbIX Y4ETHbIX
3anucen), a Takxxe s CO3AaHUS JI0KabHbIX MPUBUIErMPOBAHHBIX YYETHbIX 3anuncen ¢ npaBaMm no
CO3[aHMI0 APYrUX NPUBUIETMPOBAHHBIX YHETHbIX 3aMMCEN 1 Ha3HAYeHNo UM NpaB AOCTyNa (panee —
Y4YETHbIE 3anucy riaBHbIX aAMUHUCTPATOPOB).

Y4yeTHble 3anncu rnaBHbIX agMUHUCTPATOPOB AOJ/KHBI UMETb NepCoHaslbHOe 3aKpernJseHmne 3a
pabOoTHMKaMK, Ha KOTOPbLIX BO3JI0XKEHbLI 0643aHHOCTU (PYHKLMM) MO CO3AaHNI0, NU3MEHEHMIO,
6710KMPOBaAHMNIO MPUBUIErMPOBAHHBIX YYETHbIX 3anucen (ganee — rnaBHbI a4MUHNCTPATOP) (3a
NCKNOYEHNEM NCMONb30BaHUA AN CO3AaHNSA NPUBUNENMPOBAHHLIX YYETHbIX 3anncen
aBTOMaTU3MPOBAHHOM CUCTEMbI YNPaBAEHUSA NPUBUIErMPOBAHHBLIMY YYETHbLIMU 3anucamn). PakT
NPUBWIErMPOBAHHOIO AOCTYNa r1aBHOro agMMUHUCTPaTOPa, AOJHKHOCTb U (haMUins, UMs, 0THECTBO
(Mpn Hann4un), BpemMs 4oCTyna v nepevyeHb CoBepLUaeMblX r1aBHbIM afMUHUCTPATOPOM OENCTBUN B
NH(GOPMALIMOHHON CUCTEME LO/KEH PErncTpMpoBaThCa B XYypHane y4yeTa 4eNCTBUIA F1aBHOMO
aOMUHUCTPaATOpa, KOHTPOJb 3@ BeLeHMEM KOTOPOro OCYLLEeCTBAAETCSA CTPYKTYPHbIM
nogpasgeneHveM, cneunannctamm no 3awmte nHGHopMaLmu.

MprBMAErMpoBaHHbIE YHeTHbIE 3anncu raaBHbIX aAMUHUCTPATOPOB HE LO/IKHbI UMETb YAANIEHHOI 0
LOCTYyNa, LO/KHbI ObITb NEPCOHNDULNPOBAHBI 15 KOHKPETHbIX PabOTHUKOB, Ha4EeNeHHbIX
COOTBETCTBYIOLWNMY 0653aHHOCTAMU (hyHKLMUAMN).
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BcTpoeHHble NPUBUNErMPOBAHHBIE YYETHbIE 3aMNCK A0/KHbI ObITb OTK/OYEHbI UK, B CyYae
HEBO3MOXHOCTW OTKJIOYEHWS, MepeMMeHOBaHbI NOC/Ie 3aBEPLUEHNS HACTPOMKN U YCTAHOBKM
KOH(Urypaumni, 3aflaHHbIX BHYTPEHHUMM CTaHAapTaMu Nno 3awmuTe nHgopMaunm (Npu Haanm4mm
TEXHUYECKON BO3MOXHOCTU). AyTeHTUPUKALMOHHAA NHADOPMALNS BCTPOEHHbIX NMPUBUIETr MPOBAHHbIX
YYETHbIX 3anuncen f1o/mkHa 6blITb M3MEHEeHa B COOTBETCTBUM C BHYTPEHHUMUN CTaHAAPTaMM U
pernameHTamu no 3aLnuTe UHpopMaLuN.

B cnyvyae HeobxoaMMOCTU BpEMEHHOMO NPefoCTaBAeHNa NPUBUIErMPOBAHHOIO AOCTYMNa K
NHHOPMALIMOHHON CUCTEME NN HEODXOAMMOCTU HECTaHAAPTHbLIX NpaB AOCTYyMa B 3anpoce Ha
CO3[aHune NPUBUIErMPOBaHHOM YY4ETHOM 3anuncK 4oJKeH BbiTb YKa3aH CPoK 1 cocTas paboT, ans
KOTOpPbIX CO3[4aeTCA BPEMEHHas y4eTHasa 3anncb. BpemeHHas npusmnaermpoBaHHasa y4eTHas 3anucb
NOANEXNT Y4ETY N KOHTPOJIIO UCMOJSIb30BaHMA. 10 UCTe4YEeHUN NHTepBasia BPEMEHMN MCMNOb30BaHMS, B
KOTOpbI BblNa co3faHa BpeEMEHHas NPUBUIErMPOBaHHAs Y4eTHas 3anncb, OHa NOANEXNT
610KMpPOBaHMIO B MHOPMALIMOHHON CUCTEME N B aBTOMATU3MPOBAHHOM CUCTEME yrpaBieHns
NPUBWUIErMPOBAHHBLIMY YYETHBIMMK 3anNnUCAaMK (B Cly4ae X UCNoJib30BaHNS) B aBTOMATUYECKOM Un
aBTOMaTU3MPOBAHHOM pexXunMe.

Ins B3auMOAEeNCTBMSA MHOPMALIMOHHbBIX CUCTEM, OTAEJbHbIX MPOrPaMMHbIX, MPOrPaMMHO-
annapaTHbIX CPeACTB C UCMOJIb30BaHNEM MPOrpPaMMHbIX MHTEPENCOB CO3Aa0TCS
HenepCoHNMULNPOBaHHbIE TEXHONIOMMYECKNE NPUBMUNErMPOBAHHbIE YYETHbIE 3anucu.
TexHoNorn4yeckne NPUBMUIErMPOBaHHbIE YHETHbIE 3aNUCU JOJKHbI ObITb 3aKpeneHsl 3a
paboTHMKaMu nogpasfeneHus, obecneynBatoLLlero MyHKLNOHUPOBaHNE MH(OPMALMOHHLIX CUCTEM.
TexHoNornyeckune NpMBMAErnpoBaHHbIE YYETHbIE 3anNnCK A0JHKHbI MOAIEXaTb YYETY Y KOHTPOJIIO
MCNOJIb30BaHMS.

AyTEeHTUMKALMOHHAS MHGOPMALMS NPUBUIErMPOBAHHBIX YYETHbIX 3aNUCeN NOANEXUT U3MEHEHNIO
B COOTBETCTBUM C BHYTPEHHUMMW pernaMeHTaMm 1 CTaHAapTaMu, HO He pe)xe OJIHOro pa3a B LWeCTb
MecsiLeB (3a UCKOYEHMEM CNyYaEB NCMO/Ib30BAHUS ANs OCTYyNa cepTudnkaToB 6e3onacHoCTH).

AyTeHTU(MKALMOHHAS UHGOPMaLUS NPUBUNErMPOBaHHbIX YYETHbIX 3aMnCelt, 3alaHHasn
pa3paboTynMKoM, NPON3BOANTENEM NPOrPAMMHbIX, MPOrPaMMHO-annapaTHbIX CPeACTB Mo
YMOJIYAHWIO, NOANEXNT N3MEHEHUIO NMPUW NePBOHAYaIbHON HACTPOMKE NPOrpPaMMHBbIX, MPOrPaMMHO-
annapaTHbIX CPeAcTB.

AyTeHTUMKaALNOHHAS HGOPMALMS NPUBUIErMPOBAHHbIX YYETHbIX 3aNnCell, CO3AaHHas B Xoae
HACTPOWKW, PEMOHTA, CEPBUCHOI0 06CYXXNBaAHNSA, MOANEXUT N3MEHEHUIO NOC/E 3aBepLLEeHNS
yKa3aHHbIX paboT.

He nonyckaeTcst UCNoNb30BaHUE OANHAKOBOW ayTEHTUDUKALMOHHON MHAOoPMaLMK Ans
MPUBMNETVPOBAHHbIX YYETHbIX 3aMnCen, HeNepPCOHNMULIMPOBAHHBIX TEXHOIOrMYECKUX
MPUBMNETMPOBAHHbIX YYETHbIX 3aMNUCEN, HEMPUBUIETMPOBAHHBIX YYETHbIX 3anuceil.

Hencnonb3lyemble NpMBUNErNPOBaHHbLIE YYETHbBIE 3aNnUCK A0JKHbI ObITh 3a6710KMPOBaHbI U yaaneHsbl.
B cnyyae oTcTpaHeHusa paboTHMKa OT BbiNosHEHNS 0653aHHOCTEN ((hYHKLMIA), BO3MOXHOCTb
NCMOJIb30BaHUSA €ro NPMBUIErMPOBAHHOM YYETHON 3annucn fo/mKHa bbiTb 3ab10KMpoBaHa He No3aHee
8 4yacoB nocne oTCcTpaHeHns paboTHMKA OT BbINOAHEHNS 06583aHHOCTeN (PyHKLUMIA). TakKe OO/KHA
ObITb N3MEHEHa ayTEeHTU(MKALMOHHAsA MHOPMaLMA BCEX YHETHbIX 3anuncem, K KOTOpbIM y
paboTHMKa bbin JocTyn.

Ncnonb3oBaHWe CUCTEMHLIMW agMUHUCTPATOPaMnN U agMUHUCTPaTopaMun 6e30nacHOCTN MOBUbHBIX
yCTDOVICTB ONA OCyLeCTBNEHNA NPUBUNETMPOBAHHOIO A0CTYMa HE AO0MNYCKaeTCA.
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YaaneHHbI NPUBUAErMPOBaHHbIA AOCTYN NPefoCTaBAsSeTCA Npy HE06X0ANMOCTY TONbKO ANS
BbINOJIHEHMSA paboTHNKOM 0653aHHOCTEN (DYHKLMIA) U3 MECT, B KOTOPbIX OTCYTCTBYET BO3MOXHOCTb
hu3nyeckoro 4OCTyna K NporpaMMHo-annapaTHbIM CpeacTBaM, BXOAALWMM B COCTaB
NHOPMALIMOHHON CUCTEMBI. [lo/)KHa 6bITh 06ecnevyeHa BO3MOXXHOCTb UCMNO/Ib30BaHMA
NPUBWUIErMPOBAHHOWN Y4E€THOW 3anncu B 0TBEAEHHOE A1 3TOr0 BpeEMS.

|_|pI/IBI/U'IeFI/IDOBaHHbIe YHE€THbIE 3alNCh CTPYKTYPHOro nogpasageneHnd, cCneunaanctos no 3ajute
I/IH¢)OpMaLI,I/IVI C030aloTCA MO peLeHnto pykoBoaonTensd, OTBeTCTBEHHOI o inua.

TpeboBaHuA K AOKYMEHTUPOBAHMUIO: BHYTpPEHHWIN pernaMeHT, onpeaenaoLwmnii NopsaaoK
CO3LaHus, y4yeTa, NU3MeHEeHNs 1 6NOKMPOBAHNA, KOHTPONS, YAANEHUS NPUBUIErMPOBAHHBIX YHETHbIX
3anucen, foJHKeH CoOAepXKaTb:

nepeyeHb nuL (B TOM YMCSie KaTeropuim nonb3oBaTenien, ponei nosb3oBaTenen), KOToPbIM
npenocTasfieHbl NpaBa Mo CO34aHuI, YYETY, U3MEHEHNIO 1 BIOKMPOBAHMIO, KOHTPOIO, YAaNeHUIo
NPUBWJIErMPOBAHHbIX YY4ETHbIX 3anucen;

nepeyeHb 1 colepXXaHne MeponpuaTUiA Mo CO34aHUI0, YYETY, NU3MEHEHUIO N BIOKMPOBaHNIO,
KOHTPOJIt0, YAAJIEHNIO MPUBUIETrMPOBAHHBIX YHETHbIX 3aMucen;

nepeyeHb 1 Coep)KaHne MeponpuATUA MO KOHTPOJIO 3@ AENCTBMAMUN B MHDOPMALIMOHHBIX CMCTEMAX
MPUBMNETMPOBAHHbIX YYETHbIX 3amnncen.

Bo BHyTpeHHeM CTaHAapTe No NeEPBUYHON NAEHTUPUKALUN yCTaHaABAUBAOTCA TpeboBaHUS K
NepPBUYHOM NAEHTUMMKaLMW nnLl, 061aaatoLWLmMX NpaBaMm NPUBUIErMPOBAHHOMO AOCTYNa.

Bo BHYTpeHHeM CTaHAapTe Mo NPUMeHseMbIM MOAEeNSM A0CTYNa NoJib30BaTesIeN yCTaHaBIMBAOTCS
TWNbl NPUBUIErMPOBAHHBIX YHETHbIX 3aMUCER, UX NpaBa Mo AocTyny K 06bekTaM AocTyna
MHDOPMALMOHHBIX CUCTEM.

Bo BHyTpeHHEM CTaHOapTe Mo OrpaHMYeHnto 1 3anpeTam A4eNCTBUI 14 Nob30BaTesNen
yCTaHaB/MBAOTCA 3anpeLLeHHble 4eNCTBMA NoSib30BaTeNe NPy OCYyLLEeCTBIEHUN UMK
NPUBWUIErMPOBAHHOIO AOCTYNA, @ TaKXe OrpaHNYeHNs 1 3anpeTbl NPU CO3L4aHUN, YHeTEe, NU3MEHEHNSAX
1 6NIOKMPOBAHUN, KOHTPOJIE, YOANeHUN NPUBMAErMPOBAHHbLIX YHETHbIX 3arncen.

TpeboBaHuA K ycuneHuio:

1) cucTeMHble aMVHNUCTPATOPbLI U aAMUHUCTPATOPbl 6€30NaCHOCTY ANS BbINOJIHEHUS CBOMX
obs3aHHOCTEN (PyHKLMIA) AOKHBI UCNOJIb30BaTh TOILKO BblAE/IEHHbIE ONEPaTOPOM As
aOMUHNCTPUPOBAHMA NPOrpaMMHO-annapaTHble CpeacTBa. LoCcTyn K MHGOPMaLMOHHBLIM CUCTEMAM
MO NPOTOKOJIaM YMpaBaeHNs f0/KEH ObiTb pa3peLlleH TObKO C BblAEIEHHbIX aBTOMaTU3MPOBAHHbIX
paboymx mecT. icnonb3oBaHne ons 3TUX LieNen UHbIX NPOrpaMMHO-annapaTHbIX CPeacTB
LLOMNYCKaeTCs TONbKO MPU NCMOb30BaHUN cpeacTB obecneyeHns 6e3onacHON ANCTaHLMOHHON
paboThbl;

2) B MH(OPMALIMOHHON CUCTEME A0/KHbI MPUMEHSATLCA CPeACTBa YNPaBAeHNst NPUBUIErMPOBAHHBIMY
YYeTHbIMI 3anncaMun A5 NPefoCcTaBAeHNs BO3SMOXHOCTY UCMOJIb30BAHMS, YYETA, MU3MEHEHUS,
610KMPOBAHUA N KOHTPOS UCMOJIb30BaHNS NPUBKIErMPOBAHHBIX YYETHbIX 3anucei;

3) co3naHune, n3mMeHeHve, 610KMPOBaHME MNaBHbIM aAMUHUCTPATOPOM NMPUBUIErMPOBAHHBIX YYETHbIX
3anucen no 3asiBKe noapasnenexuns, obecneynBatoLlero GyHKLMOHMPOBaHNE NHEHOPMALMOHHbBIX
CUCTEM, AU NO 3asiBKaM NoapasaeneHnin, 3KCIyaTUpYoLWmnx MHPOPMaLMOHHbIE CUCTEMBI,
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COrnacoBaHHbIM C Noapa3aeneHmem, obecnedynBaronM QyHKLMOHMPOBAHMNE MH(POPMALIMOHHbIX
cucteM. CBeleHNs 0 CO34aHHON, U3MEHEHHON, 3aD10KMPOBAHHOW YHE€THOW 3anncu 1 ee npasax
[0CTyna nepegatTca B CTPYKTYPHOE nofpa3sfeneHne, cneunanmcrTam no 3amnTte nHgpopmaumum ons
yyeTa 1 KOHTPOA NCM0Nb30BaHUS;

4) noMKHa NPOBOAMNTLCA HE PeXXe 0HOr0 pa3a B rof OLUeHKa 3HaHWU paboTHNKOB, Ha3HAYeHHbIX Ha
POJIb CUCTEMHbIX AAMUHUCTPATOPOB U aAMUHNCTPATOPOB He30MacHOCTH, Mep Mo 3aluTe
NHGOPMALIUK, YCTAHOBIEHHbIX HACTOALWLMM METOANYECKUM OKYMEHTOM, BHYTPEHHUMU
pernameHTamy U CTaHZapTaMy B YaCTW KacCatoLLLeNCs;

5) B cnyyae npenoCcTaBAeHUS yaaNIeHHOro NPUBMAErMPOBAHHOMO AOCTYNa AENCTBUS CUCTEMHBbIX
agMUHUCTPATOPOB N aAMUHNCTPaTOPOB 6e30NacHOCTM NoANne)XxaT NOCTOAHHOMY MOHUTOPUHTY C
3aMNnCbio OeNCTBUIA B XXYpPHabl COBbITUA 6e30NacHOCTM M UX XPAaHEHUEM Ha MAaLUMHHBIX HOCUTENAX
NHOopMaLNN He MeHee 6 MeCsLEeB;

6) NPUMEHeHNe CpeacTB, CUCTEM reono3nLIVOHMPOBAHNS MPOrpaMMHO-annapaTHbIX CPeacTs,
obecneymnBaloLLMx onpeaeneHne MecTa, U3 KOTOPOro OCYLLECTBASETCS YAaIeHHbI
NPUBUAErMPOBAHHBINA AOCTY;

7) npn yfnaneHHOM NpuBUAErMpoBaHHOM LOCTYNe A5 BbINOJIHEHUS POJIEN CUCTEMHBbIX
aQMMUHNCTPATOPOB N aAMMHUCTPaATOPOB Be30nacHOCTM AoKeH BbiTb obecneyeH KOHTPOb
3arpy>xaemblX agMUHUCTPaTOPaMm B MHDOPMALMOHHbIE CUCTEMbI (DaNIoB Ha HaNN4Yne B HUX
BPELOHOCHOr0 NPOrpaMMHOro obecrneyeHuns, a TakXKe KOHTPOJIb BbIFrPYXXaeMbIX aAMUHUCTPaTopaMu
(hansioB C LeNblo BbISBIEHUS HapyLleHnn TpeboBaHUN BHYTPEHHMX pernaMeHToB rno obpaboTke
KOH(MAEHLUNaNbHON UHopMaLUn.

3.11. O6ecneyeHme MOHMTOPUHIra UH(opMauuoHHon besonacHocTu (MB)

LLenb: BbissBNeHNe Npn3HaKoB peannsaunm yrpo3 6e3onacHoCcTn nHpopMaumm n (Mnn) HapyLeHni
TpeboBaHWI BHYTPEHHUX CTaHAAPTOB W PErNaMeHTOB Mo 3alUnTe NMHPOPMaLUnN Ha ocHoBe cbopa
AaHHbIX 0 cobbITnAX Be3onacHoCcTH, x 06paboTkM 1 aHanm3a.

TpeboBaHua K peanusauun: MOHUTOPUHT MHADOPMALIMOHHON 6€30NacCHOCTU A0/XKEH
npeaycMaTpuBaTh:

cbop OaHHbIX 0 COOLITUAX 6E30MACHOCTN N NHbIX AAHHBIX MOHUTOPUHIa MHGOPMALIMOHHON
6e30nacHOCTK, NPeayCMOTPEHHbLIX HaLUMOHa bHbIM CTaHAapToM Poccuiickon ®epepauum FOCT P
59547-2021 «3awmTta nHopmaummn. MOHUTOPUHT MHGDOPMaLMoHHON Be3onacHocTu. Obwme
NnosIoXKeHNs» (fanee - faHHble MOHUTOPUHIA);

06paboTKy AaHHbIX 0 COBbITUAX 6HE€30MACHOCTY U UHBLIX AAHHBIX MOHUTOPUHIa;
aHanu3 cobbliTni 6€30NacHOCTUN N UHbIX JAaHHbIX MOHUTOPUHTa;

conocTasneHmne cobbiTnii 6€30MacHOCTU N UHBLIX AAHHLIX MOHUTOPUHIa C XapaKTepUCTUKaMm yrpos
6e3onacHoOCTY MHpopMaLmy;

KOHTPOJIb, YHET U aHaIN3 NenCcTBMI NoNb3oBaTenen I/IHd,)OpMaLI,I/IOHHbIX CncTem,

cbop 1 aHaNU3 faHHbIX 0 pe3yJsibTaTax KOHTPOJIS MOTOKOB MHGOPMaLIMM B MH(POPMALMOHHBIX
cucTemax;
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BbISIB/IEHME HapyLUeHW 6e30MacHOCTU MHAOPMaLUK U (UK) PYHKLMOHMPOBAHNS MH(OPMALMOHHbIX
CUCTEM U pearnpoBaHne Ha HIX;

CBOEBPEMEHHOE NH(OPMMPOBAHME O BbISIBJIEHHbIX HapyLLUEHMAX 6e30MacHOCTY MHopMaLMmn 1 (1K)
HapyLIeHNAX (YHKLMOHUPOBAHNS MH(POPMALIMOHHBLIX CUCTEM.

TpeboBaHUA K [,OKYMEHTUPOBAHUIO: BHYTPEHHWIN pernaMeHT, onpeaensioLnin NopsaoK
MOHWUTOPWHIra NHMOPMaLMOHHON 6€30MacHOCTY MHGOPMALIMOHHBIX CUCTEM, IO/KEH COAEPXKATb:

nepeyeHb nogpasaesieHnin (paboTHMKOB), Ha KOTOPbIE BO3JI0XKEHbI (DYHKLUN MO MOHUTOPUHIY
NHOPMaLMOHHOM Be30nacHOCTH, UX PyHKLUK (0693aHHOCTK) 1 NPaBa;

nepeyeHb 1N cofep)XaHne MeponpusaTUiA N0 MOHUTOPUHTY MHAOPMALIMOHHON Be30nacHOCTY;

nepeyeHb AENCTBUIA NOAPa3AeeHIA, MOb30BaTENA B C/Iy4ae BbISIBJIEHUS MO pe3y/ibTaTaM
MOHWTOPUHIa MHPOPMaLMOHHON 6e30NacHOCTK haKTa UAK NPU3HAKOB peann3almm yrpos
6e3onacHOCTU MHDOPMaLNK;

CXeMbl B3aMMoAenCcTBMA nogpasaeneHmin (paboTHNKOB) Npy OCYLLECTBIEHUN MOHUTOPUHTA
NHMOPMaLMOHHOM 6e30MacHOCTU (Npy HEOBXOANMOCTHN).

Bo BHYTpeHHEM CTaHAapTe YCTaHaBAMBaOTCA TpeboBaHUS K cOOpY, perncTpaunn u aHanmsy
cobbITMIN 6e30MacHOCTY, NOANEXKALLUX MOHUTOPVHIY MH(OPMALMOHHON 6€30NacHOCTH.

TpeboBaHMuA K yCUNEHUIO:

1) co3paHve n obecneyeHne GyHKUNOHNPOBAHNS OTAEbHOIO CTPYKTYPHOr0 NoAapa3aesieHuns no
MOHUTOPWHIY MH(OPMaLMOHHON 6e30nNacHOCTY;

2) NpyBneYeHme cneymann3npoBaHHoOn opraHmsaumm, nMetowen nuuensnio ®CTIK Poccnn Ha
LeATeNbHOCTb N0 TEXHNYECKON 3alMTe KOHPUAEHUMANbHOW NHpOPMaL MK C MPaBOM OKa3aHus yCcayr
MO MOHUTOPUHIY MH(MOPMaLIMOHHON 6€30MacHOCTY CPEeACTB U CUCTeM MHpopMaTusauumn” (nanee —
cneunann3vpoBaHHasa opraHusaums). B cnyyae npyMBneyvyeHns cneunann3npoBaHHoOM opraHn3aumnm
onpenensaTca paboTHMKN CTPYKTYPHOro nogpasgeneHns, CneunanncTbl No 3awmTe nHpopmauunm,
OTBETCTBEHHbIE 3a NpUeM MHMOPMaLUK 0 pe3ysibTaTax MOHUTOPUHIa MHGOPMaLMOHHON
6e30nMacHOCTM OT Creunann3MpoBaHHON OpPraHnU3aLnn, pearmpoBaHne Ha BbiBEHHbIE aKTyaslbHbIe
yrpo3bl 6e30macHoOCTM UHOpMaLuu;

3) OOJKHbI MPUMEHATLCA TEXHUYECKne CpecTBa O4HOHaNpPaBeHHOro OTBETB/IEHUSA CETEBOr0
Tpaduka;

4) [OMKHbI NPUMEHSATHCA NACCUBHbIE (SHEProHe3aBUCKMMble) TEXHUYECKMe cpeacTBa

OZIHOHAMPaB/IEHHOr 0 OTBETBJIEHNS CETEBOMO TpadmKa.

3.12. ObecnevyeHue pa3padboTkm Ges3onacHOro nporpaMMHOro obecneyeHus
(BP)

LUenb: MpenoTepalleHne NOSBIEHUS, BbIIBIEHNE U YCTPAHEHUE YS3BUMOCTEN Npu pa3paboTke
nporpamMMHoro obecrneyeHunst B UHPOPMALMOHHON CUCTEME.

TpeboBaHus K peanusauuu: Pa3paboTka 6e30MacHOro NPorpaMmMHoro obecneyeHns aoKHa

Privacy Advocates | AnbMaHax - https://wiki.privacy-advocates.ru/



Last update: 2026/05/30 19:22 fstek_12.04.2026 https://wiki.privacy-advocates.ru/fstek_12.04.20267rev=1780158122

npeaycMaTpuBaTh:
NNaHNPOBaHME MEPONPUATMIA No pa3paboTke 6e30MacHOro NporpaMMHoro obecneyeHms;

oby4yeHune paboTHMKOB, OCYLLECTBASIOLWNX pa3paboTKy, noaaep>xKy 6e3onacHoro NporpamMmMHoro
obecneyeHus:;

hopMUpoBaHne 1 NpeabssieHne TpeboBaHMin Mo 6e30MacHOCTY K NPorpaMMHoMy obecneyeHmio,
BKJ1l0Yas TPebOBaHUSA K ero apxuTekType;

ynpaesieHne KoHdUrypauuei nporpaMMHoro obecrneyeHuns;
yrnpaB/ieHne HeJoCTaTKaMI 1 3anpocami Ha U3MeHeHre 6e30mMacHoOro NPoOrpaMMHOro obecrneyeHus;

pa3paboTKy, YTOYHEHME N aHANIN3 apXUTEKTYpPbl MPOrpaMmMHoOro obecneyenus, obecnevmsatoLen
CHUXXEHME WM UCKOYEHNE BO3HUKHOBEHMNS NOTEHLMAbHBIX YA3BUMOCTENW;

MOAENIMPOBaHME aKTyasibHbIX Yrpo3 1 pa3paboTKy onmncaHus NOBEPXHOCTU aTak;
thopmmpoBaHme 1 NogaepXaHne B akTyaslbHOM COCTOSHUM NpaBwJ1 6e30NacHOro KOAMPOBaHWS;
3KCMepTun3y NCXOLHOr0 KOAAa NporpaMMHoro obecneyeHms;

npoBefeHNe CTaTUYECKOro, ANHAMMYECKOro aHaansa Koga nporpamm;

ncnosib3oBaHme 6esonacHon cucteMbl COOpKM NporpaMMHoro obecneyeHuns;

obecneyeHne 6e3onacHOCTM cOOPOYHON Cpeabl NPOrpaMMHOro obecneyeHus;

yrnpaBJfieHne LOCTYMNOM 1 KOHTPOJIb LIeSIOCTHOCTM MPOrpaMMHOro KoJa B Xxoae pa3paboTku
nporpammHoro obecneyeHus;

nposegeHmne KOMNO3NLMOHHOIO aHasM3a NPOrpaMMHOro obecneyeHuns;

MPOBEPKY NMPOrpaMMHOro Kofa Ha npeamMeT BHEAPEHMSI BPELOHOCHOI0 NPOrpaMMHOro obecrneyeHuns
yepes LenoYKmM NocTaBoK ero COCTaBHbIX YacTen;

YHKLMOHaNbHOE 1 HeYHKLIMOHAIbLHOE TECTUPOBAHNE NPOrpaMMHOro obecrneyeHms;

obecneyeHne 6e30NacHOCTY NpW BbiMyCKe FOTOBOW K 3KCMJlyaTaLuy BEPCMM MPOrPaMMHOro
obecnevyeHus;

6e30MacHyl0 OCTaBKY U YCTAHOBKY NPOrpaMMHoro obecnevyeHns B UHPOPMALIMOHHBLIX CUCTEMAX;
obecneyeHne NoAAEPXKY NPOrpamMMHOro obecrneyeHns Npw 3KCNayaTaLum Nosib30BaTeNsaMm;

pearmpoBaHue Ha MHGopMaLMo 06 yA3BMMOCTSAX NPOrpaMMHOro obecnevyeHms, NoCTynaoLwyo oT
rnosib3oBaTenen;

yCTpaHeHne yﬂ3BVIMOCTeVI nporpamMMHOro obecneyeHus, BbISBNIEHHbIX B X04€ €ro 3KCnAyaTauunm,
MONCK yFlBBI/IMOCTeI7I B NMporpaMMHOM obecneyeHun un pa3pa60TKy MEpP Mo X yCTpaHEHWUIO.

TpeboBaHMA K B,OKYMEHTMPOBAHMIO: BHYTpPEeHHWI pernamMeHT no paspaboTke 6e3onacHoro
nporpamMmHoro obecneveHns®
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coCTaB nporpaMMHoro obecneyeHuns, Ha pa3paboTKy ¥ 3KCMyaTauuio KOTOPOro pacnpoCTPaHATCS
MeponpuaTua (npoueccol) No pa3paboTke 6e3onacHoro nporpamMmMHoro obecneyeHus;

nepeyeHb nogpasgenieHnin (paboTHMKOB), Ha KOTOPbIX BO3/10XKEHbI (DYHKLIAW MO OpraHmn3aumm un
BHEAPEHMIO npoLeccoB pa3paboTkm 6e3onacHOro NporpaMMHoOro obecneyvyeHmns, nx PyHKLUN n
MONHOMOYUS;

COCTaB W cofiep)XaHne MeponpuaTuin (npoLeccoB) no pa3paboTke 6€30MacHOro NPorpaMMHOro
obecnevyeHus;

nepeyeHb MHCTPYMEHTabHbIX CPeACTB, NCMNOJb3YEeMbIX NPV peann3aLmn MeponpusTuii (NMpoLLeccos)
no pa3paboTke Be3onacHoOro NporpaMMHoro obecrnevyeHus;

nepeyeHb noapasaeneHnii (paboTHMKOB), Ha KOTOPbIX BO3/10XKEHbI (PYHKLIMKA MO KOHTPOJIO
npoLeccoB pa3paboTku 6e3onacHoOro NporpaMMHoOro obecneveHmns, X GYHKLUUN U NOSTHOMOYNS;

onuncaHue nopsiika B3auMoaencTens paboTHMKOB orepaTopa Npu oCyLLeCcTBAEHUN pa3paboTkm
6e3onacHoro nporpaMMHoro obecneyeHus.

TpeboBaHMuA K yCUNEHUIO:

1) nonck ys3BMOCTeN B MporpaMMHOM obecrneyeHnn B paMKax OTKPbITbIX NPOrpaMm C
NpUBIEYEeHNEM BHELLHMX 3KCNEPTOB 1 pa3paboTka Mep No UX yCTpPaHEeHUIO.

3.13. ObecnevyeHue pusnyeckomn 3awnTbl UHPOPMaALMOHHbIX cuctem (P3)

Lenb: VIcknoyeHre BO3MOXXHOCTY HECAHKLIMOHUPOBAHHOIO (PM3M4EeCKOro AOCTyrna K NporpamMmMmHo-
annapaTHbIM cpefcTBaM 06paboTKM 1 XxpaHeHUs nHdopMaLmm.

TpeboBaHua K peanusauum: MeponpuaTns no obecnevyeHno PU3N4eCKon 3aLmnThl
MHDOPMALMOHHBIX CUCTEM LOJHKHbI NpeayCcMaTpuBaTh:

onpegfeneHve NporpamMmMHo-annapaTHbIX CPeACTB UHPOPMALIMOHHBIX CUCTEM, NMPefHA3HAYeHHbIX ANs
06paboTku 1 (MnKn) xpaHeHUs NHPOPMaLMN, HECAHKLNOHUPOBAHHbLIN (PU3NYECKMI JOCTYN K KOTOPbIM
[0JKeH BbITb NCKNIOYEH (Oanee — cpencTBa 06paboTkM 1 XxpaHeHUs nHGoOpPMaLUmK);

onpefeneHve nepeyHs nuy, (KaTeropun anL), KOTOPbIM paspeLleH A0CTYN B NoMeLLeHns (30Hbl
nomeLeHnn) n (unn) pusnyecknin 4ocTyn K cpeacteam 06paboTkm n xpaHeHmsa nHpopmaumu, a
Takxe paboTHMKOB onepaTopa, OTBETCTBEHHLIX 3@ KOHTPOJIb AOCTYMa B MOMELLEHNS (30HbI
noMeLeHnin) n (nnm) K cpeacteam 06paboTkm 1 xpaHeHUs nHGopMaL K,

KOHTPOJIb OM3NYECKOro A0CTYMNa K CPeliCTBaM 06paboTKM U XpaHEHUS HopMaLun 1 (Wan) B
nomeLLeHns (30HbI MOMELLEHWNI), B KOTOPbIX OHWU YCTaHOBJIEHb;

OCYLLeCTB/IEHME JOCTYNa NOCTOPOHHMX WL, B MOMELLEHNS, B KOTOPbIX YCTAHOBJIEHbI CPELCTBA
06paboTKM U XpaHEHUS HGOPMALUW, 1 MPOBEAEHUE B HUX PabOT TOJIbKO B COMPOBOXAEHUN
PabOTHNKOB, OTBETCTBEHHbIX 3@ KOHTPOJIb A0CTYMNa B NMOMELLEHUS (30HbI MOMELLEeHWI), Mo
COrIacoBaHMIO CO CTPYKTYPHbIM NoApa3aesieHnem, crneunanmcTamM no 3awnte nHgopmauuy;

pasMeLleHne KOMMYHUKALMOHHOMO0 060pyA0BaHNSA MHGOPMALIMOHHbLIX CUCTEM B MecTax (LuKadax,
KOMHaTaX, flMKax), K KOTOPbIM UCKJTIOYEH HEKOHTPOJIMPYEMBIA LOCTYN, ONpeaesieHne NepeyHs nuy,
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KOTOpPbIM pa3pelleH AoCTyn K KOMMYyHUKaUWOHHOMY o6opy)103aHv|ro, a TakKXxe pa6OTHI/IKOB
orepaTtopa, OTBETCTBEHHbIX 3a KOHTPOJIb A0CTYMNMa K KOMMYTaLMOHHOMY o6opyu03aano.

®dn3nYecknin 4ocTyn K cpeacTeam 06paboTKM 1 XpaHeHUa NHopMaLMK L0/KEH ObITh NpeaoCcTaBAeH
TONbKO TE€M MO0JIb30BATENAM, KOTOPLIM OH HEOBX0AMM A5 BbIMNOJIHEHUS BO3JIOXKEHHbIX Ha HUX
obsa3zaHHOCTEN (PYHKLMIA).

MporpaMMHo-annapaTHble CpeacTBa NHPOPMALIMOHHBIX CUCTEM, NPeAHa3HAYeHHbIe 418 XPaHeHMUs
NHGOPMaLNK, LOKHbI BbITb YCTAHOBEHBI B MOMELLEHMSAX (30HaX NOMeLLEHWI, WKadax, GyTnsapax,
KOpnycax), HeCaHKLIMOHMPOBAHHbIN PU3NYECKUIA [OCTYMN B KOTOPbIE AO/IKEH ObITb NCKIIOYEH.

3anpeLlaeTcst OCTaBASATb CbeMHbIE MALUVHHbIE HOCUTENN NHAOPMaLUW, NPpeaHa3HaYeHHble ANs
CNOJIb30BaHNSA B MHOPMALIMOHHBLIX CUCTEMAX, @ TakKXXe He3abNoKMPOBaHHbIE 3KpaHbl KOMMbLIOTEPOB
C pa3MeLLEHHOM Ha HUX MHopMaLmen Ha paboymx mecTax paboTHUKOB B Hepaboyee BpeMs 3a
NCK/IIOYEHUEM MOMELLEHNIA, B KOTOPbIX Pa3peLLeHO XpaHeHNe MHopMaLmn B Hepaboyee BpeMsi.

KOHTpO/b (h3nYeckoro 4ocTyna K cpeacteam 0b6paboTkm n xpaHeHUs nHGoOpMaL MM OrpaHNYeHHOro
[oCTyna n (unun) B NnomMeLLeHns (30Hbl NOMeLEeHUI, WKadbl, PyTASPLI, KOpryca), B KOTOPbIX OHK
YCTaHOBJIEHbI, LOJKEH OCYLLEeCTBAATLCA B COOTBETCTBUM C BHYTPEHHUMIW perjiaMeHTamMu no 3awmre
NHMopMaLnN.

CbeMHble MalUVHHbIe HOCUTENN MH(OPMALIMK, pa3pelleHHble 415 UCMOb30BaHUS B
MHOPMaLMOHHBIX CUCTEMAX, MOAJEXAT YYETY N KOHTPOJIK NCMO/Ib30BaHNS. B MHhOPMaLMOHHbIX
cucTemMax JOJKHbI UCMOJSIb30BaTbCSA TO/IbKO CbEMHbIE MALUMHHbIE HOCUTENN UH(OPMaLUK,
BblAaBaeMble onepaTopoM (obnanaTtenem uHgpopmaumm). B cnydae obHapyxeHus Nosb3oBaTeNem
CbEMHOr0 MALUMHHOMO HOCUTENS MH(OPMaLIUK, MPUHAANEXHOCTb KOTOPOro UK BRagesbla
KOTOPOro YCTAaHOBUTb HE YAan0Ch, TaKOW CbEMHbIN MaLLUMHHBIA HOCUTENb MHOPMaLUK AO/IKEH
ObITb NepeaaH B CTPYKTYPHOE NoapasfesieHne, cneunanmcTam no 3awmTe nHhopmaLmmn ons
aHasiM3a coaepXaLlnxcs Ha HeM MHAOPMaLIMK, MPOrpPaMM 1 NpPU He06XOANMOCTY AaNIbHENLLIEro
YHUYTOXEHUS. MoakntoyeHne obHapy)KeHHOr0 CbeMHOr0 MaLLUMHHOMO HOCUTENs MHMopPMaLun K
MH(OPMALMOHHBLIM CUCTEMAM 3amnpeLlaeTcs.

TpeboBaHMA K B,OKYMEHTMPOBAHMIO: BHYTPEHHWI pernaMeHT no obecrneyeHnto pusnyeckon
3aLUThI MHPOPMALIMOHHBIX CUCTEM [0/KEH NpeayCcMaTpuBaTh:

COCTaB CpeAcTB 06paboTKM U XpaHeHUst UHDOPMALMN;

nepeYvyeHb NoMeLeHnn (304 NoMeLLeHN, WKagos, PyTAAPOB, KOPMYCOB), B KOTOPbIX YCTAHOB/EHbI,
XpaHATCA cpencTBa 06paboTKM N XpaHeHWs UHopMaLnn;

nepeYeHb N1l (KaTeropuim any), KOTOPbIM paspeLleH AOCTYMN B NOMeLweHns (30Hbl MOMELLEHNI) 1
(MnK) pmsmyecknin JoCTyn K cpeacTeam 06paboTkm N xpaHeHNs HopMaLun, a Takxxe paboTHMKOB
onepaTopa, OTBETCTBEHHbIX 3@ KOHTPO/Ib AOCTYMNa B NOMELLEHMNSA (30HbI MOMELLEHNI) 1 (MNn) K
cpencteam 06paboTKM 1 XxpaHeHUs nHpopMaLnu;

COCTaB U coep)xaHne MeponpuaTUin N0 KOHTPOJIIO (DU3NYECKOro AOCTYNa B NoOMeLLeHUs (30HbI
nomeLLeHun) n (unm) K cpencTesam 0bpaboTky 1 xpaHeHUs MHDopMaLUN.

TpeboBaHuA K ycuneHuio:

1) NnpuMeHeHne aBTOMATM3NPOBAHHBLIX CUCTEM KOHTPOJIA U yNpaBaeHUs 4OCTYNoM 1 (unu)
BMAeOHabNoOeHNSA ONA KOHTPOASA AOCTYNa B NOMELLEHMS (30HbI MOMELLEHUI), B KOTOPbIX
yCTaHOBJIEHbl cpeacTBa 06paboTKM 1 XxpaHeHMa NHGOPMaLMK, @ TaKXXe K MeCcTaM YCTaHOBKM
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KOMMYHUKaLMOHHO0 060pyA0BaHMS.

3.14. ObecnevyeHue HenpepbIBHOCTU PYHKLUMOHUPOBAHUA MH(DOPMALMOHHbIX
CUCTEM NMpPU BOSHUKHOBEHUM HewWTaTHbIX cuTyauumn (HP)

Uenb: ObecneyeHne BO3MOXXHOCTN BOCCTAHOBIEHNS BbINOJIHEHNS COLMANBHO 3HAYUMbIX (DYHKUNA,
VHBIX (YHKLMIA (MpoLeccoB, BUAOB paboT) MH(OPMALIMOHHBLIX CUCTEM, A1 KOTOPbIX YCTAHOB/EHSI
TpeboBaHUA K HEMPEPLIBHOMY PEXUMY (hYHKLIMOHNPOBAHMS (LaNiee — 3Ha4YUMble (YHKLUN), B
npeaenax MHTepBasIoB BPEMeHN BOCCTAHOB/IEH NS, YCTAHOBNEHHbLIX BHYTPEHHUMI CTaHAapTaMu 1
pernamMeHTamm no 3aliuTe NHpopPMaLnN,

TpeboBaHua K peanusauum: MeponpuaTuns no obecnevyeHnto HeNPepPbIBHOCTY YHKLNOHUPOBAHUS
MHHDOPMALMOHHBIX CUCTEM MPW BO3HUKHOBEHWW HELUTAaTHbLIX CUTYaLUA LO/KHbI NpeayCcMaTpuBaTh:

onpeaeneHne 3HaYUMbIX PYHKLNN;

onpegnesieHne nepeyHs NPorpaMMHbIX, MPOrpaMMHo-annapaTHbIX CpeacTs, obecneymBatoLLmX
BbIMOJIHEHWE 3HAYUMBIX DYHKLIWIA;

onpeneseHne nepeyHs HeWTaTHbIX CUTYaL WA, NPY BOSHUKHOBEHUN KOTOPbIX L0J/KHA OblTh
obecneyeHa HeMpPepbIBHOCTb BbIMOJIHEHUS 3HAYUMBbIX (YHKLINA;

onpeneneHne NHTepBasioB BpeEMEHN BOCCTAaHOBJIEHNA prHKLI,I/IOHI/IpOBaHVIFI I/IH(pOpMaLI,I/IOHHbIX
CNCTEM, NX CEerMeHTOB, BbINOJIHALWNX 3Ha4YNMble CDYHKLJ,VII/I;

Co34aHne LOCTaTOYHOr0 KOJIMYeCTBa pe3epBHbIX KOMWUI MPOrpaMMHbIX, MPOrpaMMHO-annapaTHbIX
CpencTB U UX KOHpUrypauui, obecnevymBatonx BbIMOAHEHNE 3HAYUMbIX PYHKLMIA, HEOOXOAMMbIX
L)1 BOCCTAHOBJIEHMA BbINOJIHEHNSA 3HA4YUMbIX (DYHKLUUA B YCTAHOBJIEHHLIN UHTEPBaJ BPEMEHN
BOCCT@HOBJIEHUS, U Mepnoanyeckoe TeCTMpoBaHNe Taknx CpeacTsB Ha paboTocnocobHOCTb;

Ha3Ha4YeHne HeobxoaAnMbIX N5 NpoBeaeHMs paboT No BOCCTaHOBNEHWIO (DYHKLMOHMPOBAHUS
MHDOPMALMOHHBIX CUCTEM PAabOTHUNKOB;

CO3AaHMe [OCTaTOYHOro KOIMYeCTBa pe3epBHbIX KON UHGopMaumnmn, HeobxoanMon ons
obecneyeHns BbIMONHEHNS 3HAYNMbIX DYHKLUIA, @ TaKXKe UX XpaHeHWEe Ha pa3HblX TUMAX MalLUMHHbIX
HocuTenen nHopMaLMy B MeCcTax, NCK0YaKoLWMNX HECAaHKLIMOHMPOBAHHbIN AOCTYN K pe3epBHbIM
KOMMUSIM MHAOPMaLUN.

MeponpusaTus no obecneyeHnto HENPEPbIBHOCTN (YHKLMOHUPOBAHMS NHHOPMALIMOHHBIX CUCTEM MPK
BO3HWKHOBEHMWUN HELWITATHbLIX CUTYaLUA A0KHbI MO3BONATL BOCCTAHOBUTL BbIMOJSIHEHUE 3HAYMUMbIE
(YHKLMM B Npeaenax MHTEPBasioB BPEMEHU BOCCTAHOB/IEHWS, YCTAHOBIEHHbIX BHYTPEHHUMY
CTaHOapTaMu U periamMeHTaMu Mo 3aLinTe NHGHOPMALIMN.

WHTepBanbl BpeMeHn BOCCTAHOBNEHUS (DYHKLMOHNPOBAHNS MH(OPMALIMOHHbLIX CUCTEM, UX
CErMeHTOB, BbIMOJIHAOLWMX 3HaYUMbIe (DYHKLMMW, YCTAHABMBAKOTCA B COOTBETCTBUN C aKTaMU, Ha
OCHOBAHMUW KOTOPbIX OCYLLECTBASAETCS CO3AaHMNe, IKCNyaTaumns NHHOPMaLMOHHBIX CUCTEM, NN
TpeboBaHusAMM obnafatens NHGOPMaLMM B 3aBUCMMOCTM OT 3HAYMMOCTU PYHKUMIA Ana obecneyeHmns
ero fesiTeslbHOCTH.

HomkHO 6bITb 06ecnevyeHo pe3epBHOE KOMMPOBaHME NHOPMaLIUK, COAEPXKALLENCS B
MHOPMALMOHHBIX CUCTEMAX, He06X0AMMOW A5 obecrneyeHns BbINOAHEHNSA 3HAYUMbIX YHKLWIA, a
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TakK)Xe ee XpaHeHne B MecTaX, NCKJII0YaLWMX HECAHKLIMOHMPOBAHHbIA AOCTYM K €e KOMusM.
MepnoAnYHOCTb Pe3ePBHOI0 KOMMPOBAHWSA, MECTa XPaHEHNS Pe3ePBHbIX KOMUIA N YPOBEHb
KPUTUYHOCTY pe3epBMpyeMoin nHGopMaLumn onpenensieTcs BO BHYTPEHHUX pPerfiaMeHTax.

Bpems BOCCTaHOB/IEHNS YyCTaHABIMBAETCS OMNEePaTOPOM B COOTBETCTBUM C aKTaMu, Ha OCHOBaHUW
KOTOPbIX OCYLLECTBASETCA CO3AaHNe, (hYHKLMOHNPOBaHNE NH(DOPMALIMOHHBIX CUCTEM, NN
TpeboBaHusAMM obnagatens NHGOPMaLMM C YHETOM 3HAYMMOCTY DYHKLMIA ANns obecnevyeHuns ero
LEeATENbHOCTN. B cy4yae HEBO3MOXKHOCTU BOCCTAHOBNIEHUS (DYHKLIMOHUPOBAHNSA MH(OPMALIMOHHON
CUCTEMbI B YCTaHOBJIEHHOE BPeMS A0JIXKHO BbITb 0becnevyeHo NHHOPMMPOBaHME NOb30BaTENEN 0
NPOrHO3UPYEMbIX CPOKaxX BOCCTAHOBIEHNSA (PYHKLMOHMPOBAHNSA MH(OPMALIMOHHbBIX CUCTEM.

JoCTyn K 3Ha4YMMbIM (PYHKLMAM MHPOPMALMOHHON CUCTEMbI, A5 KOTOPbLIX TpebyeTcs
BOCCTAHOBJ/IEHME B Npefenax YCTaHOBAEHHOr0 BPEMEHW BOCCTAHOBNEHUS, AO/KEH OCYLLECTBAATLCA
C CnoJsib30BaHMeM AybAMPOBaHHbLIX KaHaI0B Nepefayn fLaHHbIX, KOTOPblE NPefoCTaBAATCS
pa3HbIMK ornepaTopamMu CBS3W U (MAK) pa3HbIMU MHEHOPMALMOHHO-TENEKOMMYHNKALMOHHBIMM
cucTemMamum.

Lo/MKHbI MPOBOANTLCSA NEPUOANYECKINE MPOBEPKN BO3MOXKHOCTN BOCCTAHOB/IEHNS BbINOHEHWS
3HAYUMBIX (PYHKLMIA C NCMOIb30BAHNEM PE3EPBHbLIX KOMUIA MPOrpaMMHbIX, MPOrpaMMHO-annapaTHbIX
CPeAacTB 1 nHdopMauun, HeobxoANMOW AN UX BbINMOAHEHUS, C NPUBJIEYEHNEM PabOTHIKOB,
3a4eMCTBOBaHHbIX B NpoBeAeHU/ paboT No BOCCTAHOBAEHMIO (DYHKLMOHUPOBAHNS UHGOPMALMOHHbIX
cucTem.

B cnyyae npoBefeHns MeponpusTiA MO BOCCTAHOBAEHNIO (DYHKLVOHUPOBAHNA MHDOPMALMOHHBIX
CUCTEM, NX CErMEHTOB, BbIMOJHAOLWMX 3HA4YUMbIEe (hYHKLMW, C MPEBbILIEHNEM MHTEPBAJIOB BPEMEHN
X BOCCTAHOBNIEHUS A0O/KHA ObITb 06ecneyeHa BO3MOXKHOCTb BbIMOJSIHEHUS M0JIb30BaATENSAMM
3HAYUMBIX (PYHKLUMIA, B TOM YUCSie B HEABTOMATU3MPOBAHHOM PEXIME, B COOTBETCTBUM C
BHYTPEHHVMMU periaMeHTamMu no 3almTe nHhopMaLuu.

TPGGOBaHMﬂ K AOKYMEHTUPOBAHUIO: Bo BHYTpeHHUX CTaH4apTax no obecneyeHunto
HenpepbIBHOCTY (PYHKLMOHMPOBAHNSA YCTaHaBINBAKTCA:

COCTaB 3HAYUMbIX YHKLIWIA;

nepevyeHb HeWTaTHbIX CVITyaLI,VII7I, npn BO3SHUNKHOBEHUN KOTOPbLIX AO0J1XKHa 6bITb 06ecneyeHa
HEMPEPLIBHOCTb BbIMOJIHEHNA 3HAYNMbIX (pyHKLI,VIVI;

MHTepBasibl BpEMEHW BOCCTAHOBIEHMS (DYHKLMOHUPOBAHUS UHPOPMALIMOHHBIX CUCTEM, NX
CErMeHTOB, BbIMOJHALMX 3HAYNUMble (DYHKLNW;

TpeboBaHUA K KONMYECTBY pPe3epBHbIX KOMUIA NPOrpaMMHbIX, MPOrpaMMHO-anmnapaTHbIX CPeACTB U UX
KOH(Mrypaumin, 06ecnevymBaoLLmxX BbINOIHEHNE 3HAUUMbIX (YHKLMA, HEOOXOAUMBIX ANs
BOCCTAHOBJ/IEHWS BbINOJHEHNS 3HAYNMbIX (DYHKLWNIA B YCTAHOBJIEHHbIN MHTEPBa BPEMEHN
BOCCTAHOBJ/IEHUS;

TpeboBaHMA K MeCcTaM XpaHeHUs pe3epBHbIX KOMWUM Ha pa3HblX TUNAax MalUMHHbLIX HOCUTeNen
NHMOopMaL K.

BHYTpeHHWIN pernaMeHT, onpenensiownin nopsaok obecnevyeHns HenpepbIBHOCTY
(DYHKLMOHUPOBAHUS, AO/KEH COAepXKaTb:

COCTaB nogpasgeneHnin (paboTHMKOB), OTBETCTBEHHLIX 3a NpoBeaeHne paboT N0 BOCCTAaHOBIEHUIO
(PYHKUMOHNPOBAHUSA MHPOPMALIMOHHbBIX CUCTEM, NX (DYHKLIAW 1 MOJIHOMOYMS;
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COCTaB ¥ CoAep)KaHNe MeponpuaTiA NO BOCCTAHOBAEHUIO (DYHKLMOHNPOBAHNS MH(OPMALMOHHbIX
cncTem;

NopAAOK NPOBEAEHNS NPOBEPOK (TPEHUPOBOK) MO BOCCTAHOBAEHMNIO (DYHKLMOHUPOBAHUS
MHOPMaLMOHHbBIX CUCTEM.

TpeboBaHuA K yCUNEHUIO:

1) NnpuMeHeHne NporpamMmMmHbIX, NPOrpaMMHo-annapaTHbIX CPeacTs, obecnevmBatoLLnX BbINOHEHME
3Ha4YUMBbIX (PYHKLMIA, B 0TKA30yCTONYMBOW KOH(Urypaumm, obecneynBaoLen BOCCTaHOB/IEHME
BbIMOJIHEHNA 3HAYMMbIX (PYHKLNIA B YCTAaHOBMEHHbIN onepaTopom (obnagatenem nHdopmaLlmnm)
WHTEepBaJl BPEMEHW BOCCTAHOBJIEHUS;

2) NpoBefeHve Neprnoanyeckmx TPEHUPOBOK MO BOCCTAHOB/IEHMIO BbIMOJHEHNS 3HAYUMbIX YHKLNIA C
CNOJIb30BaHNEM pe3epBHbIX KOMWUIA MPOrpaMMHbIX, MPOrpaMMHO-annapaTHbIX CPeACTB U
nHopMaLun, HeobxoaNMONM ANst UX BbINOJHEHNS, C NPUBJAEYeHNeM paboTHMKOB, 3a4eNCTBOBAHHbIX B
npoBeaeHnn paboT Mo BOCCTAHOBMEHNIO (hYHKLIMOHMPOBAHNSA MHEOPMALIMOHHBIX CUCTEM.
MoNOXNTENbHLIM Pe3yNbTaTOM MPOBEPOK ABMAETCH BO3MOXXHOCTb BOCCTAHOB/IEHNS HEMPEPbLIBHOCTY
OYHKLUMOHUPOBAHUS MHPOPMALMOHHBIX CUCTEM B YCTAHOBJIEHHbIE MHTEPBAJIbI BPEMEHU
BOCCTAHOB/IEHNUS;

3) BBeJeHMe AexypcTB paboTHNKOB, 0becneynBatoLLX BOCCTAaHOBEHNE MHOPMALIMOHHBIX CUCTEM
B YCTAHOBJIEHHbIE MHTEPBaAbI, 415 obecrnevyeHns hyHKLNOHMPOBAHUS MHHOPMALMOHHBIX CUCTEM;

4) NpUMEHEeHMe CUCTEM MOHUTOPWHIa NPOV3BOANTENbHOCTYN 1 OCTYMNHOCTU CPEACTB
BbIYNCINTENBbHOWM TEXHUKN;

5) BHeApeHWe B MH(OPMALIMOHHON CUCTEME anmnapaTHbIX CPeACTB rapaHTMPOBAHHOW BIOKMPOBKM
He3aAelCTBOBaHHbIX JIMHNIA pe3epPBHOM0 KONUPOBAHUS AaHHbIX;

6) NCNosb30BaHNe CPEACTB CUHXPOHHOW HAaCTPOMKM NapaMeTpoB 6e30MacHOCTM 0BLLeCUCTEMHOMO
nporpaMmMHoro obecrnevyeHuns n CPeAcTB 3anTbl UHHOPMALIMKU NPY BOCCTAHOBEHUN
hYHKLMOHUPOBAHNSA MHPOPMALIMOHHON CUCTEMBI U €€ CUCTEMbI 3aLUTbI MHOPMALIMK,

3.15. NoBbIlWWeHUe YPOBHA 3HAHUN U MH(POPMUPOBAHHOCTU NOJsiIb3OBaTeEsNIen No
BOnpocam 3awwuTtbl MHpopmauum (Y3)

Llenb: CHMXEHME BO3MOXHOCTY peanmn3aumm yrpo3 6e30nacHOCTU NHOPMaLIUK, CBA3AHHbIX C
HefO0CTaTO4YHbIM YPOBHEM 3HaHUI (MHPOPMUPOBAHHOCTH), @ TakXe C BO3AENCTBMEM HapyLunTenen
Ha MoJib30BaTeNEN, N peannsaLmm MeToA0B COLMNATbHON UHXXEHEPUN.

TpeboBaHusa K peanusauum: MeponpraTa MO MNOBLILEHMWIO YPOBHSA 3HAHWIA N UHPOPMUPOBAHHOCTU
nosib30BaTesiell No BOMPOCaM 3aLinTbl MHOPMaLUM JOSKHBI BKOYATh:

[0BefeHMe [0 Nosib30BaTeNen NONNTNKKN, CTaHAAPTOB 1 PErn1aMeHToB Mo 3alluTe UHGopMauuu, a
TaKXXe MHbIX MHPOPMALMOHHBIX MaTepUanos, B TOM Yncie B hopMe namsaTok, baHHepoB, bykieTos,
Mo aKTyaslbHbIM BOMPOCaM 3aLUuTbl MHOPMaLIWK;

npoBeaeHne NekLuini, CEMUHAPOB, 0ByyatoLwmx Urp No BONpocaM 3alnTbl UHGOpMaLUN.

[omXHbI 6bITb ONpeaeneHbl KaTeropun PaboTHUKOB, 41 KOTOPbLIX NPOBOAATCS MEPONPUATIS MO
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MOBbILUEHWNIO YPOBHSA 3HAHWUIA U KOMMETEHLMIA N0 BONPOCAM 3alMTbl MHOPMALIMK, @ TaKXe
PaboOTHMKM, OTBETCTBEHHbIE 33 OPraHM3aLMio N NPUHATUE MEp MO NMOBbILLIEHWIO YPOBHS 3HAHWUIA 1
KOMMeTeHUW paboTHMKOB MO BOMPOCaM 3alUnTbl MH(opMaumn. MNepruoanyHoCcTb MePONPUATUIA MO
MOBbILLUEHWIO YPOBHS 3HAHMI 1 KOMMETEHLMA pabOTHMKOB MO BOMNPOCaM 3alMTbl UHGOpMaLuK, a
TakK)Xe NnpuBiekaemble s 3TOro JAnLa 1 UCNosib3yemble UMW CPeAcTBa ONpPenensoTcs Bo
BHYTPEHHMX perfaMeHTax rno 3alute nHhopmaLmn.

MpumeHsieMble onepaTopoM (obnagaTtenem nHgopMauum) cnocobbl NOBLILLEHNS YPOBHS 3HAHUIA
NoJIb30BaTEsIeN MO BONPOCAM 3aLMTbl UHPOPMALUN, NEPUOANYHOCTL U (HOPMbI OLIEHKW YPOBHS
3HAHWIN OOJIXKHBI ONPefensiTbCs BO BHYTPEHHUX PerjaMeHTax Mo 3alimTe nHgopmaumm. OLeHKa
YPOBHS 3HAHUI [O/KHA MPOBOAUTHLCS B COOTBETCTBUN C BHYTPEHHUMM CTaHAAPTAMM U
pernaMmeHTamu Mo 3almTte nHdopmauun. Ins nofb3oBaTesei, NoKa3aBLWNX HEYAOBETBOPUTEbHBbIN
YPOBEHb 3HAHWI MO BONPOCaM 3alMTbl UHPOPMALMK, [OSKHO ObITh OPraHn30BaHO NOBTOPHOE
NpoxoxaeHne 0byYaloLmnx KypcoB Nno BONPOCaM 3aLinThbl MHGOPMALIN,

PaboTHMKaMn, OTBETCTBEHHLIMUN 3@ OPraHM3aLnio N MPUHATUE MEP MO MOBbILLEHNIO YPOBHSA 3HAHWIA 1
KOMMNeTeHUnn paboTHMKOB MO BOMPOCaM 3alMTbl MHOPMaLUK, NPOBOANTCA NEPUOANYECKOe
TeCTMPOBAHME YPOBHS 3HAHMIN U KOMMNETeHUMI pabOTHNKOB MO BONPOCaM 3alUnTbl MHGOPMaLUN.
MepnoanYHOCTb U (POPMbl TECTUPOBAHUSA PabOTHMKOB ONPeaensATCA BO BHYTPEHHUX periameHTax
no 3awinTe nHpopmauunm.

CTpyKTYypHbIM NnoapasfesieHneM, cneymanucramm no 3awmnTe nHopMaLny BefeTcs yveT
paboTHMKOB, CUCTEMATUYECKUN MOKa3blBAOLLNX HEYAOBETBOPUTEbHbIN YPOBEHb 3HAHWUN U
KOMMeTeHLMI No BONpocaMm 3almnTbl MHopMaLmmn. CBefeHns No yKa3aHHbIM paboTHMKaM
NpeacTaBASIOTCA PYKOBOAMTESIO orepaTopa, 0TBETCTBEHHOMY JINLY NPW NPUHATUN yNpaBaeHYeCKnx
peLleHunn.

TPGGOBaHMﬂ K OOKYMEHTUPOBAHUIO: BHyTpeHHVII7I pernaMeHT Mo NoBbILLEHNIO YPOBHA 3HaHUN n
I/IH(*)OpMVIpOBaHHOCTI/I nosb3oBaTenen rno BOMPOCaM 3allThbl I/IHCDOpMaLI,I/II/I OOJIXKeH BK/O4YaTb:

nepeyeHb nogpasfenieHnin (paboTHMKOB, KaTeropun paboTHNKOB), AN KOTOpbIX TpebyeTcs
NOBbILLIEHNE YPOBHS 3HAHWUIA U MHPOPMUPOBAHHOCTY NONb30BaTENeN MO BONPOCaM 3aLUNThI
NHMopMaLnn;

OnucaHne NpUMeHseMbIX cnocoboB NOBLILLEHNSA YPOBHA 3HAHUA N KOMMETEHLNN pabOTHNKOB MO
BONPOCaM 3aLnThbl UHPOPMALIUN, N YCOBUA NX UCMOJIb30BAHNS;

COCTaB U Coep>XXaHne MeponpuATHIA NO NOBLILLIEHNIO YPOBHS 3HAHWUA 1 MHOPMUPOBAHHOCTY
nosib30BaTesIell MO BONPOCAM 3alnTbl MHHOPMaLUKN, NEPUOJNYHOCTL UX NPOBELEHNS;

nepeyeHb noapasaeneHnin (paboTHMKOB), OTBETCTBEHHLIX 3@ OpPraHM3aLUnio 1 NpoBeaeHne
NOBbILWEHNS YPOBHSA 3HAHWUA N MHPOPMUPOBAHHOCTI NONb30BaTEIEN MO BOMPOCaM 3allUThl
NHopmaunu;

NopsOoK NPOBeAeHNS TPEHNPOBOK C MOJIb30BaTENAMM MO NMPaKTUYECKON 0TpaboTke MeponpuaTuin no
3aWmTe nHpopMaumMm N OPMUPOBAHMIO HABLIKOB MO 3alLnTe NHGopPMaLnN.

TpeboBaHMuA K YCUNEHUIO:

1) npoBeAeHNEe UMUTALMOHHBIX PACChINOK 3NEKTPOHHBIX MUCEM Ha CNy)KebHble afpeca 31eKTPOHHON
MOYTbI, NHbIE CNY)KebHbIe CPeaCcTBa KOMMYHMKaLMNIA C LENbI0 OLEHKN YCTOMYMBOCTU MOb30BaTeNEN K
METOAAM COLMANIbHON NHXEHEePUM;
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2) npoBefeHVe TPEHNPOBOK C M0J1b30BaTENAMM MO NPaKTUYECKON 0TpaboTke MeponpuATHiA Mo
3almTe MHopMaL MK, NpeayCMOTPEHHbIX BHYTPEHHUMMW pernaMeHTaMmn no 3awmute nHhopmaumm, n
(hopMMPOBAHMIO HABBLIKOB MO 3aLiMTe MHOopMaLmK;

3) pa3paboTka KypCOB [J15 MOBbILUEHUS YPOBHS 3HAHWUIA N KOMNETEHLUI PabOTHUKOB Mo BOMpocam
3alMTbl UHGOPMALMK, OpraHM3aLmns NeproLNYeCcKoro NoBbILLEHNS YPOBHS 3HAHMIA 1 KOMMETEHUUIA
PaboTHMKOB MO BONPOCaM 3alUTbl UHGOPMALMKN B COOTBETCTBUM C pa3paboTaHHbIMK Kypcamu;

4) pa3paboTKa cneunanm3npoBaHHbIX KYpPCOB A5 MOBLILEHNS YPOBHS 3HAHWIA N KOMMETEHLUMN
PabOTHNKOB MO BOMPOCAM 3aLLUThI MH(OPMALIMK, NPeayCcMaTPUBAOWNX YraybaeHHbIe 3HAHWS
CnocoboB 1 CPenCTB 3alMTbl MHGOPMaLUK, @ TakXKe NPOoBELEeHNE TPEHWNHIOB M0
aAMVHUCTPUPOBAHNIO MHPOPMALIMOHHBIX CUCTEM W CPELCTB 3alLMThl MHGOPMaLUK;

5) ncnonb3oBaHWe aBTOMATU3NPOBAHHbLIX CUCTEM (NPOrpaMMHbIX NaaTgopm), paspabaToiBaeMbix
ornepaTopoM CaMOCTOATENIbHO UM LOCTYMNHbIX 415 npuobpeTeHnsa nam cBo604HOro UCMOJIb30BaHUA B
ceTn «MIHTepHeT», Ansa 0by4eHnsa N NPOXOXAEHNS TECTUPOBAHNA YPOBHSA 3HAHWUI N KOMMNETEeHLUIA
paboTHMKOB NO BONPOCaM 3aLuUTbl UHGOPMaLUK;

6) ocyLlecTBIeHNne BHeOYepeaHOM NPOBEPKMN YPOBHSA 3HAHUIA U KOMMNETEHLWI MO BONPOCaM 3aluUThbl
NH(opMaLy paboTHMKOB, HAaPYLUUBLUMX BHYTPEHHWNE CTaHAAPTbl AN pernaMeHTbl Mo 3awmTe
NHMOpMaL K.

3.16. ObecneyeHue 3aWwmuTbl MHOPMaLMKU NPU B3aMMOLEACTBUMU C
noapsaaHbIMU opraHusauusamu (3M)

Uenb: VckntoyeHne BO3MOXHOCTU HECAHKLIMOHMPOBAHHOIO OCTYMNa v BO3eiCTBUIA Ha
MH(OPMALMOHHBIE CUCTEMbI U COAEPXKALLYICS B HAX MH(OPMALIMIO Yepe3 B3auMOAENCTBYOLLMNE C
NHPOPMALIMOHHBIMU CUCTEMAMUN NPOrPaMMHO-aNMapaTHbIe CPeACcTBa NOAPAAHbLIX OpraHu3aLuii an
KaHasbl nepefayn JaHHbIX U MHTepPdENChl, NCMob3yeMble Ans A0CTYyNa NOAPSAHbLIX OpraHn3aLmin K
NH(POPMALIMOHHBIM CUCTEMAM.

TpeboBaHua K peanusauum: [o/KHbl 6bITb OrpeesieHbl MHHOPMALMOHHbIE CUCTEMBI,
nporpamMMHble, NPOrpaMMHo-annapaTHble CPeAcTBa U COCTaB MHAOPMaLUK, K KOTOPbIM MNOAPAAHbLIM
OpraHusauunaM NpefoCcTaBAseTCs AOCTYN ANS BbINOJHEHUS YC0BUIA 1OoroBopa, U obecneyeH
KOHTPOJIb AOCTYMNa NOAPAAHbLIX OPraHn3aunin K MHPOPMaLMOHHBIM CUCTEMAM, MPOrPaMMHbIM,
nporpaMMHo-anmnapaTHbIM CPEACTBAM U MH(OPMaLMK.

B moroBopax uan UHbIX OKYMEHTax, Ha OCHOBaHMM KOTOPbIX MOAPSAHLIM OpraHu3aLusam
npeaocTaBfieH AOCTYN K MH(OPMALIMOHHBIM CUCTEMAM WK NepeflaHa CoAepXallasacs B HUX
NHGOpPMaLUS, AOJKHA ObITb NpeaycMOTPeHa HeobxoanMocTk obecnevyeHns noapaaHbIMA
OpraHM3aunaMn 3anTbl MHOPMALLMK, K KOTOPOW MOyYeH A0CTYM, a TakXXe YyCTaHOBEHA
OTBETCTBEHHOCTb 3@ HapyLUEeHUs AaHHbIX TpeboBaHU onepaTopa. He AonyckaeTcs KonmpoBaHue
NoApsAHBIMK OpraHM3aunaMn MHAOPMaLIMK, K KOTOPOI UM NPeoCcTaBAeH AOCTYN, B Cyvae ecu
3TO He NPeayCMOTPEHO B AOrOBOPAX UM UHbIX LlOKYMEHTax, Ha OCHOBAaHMMN KOTOPbIX MOy4YeH
JOCTYN K MHPOPMALMOHHBIM CUCTEMAM.

MpenocTaBnieHne JOCTyNa K MH(OPMALMOHHBIM CUCTEMAM, MPOrPaMMHbIM, MPOrPaMMHO-
annapaTHbIM CPeCTBaM U MHGOPMaLMM paboTHNKAM NOAPSAAHbLIX OPraHM3aLMiA OCYLLECTBASETCS MO
3as1BKe nofapasaeneHus, obecneynBarowero PyHKLMOHMPOBAHNE MH(OPMALIMOHHbBIX CUCTEM,
COrJIaCOBAHHOW CO CTPYKTYPHbIM Noapa3aesieHneM, cneunanncTamMm no 3almte nHdopMaunm, unm c
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ncnoJib3oBaHMeEM CUCTEM ynpaBaeHna NpuBnnernpoBaHHbIMN y4€THbIMW 3afNCAMN.

ans 0O0CTYynMa paﬁoTHI/IKOB noopAagHbIX OpFaHI/I3aLI,I/II7I NOJKHbI ObITb CO3AaHbI OTAEbHbIE Y4€THbIE
3anncum C NnpasamMn goctyna, MUHNMaJ1IbHO HeobxoanMbIMU ANS BbINONHEHUS yC}'IOBI/IIZ [noroeopa.

MoapafHble opraHM3aunmn LOKHbLI OCYLLECTBAATL UCMOJIb30BaHNE CO3AAHHbLIX 419 HUX YYETHbIX
3anucen B COOTBETCTBUMN C HACTOALLMM MEeTOANYECKUM LOKYMEHTOM, BHYTPEHHUMU pernaMmeHTamu u
CTaHAapTaMu Mo 3awmTe nHdopMaLuunn.

[lO/>KEeH OCYLLECTBAATLCA MOHUTOPUHT 1 PerncTpaumns 4eNCTBUN YH4ETHbIX 3anncen, BblAeNeHHbIX
ANA NoApAAHbIX opraHn3aumi. NMpu obHapyXeHU NONbITOK HAPYLIEHNS NPaBUA pa3rpaHNYeHns
[OCTyna Wan NHbIX AeNCTBUI, He NpeayCMOTPEHHbIX AOFOBOPOM C MNOAPSAOHON OpraHM3aunen,
y4YeTHble 3anncu NoagpSAHbLIX OpraHn3aunii HezamMmeLnuTenbHO 610KNpyTCS.

B cnyyae ncnonb3oBaHus paboTHMKaMM NOAPAAHbLIX OpPraHW3aLUnin B Xoe npoBeaeHns paboT no
06C/1y>XBaHNIO, COMPOBOXAEHWIO, MHBIX PerfiaMeHTHbIX paboT B MH(OPMALIMOHHbIX CUCTEMaX
OTAEeNbHbIX MPOrPaMMHO-aNMapPaTHbIX CPEACTB B TakMX CPEACTBAX JO/KHbI MCMO/Ib30BaTLCA
CPenCTBa 3aWMTbl MHOPMALMKN, UCKOYAIOLWME HECAHKLMOHUPOBAHHBIA JOCTYM K HUM.

B MH(OpPMaLMOHHBIX CUCTEeMax, OTAeNbHbIX MPOrpaMMHO-annapaTHbIX CPeacTBax NoApPsAHbIX
opraHu3auuii, B KOTOPbIX OCyLLecTBAAOTCA 06paboTka 1 xpaHeHne noayyYeHHON B pesybTaTe
npeLoCTaB/IeHHOro A0CTYyNa UHopMaLmnm, fO/KHbI OblTb MPUHATHI Mepbl MO 3aLmMTe MHopMaLmu.

Mopanok BbiBOAa pa3paboTaHHOrO NporpaMMHoro obecneyeHns U3 KOHTYpPOB pa3paboTku n (nnam)
TEeCTMPOBAHMA B 3KCMJIyaTUpPyeMble MH(OPMALMOHHbIE CUCTEMBI ONepaTopa onpegenseTcs Bo
BHYTPEHHMX perjaMeHTax no 3awmnTe nHpopMaLnm, KOTopbie A40/KHbI ObITb AoBeAEeHbI A0
pabOTHNKOB NOAPSALHBLIX OPraHM3aLMiA B HacTM UX KaCaloLLencs.

Pa3paboTka (pa3BuTune) n (Mnm) TeCTUpoBaHMe NPorpamMMHoro obecneyeHns NoapsAHbIMM
OpraHu3aunsaMmn HeNoCpPeaCcTBEHHO B KOHTYpPe MPOMBbILLIEHHON IKCMyaTauum NHGMOPMaLIMOHHbIX
cucTeM onepaTopa (obnagatens nHpopMaumm) He gonyckaeTca. na nposeaeHmsa paboT no
pa3paboTke (pa3BuTnIO) U (MK) TECTMPOBAHUIO NPOrPaMMHOro obecnevyeHms paboTHUKaM
noapsAOHbIX oOpraHn3aumi 0okeH bblTb NpefocTaBieH AOCTYN K CheunasbHO BblAeNeHHbIM 4114
npoBefeHns Takux paboT cTeHAaM pa3paboTku 1 (Mamn) TeCTUpoBaHUsA. KOHTponb 4OCTyna
noapsOHbIX OpraHM3aumni K cteHaam pa3paboTky (pa3suTus) n (Mnmn) TECTUPOBAHMA AO/KEH
OCYLLEeCTBAATLCA B COOTBETCTBUN C BHYTPEHHMMUN pernamMmeHTaMm no 3awmte nHpopmaLmm.

YnaneHHbln LocTyn paboTHUKOB NOAPSAHLIX OPraHn3aLmMii K MHGOPMaLVOHHBIM CUCTEMAM U
CopepXKaLLencs B HAX MH(OPMALIMM OCYLLECTBASETCS C UCMOb30BaHNEM LUNGPOBANbHbIX
(KpunTorpagmyecknx) CpeacTs 3aLlnTbl MHGOPMaLMK, obecneymBatoLLMX 3aLlLUTy KaHaloB nepeaayu
DaHHbIX.

YpaneHHbIn LOCTYN NOAPSAAHbIX OPraHn3aunin K MHOPMaLMOHHBIM CUCTEMAM LOJDKEH
OCYLLEeCTBAATHLCA TOMbKO C MPOrpaMMHO-anmnapaTHbIX CPEACTB, Pa3MEeLLEHHbIX Ha TepPUTOPUN
Poccunckon ®epepauun.

B moroBopax uan UHbIX OKYMEHTax, Ha OCHOBaHWM KOTOPbIX MOAPSAHbIM OPraHu3aLmnsam
npenocTaBfieH A0CTYN K MHDOPMALIMOHHBIM CUCTEMAM UAN NepefaHa COAepPXKallascs B HUX
nHGopMaLMS, AOSKHA 6bITb NpeaycMOTPeHa HeobxoanMocTk obecnevyeHns noapaaHbIMI
OpraHM3aunaMn 3anTbl MHOPMALLMK, K KOTOPOW MOy4YeH A0CTYM, a TakXe YyCTaHOBIEHA
OTBETCTBEHHOCTb 3@ HapyLLUEeHUs AaHHbIX TpeboBaHWUA onepaTopa.

B cny4yae ecnm B pe3ysibTaTe NpefoCTaB/IEHHOro A0CTyMNa B MHPOPMALMOHHBIX CUCTEeMaxX NoApPALHbIX
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opraHu3aumin ocyulecTenseTcs obpaboTka 1 xpaHeHMe NoNy4eHHON NHPOPMALIUK, B HUX LOSKHbI
ObITb MPMHATbLI MepbI MO 3aliUTe MHPOPMaLMM B COOTBETCTBUM C HACTOALLNM METOANYECKNM
LoKyMeHTOM. CoCcTaB MHGopMaLnK, LLenn ee 3amTbl 1 KNacChbl 3aLlULLEHHOCTI, B COOTBETCTBUN C
KOTOPbLIMW NOAPSAAHBLIMY OPraHn3aLnaMm OOKHbI ObiTb MPUHATHI MEPbI MO 3alnTe NHDOPMaLUN BO
B3aVMOLENCTBYIOLLNX NHPOPMALIMOHHBIX CUCTEeMaXx, COrnacyoTcs ¢ onepaTtopoM (obnapatenem
NH(opMaLLmn).

TpeboBaHuA K [,OKYMEHTUPOBAHUIO: BHYTPEHHWIN pernaMeHT Nno NpeaocTaBaeHnto paboTHNKaM
NOAPAAHBLIX OpPraHM3aUMin AOCTyNa K MHDOPMALMOHHBIM CUCTEMaM M COLEP KaLLENCs B HUX
MHOPMaLMM JOJHKEH COAepXaTb:

LieSIn NpeaocTaBNeHns NoapsaaHbIM OpraHn3aumnsM gocTyna K MHGOPMaLMOHHbIM CUCTEMaM 1
cofepXallenca B HUX MHGOPMaLUK, KaTeropun NoapsSAHbIX OPraHn3auunii, KOTOPbIM BO3MOXXHO
npefocTaBfieHne 4OCTyna K MHOPMaLIMOHHBIM CUCTEMAM M COAEPXKALLENCS B HUX MHAOPMaLW;

nepeyeHb MHHOPMALIMOHHBIX CUCTEM, CErMEHTOB UH(OPMALIMOHHBIX CUCTEM, OTAESbHbIX
NporpaMMHO-anmnapaTHbIX CPeACTB, CTEHA0B Pa3paboTKM 1 TECTUPOBAHNSA, @ TaKXXe KaTeropum
MHDOPMaLMK, K KOTOPbIM NOAPALHBIM OpraHn3aunsaM NpeaocTaBaseTcs 4OCTyn;

BUAbI [OCTYNa NOAPAAHBIX OpraHn3aLmnii K MHPOPMALIMOHHLIM CUCTEMAM 1 COAEPXKALLENCS B HUX
nHopMaLMn, MYHKLUM N NOJHOMOYUS NOAPSAHLIX OpraHU3aLniA Npu KaXxaoM Buae AocTyna;

OCHOBAHWA 1 MOPAAOK NPeAoCTaBAEHUS OCTYNa NOAPSAHbBIX OpraHn3aLmnil K MHHOPMALMOHHBIM
CUCTEMAM 1 COAEPIKALLENCS B HUX MHOPMaLLUK;

yCJIOBUSI NPEeAOCTaBAEHUS JOCTYNa NOAPSAHLIX OPraHn3aLmnin K MHDOPMALMOHHBIM CUCTEMAM W
cofepXaLlenca B HUX MHGOPMALIUK, B TOM YUC/Ie Mepbl MO 3alUTe NPOrpaMMHO-anmnapaTHbIX
CPencTB, MHPOPMALIMOHHBIX CUCTEM, KaHAI0B Nepefadn AaHHbIX, MICNOAb3yeMbIX NOAPALHbIMU
opraHm3aunamu;

0043aHHOCTM M OTBETCTBEHHOCTb NOAPSALHbLIX OpraHu3aunin npu obpaboTke n xpaHeHUN
nHgopmMauny onepatopa (obnagaTtens), B TOM Yncne NopsLoK yaaneHns nHgpopmaunm;

nepevyeHb NoapasaeneHnin (paboTHMKOB), OTBETCTBEHHbIX 3@ KOHTPOJ1b BbINOJHEHUS NOAPSALHBIMY
opraHusaumnsamm TpeboBaHU No 3alMTe MHOPMaLMK, U NOPSALOK NPOBEAEHNS KOHTPOS.

TpeboBaHMuA K YCUNEHMUIO:

1) posmKHO 6bITh 06ecneyeHo LeHTPaM30BaHHOE yrpaBieHne y4eTHbIMU 3anucamu (rpynnamm
y4YeTHbIX 3anucei) NogpsAHbIX OpraHn3aunii n ux ayTeHTUMUKALNOHHON HDOpMaLnen;

2) LOJKHbBI MPUMEHSATLCSA CPEACTBA, CUCTEMbI FE0MO3ULIMOHMPOBAHNS NPOrPaMMHO-annapaTHbIX
cpeancTs, obecrneymBaioLLe onpeaeneHne MecTa, U3 KOTOPOro OCYLLECTBASETCS yAaNeHHbIN JOCTyr;

3) ponxeH BbITb 0becneyeH KOHTPOJIb 3arpyXaeMblxX NOAPALHBIMU OpPraHN3aLMsMu B
MHDOPMALIMOHHbIE CUCTEMbI (DANIOB Ha HaNNYNE B HAX BPEAOHOCHOr0 NPOrpaMMHOro obecneyeHus,
a TaKXXe KOHTPOJIb BbIFrpy>XaeMbIX MOAPAAHBIMW OpraHn3aunaMm Gainnos.

3.17. ObecneyeHue 3aLLUTbl OT KOMNbIOTEPHbIX aTakK, HanpaBJIeHHbIX HA OTKa3
B 06cny>xusanuu (00)
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Lensb: MicknoyeHre BO3MOXXHOCTY 610KMPOBaHMA [OCTYNa K MHPOPMALIMOHHBIM cucTemam 1 (unw)
cogepxallencs B HAX MHopMaLMy BCIeACTBME BO3AENCTBUM Ha UHTEP(ENCHI, K KOTOPbIM OJKEH
ObITb 0becneyeH NOCTOAHHbBIN [OCTYN U3 ceTn «NHTepHeT».

TpeboBaHusa k peanusauum: ObecneyeHve 3aWnTbl MHHOPMALMOHHBIX CUCTEM OT aTak,
HanpaBJ/IEHHbIX Ha 0TKa3 B 00CyXXUBaHUN, [OJHKHO NPeayCMaTpUBaTh:

onpeneneHne NHTepMENCOB 1 CEPBUCOB MHDOPMALIMOHHBLIX CUCTEM, KOTOPbIE A0JIKHbI ObITh
MOCTOSIHHO JOCTYMHbI U3 CeTn «/IHTepHeT», 1 onpeaeneHne nx NPUHAANEXXHOCTN U Ha3HAYEHUS;

BblsiBJIEHME NYONNYHBIX CETEBbIX aAPECOB, 3apPErNCTPUPOBAHHbLIX 3@ ONepPaTopoM 1 (1au)
MOJly4YEeHHbIX OT NpoBaiaepa XOCTUHIa, N AOMEHHbIX UMEH, UCMOb3yeMbIX A5 obecneyeHus
(YHKLMOHUPOBAHNSA MH(POPMALIMOHHBLIX CUCTEM, N OMNpPeLeNeHne UX Ha3HaYeHus;

orpaHnyeHne [ocTyna K UHTepdencam 1 cepmcam MHPOPMALMOHHBIX CUCTEM, JOCTYMHbLIX U3 CETU
«MHTepHeT», NyBANYHbIX CETEBLIX aAPECOB N AOMEHHBIX UMEH, HE NCMOb3YeMbIX A5 3KCMayaTaLmm
n (nnun) obecneyeHns hyHKUMOHNPOBAHNS MHOPMALIMOHHBIX CUCTEM;

onpenesieHne ceTeBbiX aapecos, C KOTOPbIMU O0J/1XKHO 6bITb 06ecneyeHo B3aMoaeNCTBME
NHMOPMALIMOHHBIX CUCTEM, U (hOPMUMPOBaHME CMNCKA Pa3peLleHHbIX CeTeBbIX afpecoB B YCJIOBUAX
peannsaunm KOMNbOTEPHbLIX aTak, HanpaBJ/IEHHbIX Ha OTKa3 B OﬁCﬂy)KI/IBaHI/II/I;

CMO/Ib30BaHME NPOrpaMMHbIX, MPOrpPaMMHO-annapaTHbIX CPeACcTB, 06ecneynBaloLLIMX aHaan3 u
VbTPALMIO BXOASLLErO TPadvKa B COOTBETCTBUM C MAaTPULLEN KOMMYHUKALUA UHPOPMALIMOHHBIX
CUCTEM C CeTbto «MIHTePHET», N BO3MOXXHOCTb B/10KMpOBaHUA BXoasLLero Tpaduka, obnaaatowero
NpV3HaKaMn KOMMbIOTEPHBIX aTak, HaMpaB/IeHHbIX Ha 0TKa3 B 06C/y)XXBaHUW, OT CETEBOMO A0
MPVKNAAHOMO YPOBHS MH(POPMALIMOHHbIX CUCTEM;

CNOJIb30BaHMNE AaHHbIX MHPOPMALMOHHON CUCTEMbI ONPeesIeHNs CTPAHOBOW NMPUHAANEXHOCTY
ceTeBbIX a/lpeCoB LIeHTPa MOHUTOPUHIA U YIpaBAeHUs ceTaMmn CBA3mn obLiero nosb3osaHns’ (GeolP);

obecneyeHne xpaHeHNs MHOPMaLUKN O haKTax peannsaumm aTak, HanpaBJ/IEHHbIX Ha OTKa3 B
06CNy>XMBaHUN, B COOTBETCTBUW C BHYTPEHHUMW CTaHAAPTaMM LU periamMeHTaMm no 3awmTe
NHopmaLny;

aHann3 NIorMYecKol CXEMbI CETY C LIeSbIO BbISIBNIEHUSI CETEBbIX Y3/10B (CErMEHTOB) Ha MyTw
NPOXOXXAEHNS TpanKa AN BbISBAEHNS HU3KOW NPOMYCKHOW CNOCOBHOCTM.

Mepbl M0 3aLLMTE OT KOMMbIOTEPHbIX aTak, HanNpaB/eHHbIX Ha 0TKa3 B 06CNyX1BaHMMW, MPUHUMAIOTCA
B OTHOLUEHWW UH(OPMALIMOHHBIX CUCTEM, UMEIOLLNX MHTEPMENCHI 1 CEPBMUCHI, KOTOPbIE A0/KHbI ObITh
AOCTYMHbI U3 CETU «MHTEepHET».

[lonKHO obecneymBaThCs B3aMMOAENCTBME C FrOCYAAaPCTBEHHON CUCTEMOWN 0OHapPYXeHNS,
npefynpexaeHns n AMKBuaauuy nocneacTBUn KOMNbIOTEPHBIX aTakK Ha MH(OPMaLMOHHbIE pecypChbl
Poccunckon ®epepauun. Takxxe fomKHO BbiTh 0becnevyeHo B3aumogencTsme ¢ LeHTpom
MOHUTOPUHIa W YTPaB/eHNs CETbI0 CBA3M 0BLLEro nosib30BaHUs® NPy HaMYMN Takoi BO3MOXKHOCTH.

MeponpuaTna no obecnevyeHmnto 3alnTbl OT KOMMNbIOTEPHbLIX aTak, HanpaB/eHHbIX Ha 0TKa3 B
0bCcny>XnBaHUK, peann3yloTcs CaMOCTOATENLHO ornepaTopoM (obnagaTenem nHdopmauum), n (nnm) c
npuBaeYeHneM NpPoBanaepoB XOCTUHra, 1 (MaKn) opraHn3saumi, NpeaoCcTaBASAOWMX YCAYrn CBSA3N, U
(MnKn) opraHM3auunn, OKasbiBaOLWMUX YCAYr MO KOHTPOO, PuabTpaLmm n 610KNPOBaHNIO CETEBbIX
3anpocoBs, obnagatoLmx nNpm3HakaMy KOMNbIOTEPHLIX aTak, HanpaB/EHHbIX Ha 0TKa3 B
obcnyxunBaHuu.
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C uenbto 610KMpoOBaHMSA BXOAsLLEro Tpagurka, obnafaowero NpM3HakaMm KOMMNbOTEPHBIX aTak,
HamnpaBJ/IEHHbIX Ha 0TKa3 B 06CyXXUBaHUK, C y4aCTEM OpraHM3aLUuii, NPeaoCTaBASIOWNX YTy
CBSI3M1, WK OpraHM3aLnii, OKa3blBaOLLMX YCAYTY N0 KOHTPOJIO, (huabTpauun n 610KMpoBaHNIO
CeTeBbIX 3anpocoB, 061a4aloLWMNX NPU3HAKAMM KOMMbIOTEPHBIX aTak, HanpaBleHHbIX Ha 0TKa3 B
obcnyxnBaHuy, paspabaTeiBaeTcsa WabnoH HUNbLTPALMK aTakK, a TakXXe NoPsAoK B3aMMOIENCTBUA
Mo COBMECTHOMY 6/10KMPOBAHNIO KOMMbIOTEPHBIX aTak, HanpaBleHHbIX Ha 0TKa3 B 06CNy)XMBaHUW, B
TOM YUMCJIe Ha OCHOBE OMnpefieneHns CTPAHOBON NPUHaANEXHOCTI CETEBLIX aApecos, U
Pa3rpaHNYeHno 30H OTBETCTBEHHOCTY NPV TakoM BIOKMPOBaHUN, a TakKXXe COAEePXKaLLni NopsaoK
hopMMpPOBaHMS NEePeYHeN CeTeBbLIX aApPecoB, C KOTOPLIX UAET KOMMbIOTEPHas aTaka, HanpaB/ieHHas
Ha 0TKa3 B 006CNy)XNBaHUK, NSIN UHBLIX NMPU3HAKOB aTak, onpedesieHne n nepenada «benbix» CrnCcKoB
CeTeBbIX aJlpecos.

TpeboBaHuA K [,OKYMEeHTUPOBaHMUIO: Bo BHyTPEHHEM CTaHAapTe, yCTaHaBAMBatoWeM TpeboBaHus
K HEMPEepbIBHOCTY (PYHKLMOHMPOBAHNS MH(OPMALMOHHbLIX CUCTEM, YCTaHaBAUBAOTCS:

nepeyeHb noapasaeneHnii (paboTHMKOB), Ha KOTOPbIX BO3/10XKEHbI (hYHKLMK N0 obecnevyeHnto
3allNThl OT KOMMbIOTEPHBIX aTak, HarNpaB/IeHHbIX Ha 0TKa3 B 06CyXUBaHWK;

NOpAAOK AENCTBMI noapasaeneHnin (paboTHNKoB) Npu obecneyeHnn 3amTbl OT KOMMbIOTEPHbIX
aTak, HarnpasJIEHHbIX Ha 0TKa3 B 06CNyXXMBaHUN;

NopsA0K B3aMOAENCTBUS onepaTopa UHGOPMaLMK C NPOBaiAepPOM XOCTUHIa UK OpraHn3auunen,
NpefoCTaBNALWENA YCYT CBA3W, NN OpraHn3aLMeil, OKa3blBatoLWen YCAYrii N0 KOHTPOO,
dunbTpaumm n 610KMPOBaHMIO CETEBbIX 3aMpPoCcoB, 061afatoLLMX NPU3HAKaMM KOMMbIOTEPHbIX aTak,
HamnpaBJ/IeHHbIX Ha 0TKa3 B 06CyXXUBaHUN;

BPEMS BOCCTAHOBAEHMSA (DYHKLMOHMPOBAHNSA B C/lyHae HapPYLIEHUS WTAaTHOMO pexnma
(DYHKLIMOHNPOBAHWSA BCIEACTBUE peann3aLnn KOMMNbIOTEPHbIX aTak, HarnpaB/IEHHbIX Ha 0TKa3 B
obcnyxnBaHuu.

TpeboBaHMuA K yCUNEHUIO:

1) HanMyme cUCTeMbl MOHUTOPUHIA PECYPCOB 1 METPUK NMPON3BOAUTENBHOCTM CEPBEPOB, CPEACTB
CBSI3M 1 CPEACTB 3alUNTbl MHGOPMALIMM, UCNOJb3YEMbIX Ha NMYTW NPOXOXKAEHNS TpauKa OT TOUKU
ny6amKauum 3aLLmLLIaeMoro pecypca 40 KOHEYHOro XoCTa BHYTPU UHGOPMALIMOHHOW CUCTEMBI.

3.18. ObecneyeHue 3aWwuThbi MH(POPMALMK NPU UCNONIb3OBAHUMN
MCKYCCTBEHHOro uHrennekrta (UN)

Lenb: ICKI04YEHNE BO3MOXHOCTH HECAHKLUMOHNPOBAHHOIO AOCTYMa K I/IH(pOpMaLI,I/IOHHbIM cncrtemMam
" ManopmaLle npun NCnNosib30BaHUN CUCTEM UCKYCCTBEHHOIO MHTEJINIEKTA.

TpeboBaHusa K peanusauuu: locpeCTBOM NPOBEAEHNA MEPONPUATUIA NO 0becrnevyeHunio 3aLnThl
NHDOPMALIMK MPX NCMOb30BaHNN CUCTEM UCKYCCTBEHHOrO HTENNEeKTa® A0JKHA BbiTb NCKII0YEHa
BO3MOXXHOCTb HapyLUeHNst KOHOUAEHLUMANBHOCTU, LLeNOCTHOCTA U AOCTYNHOCTU MH(OPMaLnK,
obpabaTbiBaEMON B CUCTEME UCKYCCTBEHHOI0 UHTENNIEKTA, 3@ CHET AENCTBUNA BHELLHUX 1
BHYTPEHHMX HapyLunTenen.

Mpy co34aHNN CUCTEM NCKYCCTBEHHOIO UHTENIEKTa onepaTopoM (obnaaaTeneMm nHhoOpPMaLMn)
A0J/KHa ObITh MPOBeeHa OLEHKa Yyrpo3 6e30nacHOCTM MHAOPMALLMK, CBSI3aHHBIX C Pa3paboTKom u
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3KCnayaTaunen CUCTEMbI MCKYCCTBEHHOMO UHTeNNeKkTa. CeeneHust 06 yrpo3ax 6esonacHocTu
NHGOPMaLINM CUCTEM NCKYCCTBEHHOIO MHTEINIEKTa CollepXaTcs B 6aHKe AaHHbIX Yrpo3
6e3onacHocTu nHopmauun ®CTIK Poccun.

Mo pe3ynbTaTaM OLEHKMN Yyrpo3 6e3onacHoOCTM NHpopMaLnn AOKHO BbiTh pa3paboTaHo
TeXHNYeckoe 3afaHune, cogepxallee TpeboBaHMA K peasm3aunm Mep 3awmnTbl MHGOPMaLMK B
CUCTEME NUCKYCCTBEHHOIMO MHTEJIEKTA.

Mpwu pa3paboTke CUCTEMbI MCKYCCTBEHHOr0 UHTENNEKTA A0/KHa ObiTh obecneyeHa 3awnTa
cnepyrowmx o6 beKToB:

06bEeKTbI UHPOPMALNOHHON NHADPACTPYKTYPbI Pa3paboTKy CUCTEMbI UCKYCCTBEHHOIO MHTENIEKTA;

nporpaMmHoe obecneyeHne, obecneympatoliee pa3paboTKy CUCTEMbI NCKYCCTBEHHOIO UHTE/IEKTA
(noaroToBka HabopoB 0by4YaloLWUX AaHHBIX, 0byYeHe U TeCTUPOBaHMNE MOAENEN NCKYCCTBEHHOIO
WHTENNEKTa), B TOM Y/Cae BXOASLINE B €r0 COCTaB hpenMBopKu, BUBANOTEKMN, NHbIE UHCTPYMEHTBI;

nporpammHoe obecneveHmne, obecneympatolLee pa3paboTky API-nHTepthencoB, areHToB, CUCTEMBI
UNbTPaALMMN BXOAHbIX N BbIXOAHbIX AaHHbIX;

BXOAHas MOAeSb UCKYCCTBEHHOr0 MHTE/IEKTa, UCMoNb3yeMas ansa pa3paboTku (0byyeHus)
BbIXOA4HOW MOJENN UCKYCCTBEHHOIr0 MHTE/IEKTa (MPK Hannyum);

Habopbl 0byYaloWMX AaHHbIX;
BbIXOAHasA MOLesb MCKYCCTBEHHOr0 MHTENIEKTa 1 ee MapaMeTpbl (Beca);

nporpaMmmMmHoe obecneyeHue, obecneympalolLee peannsaLnio TEXHONOMMA NCKYCCTBEHHOIO
NHTennekTa (MoAenn NCKYCCTBEHHOr0 UHTEJJIEKTA), @ TaKXXe areHTOB UCKYCCTBEHHOr0 UHTeNIeKTa,
API-nHTepencos, cnctem unbTpaunm (KOHTPONSA) BXOOHbIX U BbIXOAHbIX AaHHbIX.

B MH(OPMALIMOHHON NHMPACTPYKTYPE pa3paboTKM CUCTEMbI UCKYCCTBEHHOMO UHTENEKTA [O/IKHBI
ObITb peann30BaHbl Mepbl MO 3aLLKUTe UHGMOPMALMN MO KNACCY 3aLLMLLEHHOCTM He HUXKe Knacca
3aLUNLWEHHOCTU NHGOPMALIMOHHON cCUCTEMbI onepaTopa (obnagaTtens nHdopmaumm).

[ONONHNTENBHO B MHOPMALMOHHOW UHADPACTPYKTYPE pa3paboTKM 4o/KHbI 6bITh 0becrneyeHbi:

BblesieHe MHPOPMALIMOHHON NHGPACTPYKTYPbI Pa3paboTKM CUCTEMBI UCKYCCTBEHHOIO MHTEIEKTa
OT MHOW MHPPACTPYKTYpPbI pa3paboTynka, He CBA3aHHON C pa3paboTKol AaHHOW CUCTEMBI, B
OTAENbHbIA N30/IMPOBAHHBI CErMEHT;

0TKa3 OT ucnonb3oBaHus Hebe3zonacHbIX (hopMaToB 06paboOTKM N XpaHeHUs AaHHbIX (Hanpumep,
pickle) n npumeHeHne 6esonacHbix popMaTos AaHHbIX (ONNX, protobuf n opyrue opmaThl);

LEeNOCTHOCTb NMporpaMmMHoOro obecneyeHus, peannsytowero pa3pa60TKy CNCTEMbI NCKYCCTBEHHOIO
NHTEeNNeKTa.

B MH(hOpPMaLMOHHON NHPACTPYKTYpPE pa3paboTKM CUCTEMbI UCKYCCTBEHHOMO MHTE/IEKTA He
[0NYCKAeTCs pelleHne 3a4a4, He CBA3aHHbIX C Pa3paboTKON CMCTEMbI MCKYCCTBEHHOMO MHTENEKTA.

B oTHOWEHUN Ha60pOB 06y‘-la}0LLl,I/IX JlaHHbIX J0KHbI ObITh 06ecneyeHb!:

NPUMeHeHNe B NPMOPUTETHOM Nopsiike HabopoB 06yYaloLLMX AaHHbIX N3 LOBEPEHHbIX NCTOYHUKOB
(Hanpumep, NHPOPMALIMOHHbBIE CUCTEMBI FOCY1APCTBEHHbLIX OPraHOB, OPraHU3aLMA U YYPEXAEHWUNA,
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3Ha4YMMble 06beKTbl KPUTUYECKOWN MHPOPMALIMOHHOW MHPPACTPYKTYpbl Poccninckon depepaunmn);

aHTMBUPYCHasa NpoBepka oby4aloLmnxX AaHHbIX Ha NpeaAMeT Haan4mMa B HUX BPEAOHOCHOr0
nporpaMmMHoro obecneyeHus;

XpaHeHune oby4yaloLmnx AaHHbIX B 060COONEHHOM XpaHUANLLE;
LeN0CTHOCTb 0byYaloLWmX AaHHbIX.

Mpu NCNONb30BaHNM BXOLHON MOAENN NCKYCCTBEHHOIO UHTENEKTA [O/KEH bOblTb NPOBEAEH aHaNN3
cBefeHunin 06 ya3BMMOCTSAX YKa3aHHOM MOAENMN, NOJyHaeMblX U3 BHELLUHUX UCTOYHWUKOB (6a3bl AaHHbIX
N3BECTHbIX YSI3BUMOCTEN, 0hmLMalibHble pecypchl pa3paboTyNKOB NPOrpaMMHbIX CPeACTB,
cneumanusmpoBaHHble nybankaunm, GopyMmbl, MHbIE UCTOYHUKK). B OTHOLWEHUN BbISBNIEHHbIX
ySI3BMMOCTEW pa3paboTynMKOB CUCTEMbI MCKYCCTBEHHOIO UHTENEKTA [O/KHbI ObITb MPUHATLI MEPbI,
HanpaBJ/ieHHble Ha HeNTPasn3aLmMio BbISIBJIEHHbIX YS3BUMOCTEN.

B oTHOWeHMN nporpamMmHoro obecneyerHuns, obecneymsatowero pa3paboTky 1 skcnayaTauuto
CUCTEMbI NCKYCCTBEHHOIO MHTENNIEKTA, AOJKEH ObITb NPOBEAEH aHANN3 YSA3BUMOCTEN
nporpaMmMHoro obecneyeHns Ha OCHOBAHUMN AaHHbIX, MOJy4YaeMbIX U3 BHELLIHWUX NCTOYHUKOB (6a3bl
JlaHHbIX N3BECTHbIX YS3BUMOCTEN, OhmLManbHble pecypcbl pa3paboTynKoB NPOrpaMMHbIX CPeacTB,
cneumnann3mpoBaHHble Nybavkaunm, GopyMmbl, UHbIE UCTOYHUKIK), U MPUHATbLI MEPbI MO KX
yCTpPaHeHMuio.

Mpwn 3KCnayaTauum CUCTEMbI UCKYCCTBEHHOMO MHTEIEKTa B MHPOPMALMOHHON CMCTEME O0JIKHA
6bITb 06ecneyeHa 3aWmUTa creayowmnx 06beKTOB:

00BbEKTbI MHHOPMALIMOHHOW MHPPACTPYKTYPLI, 0becrneynBatoLLen 3KCNayaTaLnlo CUCTEMBI
NCKYCCTBEHHOr0 MHTENIEKT];

nporpamMMmHoe obecneyeHune, obecneymsatoLlee peanm3aLnio TEXHOIOMMN UCKYCCTBEHHOMO
NHTennekTa (MoLenn NCKYCCTBEHHOr0 UHTEJJIEKTA), @ TaKXXe areHTOB UCKYCCTBEHHOr0 UHTeNIeKTa,
API-nHTepencos, cuctem uabTpaunm (KOHTPONSA) BXOLHBIX U BbIXOOHbIX OaHHbIX;

oby4yeHHas 1 rotoBas K MCNOb30BaHMIO MOLESb UCKYCCTBEHHOMO UHTE/IEKTA, €€ paclUNpeHns
(LoRA, RAG 1 apyrue pacwmpeHus (npm HeobxoammocTn).

B cnyyae ecnm ans skcnayaTauum CMCTEMbl UCKYCCTBEHHOMO MHTENNIEKTA UCMOJIb3YeTCs
NHPPACTPYKTYpPa, HE BXOASALLANA B UHHOPMALMOHHYO CUCTEMY OMepaTopa, TO B TaKOW
NHPPACTPYKTYPE A0SKHbI ObITh peann3oBaHbl Mepbl MO 3aLLKUTE UHGOPMALMUK MO KNaccy
3alUMLWEHHOCTU HE HXKE KJlacca 3allULLEHHOCTM UHGOPMALIMOHHOM CMCTEMbI onepaTopa
(obnapaTtens nHopmauun).

B cnyyvae npvMeHeHUst TEXHONOM MM MCKYCCTBEHHOIO MHTENIEKTA B COCTaBe MH(POPMALIMOHHON
cMcTeMbl onepaTtopoM (obnagaTtenem MHMOpPMaLMK) OOKHbI ObITb NPUHATHI MEPbI 3aLUNTHI
MHMOPMaLUW, HanpPaBJIEHHbIE Ha NPeAO0TBPALLEHNE HECAHKLVMOHPOBAHHOIO AOCTYMA UK
BO3AENCTBNSA Ha CUCTEMY UCKYCCTBEHHOMO MHTENIEKTa, B COOTBETCTBUM C TpeboBaHMSMU MO 3awwuTe
nHgopmauun (obecneveHnto 6e30nacHOCT), B TOM YUCIe Mepbl NO:

NAEHTUPUKaALNN N ayTEHTUMMKALMN NONb30BaTeNeN CUCTEMbI MCKYCCTBEHHOIO NHTENIEKTA;
ynpasfiieHNo OCTYNOM Nosb30BaTeNIe CUCTEMbl UICKYCCTBEHHOIO UHTENIEKTa;

KOHTPOJIO ((hMNbTPALUN) BXOAHBIX U BbIXOAHbLIX AAHHbIX;
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obecneyeHnto N30a9LMN CUCTEMBI NCKYCCTBEHHOIO NHTEJNINEKTaA,

3alnTe AaHHbIX CUCTEMbI NCKYCCTBEHHOIO NMHTENINIEKTA,

3alnTe oT BPEAOHOCHOIo NPorpaMMHOro obecneyeHuns;

BbIAB/IEHNIO yﬂ3BVIMOCT€I7I B CUCTeMEe NCKYCCTBEHHOI 0O MHTEJNIJIEKTa,

OrpaHNYEHNIO N KOHTPOIO PYHKLMOHANBHOCTN CUCTEMbI UCKYCCTBEHHOIO UHTENJIEKTA.

B I/IHCpOpMaLI,I/IOHHOI7I cncTteme npum skcnayatTaunm CUCTeEMbl MICKYCCTBEHHOIO MHTENIEKTA
JOMONHNTENIbHO OO/KHbI ObITb peannsoBaHbl ciegylowme Mepbl 3aWmTbl MHQOPMaLINK:

obecneyeHne uabTPaLMKN (KOHTPOJIA) BXOLHbIX AaHHbIX (3aNpOCOB) CMCTEMbI UCKYCCTBEHHOI 0
NHTENNeKTa;

obecneyeHne punbTpaumm (KOHTPOA) BbIXOAHbIX AaHHbIX (OTBETOB) CUCTEMbI UCKYCCTBEHHOMO
NHTENNEeKTa;

MOHUTOPWHI N KBOTUPOBaHNE KOJINYECTBa 3aMpoCoB K CUCTEME UCKYCCTBEHHOIO MHTEJIIEKTA;

obecneyeHune pernctpaunmn cobbiTnn 6€30MacHOCTUN, CBSA3AHHbLIX C 3aNpocaMu K cMcTeMe
NCKYCCTBEHHOIO MHTEJ/IJIEKTA 1 ee OTBETaMU;

obecneyeHune LieNoCTHOCTY NapamMeTpoB (BECOB) MOZIeNIN UCKYCCTBEHHOr0 UHTEIEKTa U
KOH(UIypaLmMmM CMCTEMbI UCKYCCTBEHHOr0 MHTEEKTa.

B oTHOLWEHMM NporpaMMHOro obecrneyeHmns, peanmnsyoLero TEXHOOr o NCKYCCTBEHHOIO
VHTENIeKTa, ONnepaTop COBMECTHO C pa3paboTyMKOM CUCTEMbI MCKYCCTBEHHOMO MHTE/IEKTa AO/IKEH
NPOBOANTbL aHANN3 YA3BMMOCTEI NPOrpaMMHOro obecrneyeHns Ha OCHOBAHUW JaHHbIX, MNOJy4aeMbixX
13 BHELIHNX UCTOYHMKOB (6a3bl AaHHbLIX M3BECTHBIX YA3BMMOCTEN, 0pULIMaNbHbIE PeCYpPChbl
Pa3paboTUYNKOB NPOrpPaMMHbIX CPEACTB, Creuuann3npoBaHHble Nybavkaumm, Gopymbl, NHble
WCTOYHMKM), 1 MPUHMMATb Mepbl MO NX YCTPAHEHWIO.

Mpn NpeaocTaBAeHUN NOAPSAHON OPraHN3aLUN CUCTEM UCKYCCTBEHHOMO UHTE/IEKTA B KAaYeCTBe
BHELLUHEro cepBuca, B MH(OPMALIMOHHON MHPACTPYKTYpPe NOAPAAHON OpraHmu3aunm, ¢
NCMoJIb30BaHNEM KOTOPOW (hYHKLMOHMPYET yKa3aHHbIA CEPBUC A0JIKHbI ObiTb peann3oBaHbl
MepOonpUSTIS U Mepbl Mo 3aLlnTe NHPOPMaLUK, YCTAHOBNEHHbIE TPeOOBAHMAMM MO 3aLLMTE
nHdopmauun (obecneveHmnio 6€30NacHOCTM) MO KJACCy 3alMLLEHHOCTY HE HIXKE Knacca
3alUMLWEHHOCTU NHGOPMALIMOHHOM cUCTEMbI onepaTopa (obnagaTtens nHdopmaumn).

B3aumopencTame MHGOpPMaLMOHHON CUCTEMbI onepaTopa (obnagatens nHhopmaumum) ¢
NH(OPMALMOHHON MHPACTPYKTYPON NOAPALHON OpraHM3aumm, UCNoab3yemMon ans
NpeaoCTaBIEHNS CUCTEMbI MCKYCCTBEHHOIO UHTENNIEKTA B KQ4eCTBe CepBuca, A0KHO
OCYLLeCTBAATHCA C y4eToM TpeboBaHUi Mo 3awwmTe nHgopmauun (obecnedeHnto 6esonacHocTw).

B cnyyae ecniv B cucTeMe UCKYCCTBEHHOMO MHTENNEKTa ocyLlecTBaseTcs obpaboTka nepcoHanbHbIX
LlaHHbIX rpaxzaH Poccuinckon ®egepalmm, HOW MHPOPMaLIMM OFPaHUYEHHOr0 A0CTyNa 1 (1nun) ¢
NMPUMEHEHNEM CUCTEMbI UCKYCCTBEHHOMO UHTeNNeKTa obecneynBaeTca peannsaums 3Ha4nNMbIX
(byHKLMI onepaTopa, HeobxoaMMo:

obecneynTb peanmsaumo meponpusaTuin no 6esonacHom paspaboTke nporpaMMHoro obecneyeHuns,
obecneynBalowero peasm3aLmnto CUCTEMbI UCKYCCTBEHHOMO UHTENNEKTA, NMPERYCMOTPEHHbIX
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HaLMOHA/bHBIMUK CTaHAapTaMmu B 061acTu pa3paboTky 6e30nacHOro NporpaMmMHoro obecrneyeHus;

NpoOBeCTU CepTuduKaLmio nporpaMMHoro obecnedeHus, obecnevmsatoLLero peaansaymnio CUCTEMbI
NCKYCCTBEHHOr0 UHTEJ/IeKTa, No TpeboBaHMAM 6€30MacHOCTUN NHGOPMaUnK, yTBepXAeHHbIM PCTIK
Poccumn B COOTBETCTBUN C NOANYHKTOM 4 nyHKTa 8 MNMonoxxeHns o ®egepansHon cnyxbe no
TEXHNYECKOMY U 3KCMOPTHOMY KOHTPOJIIO, YTBEPXXAEHHOr0 YKa3oM lNpe3ngeHTta Poccumnckom
®epnepaunm ot 16 aBrycta 2004 r. Ne 1085.

TpeboBaHus K BOKYMEHTMPOBaHMIO: He NpeabaBasoTCs.
TpeboBaHMuA K yCUNEHUIO:

1) pomKHO 6bITb 06ecneyeHo BbigeneHne NHGMOPMaLMOHHON NHGPACTPYKTYpPbl pa3paboTky OT MHOW
NHPACTPYKTYpPbl pa3paboTymnka, He CBS3aHHON C pa3paboTKOM AaHHOW CUCTEMbI, B OTAE/bHbIN
(bn3nYecKn N30IMPOBAHHLIN CEFMEHT;

2) 0oKHO BbITb 0becnevyeHo xpaHeHne HabopoB 0byYatoLWMX AaHHbIX B 3alUMMPOBAHHOM Buae C
NCMoJ/Ib30BaHNEM LLINPOBANbHBIX (KPUMNTOrpadnyeckmnx) CPeacTB 3aLunTbl MHGOPMaLNK;

3) B OTHOLLEHUN BbIXOOHOW MOAENN UCKYCCTBEHHOIO MHTE/NIEKTA U €€ NapaMeTpoB (BECOB) AOJIKHbI
ObITb 0becneyeHb:

a) NpUMEHeHne MEeTOLOB COCTA3aTeNbHOro 06y4eHNs (BKIOYEHNE COCTA3aTeNbHbIX MPUMEPOB B
obyuyatoLyto BeIOOpPKY);

6) BHeApeHMe MexaHW3MOB OrPaHNYEHNS OONYCTUMbIX ANANa30HOB JaHHbIX, CAHUTMU3ALUN BXOIHbIX
JaHHbIX;

4) pOoNMKHO BbIThb peann3oBaHO TECTMPOBAHME Ha YCTOMYMBOCTb K NPOMMT-aTakam;

5) no/KHO BbITh 06ecrnevyeHo BbliJeneHne CUCTEMbl UCKYCCTBEHHOMO UHTENIEKTa B MH(POPMALIVOHHON
cucTeme B OTAESbHbIV N30/IMPOBAHHBIA CErMEHT UH(OPMALIMOHHOW CUCTEMBI;

6) [o/KHa BbITb 06ecneyeHa LEeNoCTHOCTb MOAEN UCKYCCTBEHHOMO MHTENIEKTA C UCMOJIb30BaAHNEM
WKPOBaASbHBIX (KPUNTOrpadMiyecknx) CPeACTB 3aLUTbl MHpOPMALIK,

3.19. NpoBepeHue NepmoamnYeCcKoro KOHTPOJA YPOBHA 3aLLULLLEHHOCTH
mHpopMmaumuum, copgepxawenca B MHpopMmaumoHHbix cuctemax (MK)

LLenb: CBOEBpEMEHHAA OLEHKA BO3MO)XKHOCTEN HapyLleHns 6e30nacHoCTy NHGopMaumum n (mam)
HapyLweHna PYHKLUNOHUPOBAHNS MHPOPMALMOHHBIX CUCTEM BHELLUHUMU Y BHYTPEHHUMMU
HapyLwnTensaMu.

TpeboBaHua K peanusauum: KOHTPOSIb YPOBHS 3aLLMLLEHHOCTY MHGOPMALIMM NPOBOAMNTCS C
NCNOJIb30BaHNEM CNefyoLNX METOAOB:

BbISIB/IEHNE YA3BUMOCTEN MH(POPMALIMOHHbBIX CUCTEM M 3KCMEPTHAsA OLLeHKa BO3MOXHOCTU UX
NCMO0JIb30BaHUA HapyLwnTenem ans HapyweHusa 6e3onacHoCcT MHopMauum n (Mamn) HapyLeHus
PYHKLUMOHNPOBAHNA MHDPOPMALMOHHbBIX CUCTEM;

TeCTMPOBaHNE MHHDOPMALMOHHBIX CUCTEM MyTEM MOAENIMPOBAHUS peann3aLnn akTyaslbHbIX Yrpo3 C
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LeNbio OLEHKN BO3MOXXHOCTEN NMPOHNKHOBEHUA B HUX U1 NOBbILLEHNA I'IpI/IBI/I}'IEFVIIZ C y4eToMm
peann3oBaHHbIX Mep N MPUMEHAEMbIX CPELCTB 3allThI ManopMauvm.

MepnoanYHOCTb U METOAbI KOHTPOJIS YPOBHS 3aLLMULLEHHOCTU NHOPMaLIUKN YCTaHABANBAOTCS
ornepaTopoM BO BHYTPEHHUX pernaMeHTax rno 3awuTte nHpopMaLmm B COOTBETCTBUN C UMEOLLMMUCSH
Yy HEro cuamu 1 Bbl4eNeHHbIMU Ha 3TN Lenun cpeacteamu. MNpu 3ToM npoBeeHne KOHTPOSA YPOBHSA
3aWMLLEHHOCTY NH(OPMaLU OAHUM U3 MEeTOA0B LOJIKHO NPOBOAMTLCA HE peXxe YeM OAUH pa3 B
TpY roga nav rnocae KOMMbTEPHOr0 MHUMAEHTa, Npon3oLwWweaLlero y onepatopa (obnagatens
NHopMaumn). MeToabl KOHTPOS YPOBHS 3aLLULLEHHOCTN MHGOPMALMK N NEPUOANYHOCTb ero
npoBeAeHNs onpeaenaTca onepaTopom (obnagatenem MHMOPMaLMN) BO BHYTPEHHEM perjiaMeHTe
no 3awuTe nHdopmauuu.

B cnyyae BbISIBNIEHUS MO pe3ybTaTaM KOHTPOJIS YPOBHS 3aLLMLLEHHOCTU MH(OPMALIN BO3MOXXHOCTM
peann3aunm akTyasbHbIX Yrpo3 1 (Man) NpU3HaKoB peasnn3aunm akTyasbHblX Yrpo3 CTPYKTYPHbLIM
noapasheneHnem, cneuranncTaMm no 3almTe NHhopMaLMM COBMECTHO C NoJpa3ae/ieHneM,
obecneynBaloWwnM HYHKLNOHUPOBaHNE NH(POPMALIMOHHBIX CUCTEM, OCYLLECTBAAETCS pa3paboTka u
peannsauns Mep, Hanpae/eHHbIX Ha onepaTUBHOE NX HNIOKNPOBAHME.

TpeboBaHuA K B,OKYMEHTMPOBAHMIO: BHYTPEHHWI pernaMeHT no nopsfiKy KOHTPOJS YPOBHS
3aLULLEHHOCTY UH(OPMALIMK, COAEPKALLERCH B UHPOPMALIMOHHBLIX CUCTEMAX, [OJIXKEH COAEPXKaTb:

nepeyeHb MHHOPMALMOHHBIX CUCTEM, B OTHOLLEHUM KOTOPbIX NMPOBOAUTCS KOHTPOJIb YPOBHS
3alUNLWEHHOCTN UHOPMALINN;

nepeyeHb nofpasaeneHnii (paboTHNKOB), OTBETCTBEHHbLIX 3@ OPraHU3aLMI0 U MPOBELEHNE KOHTPOS
YPOBHS 3aLMULEHHOCTN UH(OPMaLUN;

npYMeHaemMble MeToLbl KOHTPOJIS YPOBHA 3aLLULWLEHHOCTN MHGOPMALIUK N NCMONb3YyeMble Npu NX
peannsaunn nporpaMmHbie CpenCTBa KOHTPOJIA,

COCTaB U COep>XXaHNe MeponpusaTui, peannsyemblxX Npu NPOBEAEHNN KOHTPOS YPOBHS
3aLLUMLLEHHOCTY MHGOPMaLInK;

onuncaHwe gencTsuin nogpasgeneHun (pabotHrMKoB) onepaTtopa (obnagatens nHpopmaunm) npu
BbISIB/IEHUW MO pe3yJ/ibTaTaM KOHTPOIA YPOBHA 3aLLMLLEeHHOCTW MH(opMaL MM HeLOCTAaTKOB U
YySI3BMMOCTEN B CUCTEMAX 3alunTbl MHPOPMALMOHHbBIX CUCTEM.

TpeboBaHMuA K yCUNEHUIO:

1) npoBeaeHne KOHTPOS YPOBHS 3aLLMLLEHHOCTU MH(POPMALIMN [O/DKHO NPOBOAUTLCA HE pexe YyeMm
O[INH pa3 B rof;

2) NnpoBefeHne TPEeHNPOBOK Mo oTpaboTke paboTHMKamMm onepaTtopa (obnagatens nuHdopmauun)
AencTBui No obecneyveHunio Tpebyemoro ypoBHS 3aLlMLLEHHOCTM MHGOPMaLMK, COAEPKALLENCS B
NHMOPMALIMOHHBLIX CUCTEMAX, B YCJIOBUSAX peanmn3aumm akTyasbHbIX yrpos.

IV. MEPbI NO 3ALLUTE UH®OPMALNOHHbIX CUCTEM U
COAEP>XALLLENCHA B HUX UH®OPMAL, MU
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4.1. UpeHTndukaumua v ayteitupukauuna (MAD)

NA®.1 NpeHTndurKauma nosib3osaTtenei

Lensb: MicknoyveHre foCTyna K MHGMOPMALMOHHON CUCTEME NUL, He SBNISIOLLMXCS NOJib30BaTeIaMu
NH(MOPMALIMOHHOWN CUCTEMBI.

TpeboBaHusa K peanusauuu: B nHPOPMaLMOHHON CUCTEME AO/KHA OCYLLECTBAATLCS
NOEHTU(MKALMA Nob30BaTeNIen, NOayYaoLWmMX 4OCTYN K MUHPOPMALIMOHHOM CUCTEME CO CPeacTB
BbIYNCANTENIbHON TEXHUKK (B TOM YMC/1e aBTOMATM3UPOBaHHbIX paboynx MecT, KOHEYHbIX YCTPONCTB,
MOBUBbHBIX YCTPONCTB) 419 BbINOJIHEHMA BO3JI0XKEHHbIX Ha NoJib30BaTesien oba3aHHoCTEN
(yHKUMR) (Danee - BHYTPEHHUE NONb30BaTENN).

Ko BHYTPEHHUM NoJib30BaTeNAM OTHOCATCS paboTHUKM onepaTopa (ob6nagaTens nHdopmauun),
3aKa34rKa UHPOPMALIMOHHON CUCTEMBI, @ TaKXXe MOJBEJOMCTBEHHbIX EMY FOCYAaPCTBEHHbIX
OpPraHoOB 1 OpraHn3aLui Npu UX HaAN4Mmn (HENPUBUIErMPOBAHHbIE NMOJIb30BaTENN,
NPUBUIErMPOBAHHBIE MOJIb30BATENN, B TOM YMC/IE M1aBHbIA aIMUHUCTPATOP, aAMUHUCTPATOPSI
MHDOPMALMOHHON CMCTEMbI, aAAMUHNCTPATOPbI 6&30MacHOCTI), BLINOJIHSOWME CBOW 0053aHHOCTM
(byHKLMK) C NCMONb30BaAHMEM UH(OPMALIMK, NHEOPMALIMOHHBIX TEXHONOTUIA U CPEeaCTB
BbIYNCINTENbHOW TEXHUKU MHOPMALIMOHHOW CUCTEMbI B COOTBETCTBUM C BHYTPEHHUMU
CTaHJapTaMu 1 perfaMmeHTamu Mo 3alinuTe NHPOPMALIUM U KOTOPLIM B UH(OPMALIMOHHON CUCTeMe
MPUCBOEHbI YYETHbIE 3aMnCH.

B KayecTBe BHYTPEHHWX NOJIb30BaTENEN TakXKe pacCMaTPMBatOTCA PaboTHMKM NOAPALHBIX
OpraHv3auuii, NpuBJiEKaeMble Ha LOrOBOPHOW OCHOBE [/ OKa3aHus yCyr, npoBefeHns paboT no
06paboTke, XpaHEHUO MHOPMaLMK, CO3haHMI0 (pa3BMTULD), obecnedeHnto sKcnayaTauum
MHDOPMALMOHHBIX CUCTEM, a TaKXe A5 BbINOJIHEHUS paboT, oKa3aHus ycayr no 3awmTe
nHopmauumn (pa3paboTka 1 TeCTUpoOBaHME NporpaMMHoro obecnevyeHuns, obecneveHmne
DYHKLMOHUPOBAHUS UH(POPMALIMOHHBIX CUCTEM MW 3aLUMTa COAEPXKALLENCS B HUX MHAOPMALIUK) 1
KOTOPbIM B MH(POPMALIMOHHON CMCTEME TaKXKe NPUCBOEHbI YYETHbIE 3aMnCK.

Mpw focTyne B MHGOPMALIMOHHYIO CUCTEMY LOJIKHA OCYLLECTBAATLCA MAEHTUDMKaLMNS
nosb30oBaTesen, MONyYaoLWmMX AOCTYN K MH(OPMALMOHHOM CUCTEME CO CPEACTB BbIYUCANTENbHON
TEXHWUKU, HE BXOAALWMX B COCTAB MHOPMALIMOHHOW CUCTEMbI UJIN 151 KOTOPbIX ONepaTopOM
MHOPMaLMOHHOW CUCTEMbI HE MOTYT YCTaHaBANBATLCS Y KOHTPOANPOBATLCS TpeboBaHMs 0 3aluTe
MHOpMaLUK (fanee - BHELLHWE NONb30BaTENN).

MprMepoM BHELLUHMX MOJib30BaTeNen ABASAIOTCA rpaXKaaHe, Ha 3aKOHHbIX OCHOBaHUAX Yepes CeTb
«MHTepHeT» nonyvatoLmne JOCTYN K MHPOPMALMOHHBIM pecypcaM EamHoro noptana
rOCYAaPCTBEHHbIX U MYHULMUNANbHBLIX YCAYT (PYHKLUWA) Wan opuLmManbHbIM CallTaM B CETU
«/HTepHeT» opraHoB rocygapCcTBEHHOW BNACTUW, (M3MYECKME 1 IOPULNYECKME ML,
ocyllecTasaWme 4OCTYN K MHPOPMALMOHHBIM CUCTEMAM A0S NOJy4eHMa UHOPMaLIUn C
NPVMEHEHNEM YYeTHbIX 3anucen nam 6e3 HuXx (AHOHMMHbIE MOJIb30BaTENN).

Monb3oBaTeNN UHPOPMALMOHHON CUCTEMbBI AOJKHbI OA4HO3HAYHO NOAEHTUPULUNPOBATLCSA ANS BCEX
BMIOB 40CTYyMa, KpOMe Tex BMAOB AOCTYyMNa, KOTOpble ONpefensoTca Kak 4eNCcTBUSA, pa3peLlleHHble
[0 NaeHTUMMKaumm B COOTBETCTBMM C MEPON 3aLUUTbl MHGopMauum YN 4.9.

NoeHTudUKaumsa BHELLHNX MOJIb30BaTesIeN B LieAsSX NPeAoCTaBAeHNS rOCYAapCTBEHHbIX YCayr
OCYLLECTBNSAETCS B TOM YMC/E C UCNOb30BaHNEM eAUHOM CUCTEMbI NAEHTUGMKALUN 1
ayTeHTU(MKaLMKN, CO3AaHHON B COOTBETCTBUM C NOCTaHOBNEHNEM MpaBuTenbCcTBa Poccminckon
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®epepauunn ot 28 HOA6psA 2011 r. Ne 977.

NpoeHTugurkaumsa nonb3oBaTenen 4oJHKHa NPOM3BOANTLCA B ABa 3Tarna: NnepBMyHas n BTOPUYHas
naeHTuprKaumna.

MepBrYHas NAEHTUDMKALNA LO/DKHA BKIOYATb NOAFOTOBKY, (POPMUPOBAHMNE 1 pErnucTpaLnio
MHOPMaLMK 0 NOJIb30BATENAX, @ TakXKe NMPUCBOEHKE MOIb30BaTEN0 NAEHTUGMKaTOpPa A0CTyNa U
€ro perncTpaunto B nepeyHe NpuCBOEHHbLIX MAEHTUHNKATOPOB. [NepBMYHaAN NAEHTUPUKaLNA
Nosb30BaTeNs AO/KHA NPOBOAMNTLCA OAUH Pa3 B MOMEHT YCTAHOBEHNSA JIMYHOCTM (M3NYECKOro
nnUa, 3anpalvBaloLLero 4oCTyn K MHOPMALIMOHHOW CMCTEME.

MepBrYHAs NAEHTUDMKALNA NOb30BaTENEN NO/KHA 3aBEPLLATHCS perncTpaumen
NOEHTUPUKALNOHHON MHGOPMALIMM 1 NMPUCBOEHHOI O NOJb30BATENIO YHUKA/IbHOO NAEHTUDMKATOpPa
[0CTYyNa Uim oTkasoM. OCHOBaHWEM [N 0TKa3a B permcTpauun MoxxeT 6biTb HECOOTBETCTBME
3a5B/IEHHbIX MAEHTUPUKALMNOHHBIX AaHHbIX TPEOOBAHMAM K NEPBUYHOW UAEHTU(UKALUN,
OTpUUATENbHbIA Pe3ynbTaT, NoJlyYeHHbIV B NPOLEecce Nx BepnduKkaLlmu.

NoeHTugukaumnoHHas nHdopMaums, NosyyeHHas B npoLecce NepBuYHON MAEHTUDUKALMK, LOKHA
06HOBNATLCA MPU N3MEHEHUN NAEHTUPUKALMOHHBIX AaHHbIX NONAb30BaTeNeN (HanpuMep, NPy CMeHe
damunnm, Npyu M3MeHeHNn Homepa MobrnbHOro TenedoHa, ecay OH UCNOMb3yeTCa ANS Lenei
NAEHTUMKALMM NONb30BaTENS).

BTopuyHas naeHTuduKaumnsa SoKHa BKAOYaTb NPOBEPKY NpeabsBAEHHOr0 Noib30oBaTesieM
naeHTUNKaTopa No CANCKY 3aperncTPMpPOBaHHbLIX MAEHTU(PNKATOPOB B MHPOPMALMOHHON CMCTEME
N ONo3HaBaHMe Nosb3oBaTens. BTopmyHaa naeHTUprKaumns aBnsaeTcs MHOMOKPaTHO
NOBTOPSAIOLLMMCS MPOLECCOM, OCYLLECTBAAOLWMMCA KaXKAbll pa3 Npy HOBOM 3anpoce noJib30BaTens
Ha OOCTYN K MH(OPMaLMOHHON cucTeMe n pecypcaM (obbekTam 3awmThl) MHOOPMaLMOHHON
CUCTEMBI.

MepBU4Haa N BTOpPUYHAA NOEHTUMKALMA NOSb30BaTENEN OCYLLECTBAAETCS C Y4ETOM MOJIOXKEHMNN
HaumoHasibHbIX cTaHZapToB MOCT P 58833-2020 «3awwmTa nHpopmaumn. NoeHTudurkaumns n
ayTeHTudukaums. Obwme nonoxenuns» n FTOCT P 70262.1-2022 «3awmnTa nHdopmauuu.
NoeHTurkKauma n ayteHTUgnKaums. YpoBHN LOBEPUSA NAEHTUDMKALNN».

B nHdopMaLMOHHON cucTeMe AoJiXKHa 6bITb obecneyeHa BO3MOXXHOCTb OHO3HAYHOr O
COMOCTABNEHUS MAEHTUDMKATOPA NOJIb30BATENSA C 3aMyCKAEMbIMU OT €r0 UMEHU MPoLLeCcCaMu.

B npouecce cbopa, nepenayun, 06paboTKn U XpaHeHNS NAEHTUHOUKALMOHHON N NOATBEPXKAAOLWEN
nHGopMauny (B TOM YNCSie MEPCOHANbHBIX AaHHbIX) A0KHbI ObITb peann3oBaHbl MepPbI MO 3aLunTe
NH(popMaunn, obecrneymBatoline ee KOHPUAEHUNANbHOCTb, LLeJIOCTHOCTb U AOCTYMHOCTb.

B MH(hOPMALIMOHHON CUCTEME A0/MKHO ObITb PEaNIM30BaHO yrNpaBieHne naeHTudrKaTopamu,
BKJIlOYaloLLee:

onpeaeneHune paboTHNKa onepaTopa, 0TBETCTBEHHOI0 3a CO3[laHNe, MPUCBOEHUE N YHULYTOXKEHUE
NOEHTNHNKATOPOB MOJIb30BATENEN;

dopMuUpoBaHne NaeHTUPUKaTopPa, KOTOPbIN 0JHO3HAYHO UAEHTUDULUPYET NOb30BaTENS;
npucBoeHne naeHTndUKaTopa Nnosib3oBaTento;

MPOBEPKY JNMYHOCTU MOSIb30BaATENS MPU MPUCBOEHNN EMY UAEHTUDNKATOPA;
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npeaoTBpaLleHMe NOBTOPHOIr0 UCMOIb30BaHMS MAEHTUHNKATOPa NOb30BaATENS;

XpaHeHne 1 nogaep)XXaHne akTyalbHOr0 COCTOSAHMA (0BHOBEHME) NOEHTUPMKALNOHHOWN
NHOPMaLMn Nosib3oBaTenen;

6110KMpoBaHNE NaeHTUGMKATOPa NoSib30BaTeNA NOC/Ie YCTAaHOBIEHHOr0 ONepaTopoM BPpeEMEHH
HEeNCnoab30BaHMs.

NoeHTngmkauma nonb3oBaTtenen obecneynBaeTcs NPUMEHEHNEM BXOASALWMX B COCTaB
NHMOOPMALMOHHON CUCTEMbI ONEPALIMOHHON CUCTEMBI, U (UNK) CPeacTB 3allnTbl MHGOpMaL MK OT
HeCaHKLMOHMPOBAHHOI0 AOCTYyNa, 1 (MAKn) CpeacTBaMy 3alnTbl MHDOpMauuK, obecnednBaoLwnumMm
LEeHTpasM30BaHHOE ynpaBaeHne naeHTudukaTopamm.

TpeboBaHMA K fOKYMEHTMPOBAHMIO: B 3KCM/yaTaUVOHHON AOKYMeHTaLnn'® Ha NHHOPMALIMOHHYIO
CUCTEMY A0JIKHbI 6bITb ONpenesieHbl:

nepeyeHb TUNOB nonb3oBaTesien (Nonb3oBaTeNN, rnaBHbIN AdOMUHUCTPATOP, CUCTEMHbIE
dOMUHNCTPATOPbI, aAMUHNCTPATOPLI 6e3o0nacHOCTK, NOSIb30BaTENN nogopAaaHbIX OpI'aHI/I3aLI,VII7I,
BHELUHWNE NON1Ib30BaTENN N ApYyrne Tunbl nosib3oBaTenen);

COCTaB NAEHTU(MUKALMOHHBIX AaHHbIX 1S KaXXA0ro Tuna nonab3oBaTenen, MMHUMaJsbHO
HeobXxoaAnMbIN AN 0AHO3HAYHOM NAEHTU(MKALUK NONb30BaTENEN,;

nepeyeHb paspeLleHHblX K MPUMEHEHUI0 CPeACTB, NCMOoJIb3yeMbiX ANa NAeHTuduKaunm, B
3aBUCUMOCTY OT pecypcoB (06bEeKTOB 3aLnTbl) UHHMOPMALMOHHON CUCTEMBI, K KOTOPbIM
nosib30BaTeNb NoJly4yaeT AOCTYMN, U CPeACTB, C KOTOPbLIX OCYLLEeCTBASETCH LOCTYN;

NopAaAoK Bepudukaumm (MpoBepKN U NOATBEPXKAEHNS) NAEHTUROUKALNOHHON MHGOPMaL MK
nofib3oBaTenen, NOpsSAOK A4ENCTBUIA MPU BbIIBJIEHWM HECOOTBETCTBUN, NpaBu/ia NPoBeAeHMNA

BepuuKaLunm;

npaBuia GopMUPOBaHNS (CO3AaHNS) YHUKANbHbBIX NAEHTU(PUKATOPOB, UX MPUCBOEHNS
Nosb30BaTeNAM, PErUCTPaLNN UAEHTUHONKATOPOB B MHDOPMALIMOHHON CUCTEME;

nopAanoK Bbloa4n I/ID,eHTVICpVIKaTOpOB nosib3oBaTeNnsAaMm,

npaBwiia XpaHeHus, NoAAepP)KaHNA aKTyanbHOro COCTOAHMA (0BHOBIEHUS) MAEHTUDUKALMOHHON
NH(OpMaLLMK Nonb3oBaTenen, NepuoanyYHOCTN 06HOBNEHUA (aKTyann3aumm) naeHTUOUKaLNOHHON
MH(OPMaLLUK MNoNb30BaTesIen N MeCT ee XpaHeHWs, opraHn3aLmm 4oCTyna K Hel, 0T3bIBa
naoeHTUKaTopa Nosib3oBaTesna v yaaneHma naeHTUMUKaLMoHHON N NOATBEPXKAAloLLen
NHopmaumun.

TpeboBaHMuA K yCUNEHUIO:

1) B MH(hOPMALIMOHHOW CUCTEME A0JIXKHO ObITh Peann30BaHO LIEHTPAIM30BAHHOE YNpaBieHne
nIaeHTUUKaTopamu.

Peanusauusa B UHPOPMaALMOHHON CUCTEME:
Mepa 3alWmnTbl MHHOPMaL MK

Knacc 3aluieHHocTn
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K3

K2

K1
NA®.1
+

+

+

YcuneHune NAD.1

NAD.2 NaeHTudnkKaums ycTponcTs

Lenb: cknoveHne nogkaoHeHns K MIHPOPMaLNOHHBLIM CUCTEMAM HENOEHTUPULNPOBAHHbIX
YCTPOWCTB.

TpeboBaHusa K peanmsauum: B nHHOPMaLMOHHON CMCTEME O0JKEH ObITb ONpeenieH nNepeyeHb
TUMNOB CETEBbLIX YCTPONCTB (B TOM YMC/Ie CEPBEPLI, aBTOMATU3MPOBaHHbIE paboyne mecTa,
TeNeKoOMMYHMKaLMoHHOe 0bopyaoBaHne, MOBUNbHbLIE YCTPONCTBA, CUCTEMbI XPaHEHNSA AAHHbIX),
NCNOJIb3yeMbIX B UHPOPMALIMOHHON CUCTEME.

NoeHTurKauum nognexar:

CeTeBble YCTPOWNCTBA, BXOAALLME B COCTAaB MHPOPMALIMOHHOM CUCTEMBI (B TOM YMCSIE CEPBEPHI,
aBTOMaTU3MpOBaHHbIE paboyne MecTa, TeIEKOMMYHMKaLNOHHOe 060pya0BaHNE, CUCTEMbI XPaHEHMSA
OAHHbIX);

MOBUIbHbIE YCTPOWCTBA BHYTPEHHMX MOJIb30BaTENEN NHHOPMALIMOHHOW CUCTEMBI (NpKn 1X
NOAKOYEHUN K MH(OPMALIMOHHON CUCTEME);

YyCTPONCTBA, NpeAHa3HayYeHHble 4118 yAaneHHOro AocTyna paboTHUKOB NOAPSALHbBIX OpraHM3auni,
WHbIX FOCYLapCTBEHHbIX OPraHoB, OpraHM3auuin K MHPOPMaLMOHHLIM CUCTEMaM, COAepXKallencs B
HUX UHopMauun, 1 (unn) nepefayv UM MHGopMaLmm.

Mpouecc naeHTUMOUKALMN LO/DKEH OCYLLIECTBAATLCA B [IBa 3Tana — NepBMYHan NAEHTUMUKALMUS 1
BTOPUYHAsA UaeHTUpuKaLma'’

B xone nepBuYHOM nAeHTU(GUKALUN B UHDOPMALMOHHON CUCTEME A0JKHbI ObITh ONpeeneHsbl
YHUKaJIbHble NpU3Hakuy (aTpnbyThbl) KaXXA0ro yCTPOUCTBa (MAEHTU(MMKALNOHHbIE faHHble). B
Ka4yecTBe Mpu3HakoB (aTpmbyTOB) YCTPOMNCTB MOrYT UCMOJSIb30BaThLCA IOrMYECKME UMeHa (MMa
ycTponcTea u (nnu) ID), nornyeckne agpeca (Hanpumep, IP-agpeca) n (nnn) pusndeckne agpeca
(Hanpumep, MAC-agpeca) yCTPONCTB UK UX KOMBUHaL MW,

Ka)xZoMy yCTPONCTBY MH(OPMALMOHHON CUCTEMbI A0JIXKEH BbITb MPUCBOEH YHUKAbHbIN
NOEHTUDUKATOP AN X KOMBMHaLMS Anst 4OCTYNa B MHDOPMALMOHHbIE CUCTEMBI.
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MepBU4Haa NAeHTUGOUKALNS YCTPONCTB OCYLLECTBAAETCA €ANHOXAbI NPU PerncTpauum Kaxaoro
HOBOI0 YCTPOWCTBA.

OCHOBaHMEM A1 0TKa3a B MePBUYHON MAEHTUDMKALMMN SBNSETCA HECOOTBETCTBUE 3asiBNEHHbIX
NOEHTUPUKALMNOHHBIX JaHHbIX TPEOOBAHMAM K MEPBUYHON NAEHTUMMKALMN U HEBO3MOXXHOCTb UX
MOATBEPXKAEHNS B YCTAHOB/IEHHOM MOpPsiIKe.

Mo pe3ynbTaTaM NepBMYHON MAEHTUMDUKALMKA Y ONepaTopa A0JIKEH ObiTb CHOPMUPOBAH NepeyeHb
BCEX UAEHTUDUKATOPOB YCTPOWCTB, UCMNO/b3YEMbIX B MUHPOPMALIMOHHON CMCTEME.

B xo4e BTOPUYHOW MAEHTUMUKALMUN BbINOJHAETCS NPOBEPKA HANNYNS Y YCTPOICTBA, OT UMEHN
KOTOPOro OCYLLECTBAAETCA 3aMpoc AOCTYMNa B MH(OPMALMOHHYIO CUCTEMY, UAEHTUDUKATOPA
AocTyna.

Mpy HanM4nn NpeabABNEHHOr0 MAEHTUPMKaTOPa AOCTYMNa B NepeyHe NPUCBOEHHbIX
NOEHTU(HOUKATOPOB NPOLECC BTOPUYHON NAEHTUDUKALNMN CHATAETCA YCNELwHO NPONAEHHbIM, 3aTeM
NPOBOAMTCS ayTEHTUPMKALNA YCTPONCTB B COOTBETCTBUN C MepOW 3alnTel MHDopMauun NAD.4.

BTopnyHas naeHTuduKaums NnpoBoANTCA NPU KaXkKA0M 3arnpoce Ha NOAKI0YEHME YCTPONCTBA K
NHMOPMaLIMOHHOM CUCTEMe ornepaTopa (Npu Havyane MHPOPMaLMOHHOIO B3aMMOLENCTBUS).

NoeHTugumkauunsa yctponcts obecnevymBaeTcs NpUMEHEHEM CEPBEPHON OnepaLoOHHON CUCTEMBI U
(MNKM) NPOLLMBKOWN CETEBOro yCTPONCTBA AN UHbIX CPpeaCcTBaM.

TpeboBaHUA K [,OKYMEHTUPOBaAHMUIO: B 3KCnayaTaLMOHHON AOKYMEHTALMMN Ha MHDOPMaLIMOHHYO
CUCTEMY AO0JKHbI ObITb ONpefeneHbl:

nepeyeHb TUMOB YCTPOWCTB;

NopAaaoK BepuduKkaumm (MpoBePKN U NOATBEPXKAEHNS) NAEHTURONKALNOHHON MHGOPMaL K
YCTPOWNCTB, Nopsiika AeNCTBUIA NPY BbISBNIEHUM HECOOTBETCTBUI, NPaBWJI €€ NPOBEeAEHUS;

NOPAAOK NPUBSA3KN NAEHTUPUKALMOHHOW MH(OPMALIMKN K YCTPONCTBY A5 KaXKA0N KOHKPETHOW
cpeabl QYHKLUOHNPOBAHUSA, YCIOBUIA SKCNyaTauum n 06CnyKmBaHums;

COCTaB UAEHTUPUKALMOHHbBIX AaHHbIX 419 KAXA0ro Tuna yCTPONCTB MUHUMAIbHO HEOOX0AMMbIN
L7191 OIHO3HAYHOWN NAeHTU(MUKaLUM ycTponcTs (06beM, COCTaB M YHUKaIbHble Npu3Haky (aTpubyTel);

nepeyeHb NCKIIIDYEHNIN N NOPAAOK AENCTBUNA B Cnyyae, ecniv 06beM naeHTUGOUKaLNOHHbIX AaHHbIX
YCTPONCTBaA HEQOCTATOYEH;

npaBuia GopMUPOBaHMS (CO3AaHNS) YHUKAbHbBIX NAEHTU(PUKATOPOB, UX MPUCBOEHNSA YCTPONCTBAM,
perncTpauumn naeHTUPUKaTopoB B MHPOPMaLMOHHON CUCTEME;

NopAAOK LeiCcTBUiA onepaTopa MHGOPMALMOHHON CUCTEMbI MO MAEHTUMUKALMMN YCTPONCTB.
TpeboBaHuA K ycuneHuio:

1) npoeefeHne NHBeHTapu3aunm NOEeHTUPUKALUNOHHbLIX OAHHbIX B I/IH(pOpMaLI,VIOHHOVI cncrteme
yCTDOVICTB He peXxe Yyem O4WH pa3 B ABa rofa Ans NHHMOPMALIMOHHBIX CUCTeM 1 Kacca
3allnWeHHOCTH;

2) npoBeAeHNe NHBEHTaAPM3ALUN NAEHTUDUKALMOHHBLIX AAaHHbLIX B MH(OPMALIMOHHON CMCTEME
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YCTPOWCTB He pexxke YeM OAUH pa3 B TPW rofa 418 MHHOPMALMOHHbIX CUCTEM 2 1 3 KN1acCoB
3alULLEHHOCTY;

3) NpYMEHEHNE BCMOMOraTebHbIX aTPUOYTOB (3NEKTPOHHbLIX MAEHTUMUKATOPOB C YHINKASIbHbIM
MaLVMHOYMTAEMbIM HOMEPOM, BCTPOEHHbIX MOAy el 6e30nacHOCT, CPELCTB AOBEPEHHON 3arpy3Ku);

4) peannsaums CUCTEMbl LLEHTPaIM30BaHHOMO YNPABIEHNS XXU3HEHHbBIM LIMKIOM LN POBbIX
CEpPTUCNKATOB, INEKTPOHHbIX MAEHTNHUKATOPOB, BCTPOEHHbLIX MOAynen 6e30nacHOCTY;

5) Ana MHMOPMALMOHHBIX CUCTEM C JOMEHHOW apXUTEKTYPOMK:

Hasnyme y onepaTopa MHHOOPMALIMOHHOW CUCTEMbI LLIEHTPa cepTudmkauum, obecneyrBaioLLero
PermcTpaLmnio YCTPONCTB, a TakXe BbiMyCK, 06CyX1BaHNE U BannLaumnio MallNHHBIX CePTUDUKATOB
(LMPOBBLIX CEPTUPUKATOB [OCTYMNA), AOCTABKY M YCTAHOBKY BbIMYLLEHHbIX CEPTUCRMNKATOB B
obcny)xuBaeMble yCTPOMCTBA C UCMOJIb30BAHUEM Pa3/IMYHbIX MPOTOKOJIOB;

peann3saumsa (BCTPOEHHas Noaaep»xKa) MPOTOKO0B ayTeHTUdUKaLmMm 1 paboTbl C LM(POBLIMU
cepTumkaTaMm B yCTPONCTBE (NPU HaNYMK CeTEBbLIX DYHKLUI).

Peanusauums B MHPOPMALMOHHON CUCTEME:
Mepa 3aWwmnTbl UHPOPMaLIUN

Knacc 3alniLeHHocTn

K3

K2

K1

NAD.2

Ycunenue NAD.2

NA®.3 AyTeHTudurKaLma nosib3oBaTenei

Lenb: cknoveHne focTyna K MHGOOPMaLMOHHON CMCTEME MONb30BaTes1en, He NMPoLIeaLLmnX
npouenypy ayTeHTUMKaLnm.

TpeboBaHuA K peanusauumn: AyTeHTUDMKaLMA NoNb30BaTeNeN [0KHA NPOBOAUTLCA MOCE UX
NoeHTUOUKaLUmM B MHHPOPMaLMOHHON CUCTEME.

Monb3oBaTeNN MHPOPMALMOHHOM CUCTEMbI OOJ/IKHbI OAHO3HAYHO ayTEHTUMULMPOBATLCA ONS BCEX
BMIOB A0CTYyMa, KpOMe Tex BMAOB AOCTYyMNa, KOTOpble ONpeaensaTca Kak 4eNCTBUSA, pa3pelleHHble
40 MAeHTUMUKaLnUmM n ayTeHTUdUKaLmm B COOTBETCTBUM C MEPO 3almTbl MH(opmauumn YIMI.9.

AyTeHTUUKaLnsa nosb3oBaTeNen 0CyLeCTBASETCA C Y4ETOM NOJIOXKEHNA HALMOHAbHbIX
ctaHpapToB [OCT P 58833-2020 «3awmTa nHpopmaumnmn. geHTudukauma n ayTeHTugurkaums.
Obwume nonoxxeHns» n FOCT P 70262.2-2025 «peHTUdmnKauns n aytTeHTudurKaumns. YpoBHu
[OBEpUs ayTEHTUMUKaLUN».

AyTeHTUMKaLMs 4as Nofb30BaTeNs AO/KHA NPOU3BOANTLCS MPU KaXK1OM 3anpoce Ha JoCTyn B
NH(OPMALIMOHHYIO CUCTEMY, a TaKXe K pecypcam (06bekTaM 3allunThl) MHHOPMALMOHHON CUCTEMBI.
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Hanpumep, npn BXoLe B MH(OPMALIMOHHYIO CUCTEMY NOJb30BaTEb MPOXOAUT ayTEHTUDUKALMNIO B
onepaLyMoHHO CUCTEME, a 3aTeM ayTeHTUDMKALMIO NPY 3anpoce Ha AOCTYN K pecypcam
MHOPMaLMOHHOW CUCTEMBI, MOL KOTOPLIMU MOHUMAOTCS CUCTEMBI YpaBaeHns 6a3amn AaHHbIX,
Be6-nopTasibl, CUCTEMbI 3/IEKTPOHHOIO JOKYMEHTO060pOTa 1 UHbIE PECYPCHI.

Mpy NOKaNbHOM [OCTYNEe B MH(OPMALIMOHHYIO CUCTEMY, @ TaKXe K pecypcam (0b6bekTaM 3aLuThbl)
MHOPMALMOHHOW CUCTEMbI BHYTPEHHEr0 HEMPUBUIErMPOBAHHOIO NMOJIb30BATENS A0/KHA KakK
MUHUMYM OCYLLECTBAATLCA NpocTas (MaposibHas) ayTEHTUPUKALMS.

Mpn Mcnonb3oBaHUK NPOCTON (NApObHON) ayTEHTU(DMKALUN NOSib30BaTeNen Ans fOCTyNna B
NHOPMALIMOHHYIO CUCTEMY U K pecypcaM (obbekTam 3alnTbl) UHPOPMALMOHHOM CUCTEMbI OJIMHA
napons fo/mKHa bbITb He MeHee 12 cumBooB. ANgaBuUT Naposien He MeHee 70 CUMBOJIOB,
MaKCMMaJibHOe KOMYeCTBO HeYCNeLHbIX NOMbITOK BBOAA HEMPaBUIbHOIO Napoas Ao 610KNpoBKY
y4eTHOW 3anuncu nosb3oBaTtens - 5, 610KMpoBKa NPOrpaMMHO-TEXHUYECKOr0 CPpeacTBa UM YHETHOM
3anMcu Nosb3oBaTesa B CJlyvyae LOCTUXKEHUSA YCTaHOBEHHOr0 MakCMaJsibHOr0 KoJIn4yecTBa
HeyCneLHbIX MOMNbITOK ayTeHTU(UKaUUKN Ha 15 MUHYT, CMeHa naposien He bonee Yyem Yepes 90 OHen.
3anpeLaeTca NOBTOPHO UCMOMb30BaTh Maposb A AOCTYMNa B UHPOPMALMOHHYIO CUCTEMY U K
pecypcam (0bbekTaM 3almThl) MHPOPMALMOHHON CUCTEMBbI.

3awmTa obpaTHON CBSA3M «CMCTEMA-MN0JIb30BaTENb» B NPOLLeCcce NPOCTon (MaposibHON)
ayTeHTudukaumm obecnevmBaeTcsa NCKAOYEHNEM 0ToBpaXKeHns A4 NoNb30BaTENS
OEeNCTBUTENbHOr0 3HAYEeHNA ayTEHTUDUKALMOHHON NHopMaLUK U (MNK) KONMYeCTBa BBOAMMbIX
nosib30BaTeNIeM CMMBOJIOB ayTEHTU(PUKALMOHHOW NHOPMaLMK. BBoANMbIE CMMBOJIbI MAPOAA MOTYT
0TOBOpaXKaTbCA YCIOBHLIMW 3HAKAMU «*», «*» AN UHbIMU 3HAKaAMWU.

YcnneHHas ayTeHTUgMKauns nosb3oBaTenen 4o/KHa OCYLWEeCTBAATLCA MPU CNeayowmnx yCaoBmax:

npu yaaNeHHOM A0CTyne B MHOPMALIMOHHYO CUCTEMY, @ TakXXe K pecypcam (06bekTaM 3alnThbl)
MHDOPMALIMOHHON CMCTEMbI BHYTPEHHEr O HEMPUBWUIEr MPOBAHHOIO NOJIb30BaTENS;

MpW NIOKaJIbHOM A0CTYNe B MHOPMALIMOHHYIO CUCTEMY, @ TaKXXe K pecypcam (06bekTaM 3alnThbl)
MHHOPMALIMOHHON CUCTEMbI BHYTPEHHEr0 NPUBUIErMPOBAHHOIO NOJb30BaTENS;

Npu yOaneHHOM [10CTyNe B MH(OPMALMOHHYI0 CUCTEMY, a TaKXe K pecypcam (0b6bekTaM 3aluThbl)
MH(OPMALMOHHOW CUCTEMbI BHYTPEHHEr0 NMPUBUAErMPOBAHHOIO MoJIb30BaTENS.

Mpy pocTyne B MHMOPMALIMOHHYIO CUCTEMY, @ TakXKe K pecypcaM (06beKTaM 3aLUnThbl)
MHMOPMALIMOHHON CUCTEMbI BHELLHEr0 HEMPUBUIETrPOBAHHOI O NOJb30BATENS A0JIXKHA
OCYLLECTBNATLCS NPoCcTas (MaposibHas) ayTeHTUdUKaLms.

Mpw focTyne B MHMOPMALIMOHHYIO CUCTEMY, @ TakXe K pecypcaM (0bbekTaM 3almThl)
NH(OPMALIMOHHON CUCTEMbI BHYTPEHHEr 0 HenpuBMAErMpoBaHHOIO N0Jb30BaTeNs C MOBUSIbHbIX
YCTPOWCTB, BXOAALMX B COCTaB MH(POPMALMOHHON CUCTEMbI, U C JIMYHBbIX MOBUbHBIX YCTPONCTB
LOJ/KHA OCYLLEeCTBAATLCA YCUIEHHas ayTeHTUMDMKaLNS.

YaaneHHbI oCTyn B MHGOPMALMOHHYI0 CUCTEMY, @ TakXXe K pecypcam (06bekTaM 3alinThbl)
NH(HOPMALIMOHHOW CUCTEMbI BHYTPEHHMX MPUBUIErMPOBAHHbIX NOJIb30BaTEEN C INYHbIX MOBUIbHbIX
YyCTPONCTB He AonycKaeTcs.

B Tabnuue onpeneneHsl BUAbI ayTEHTUPMKALNN, MUHUMaNbHO HEOBX0AMMbIE ONS Pa3HbIX TUMOB
Nnofb30BaTeNEN N YCNOBUA AOCTYNa B MHGOPMALMOHHYIO CUCTEMY B 3aBUCUMOCTU OT KJlacca
3alUNLWEHHOCTN.
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BHyTpeHHMI nofb3oBaTesib C MOBUIBHOrO YCTPOMCTBA
YoaneHHbIn
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n

y

y

BHewHWn nonb3oBaTeNb

YOanéHHbIn

HenprBunernpoBaHHbIN

M

y

y

MpuHATbIe 0603HaYeHNS:

M - npocTas (NnaponbHas) ayTeHTUhnKaums;

Y - ycuneHHas (aAByxdakTopHas) ayTeHTugnKaums.

AyTeHTndMKaLMa BHELLIHMX NONb30BaTENEN B LieSiaX NpeaoCcTaB/eHns rocyAapCTBEHHbIX YCayr
OCYLLECTBNAETCS B TOM Y/CJI€ C UCMOJIb30BAHNEM €AINHON CUCTEMbI MAEHTU(UKALNN 1
ayTeHTMdUKaLmm, co34aHHON B COOTBETCTBUMN C MOCTaHOBIEHNEM [paBuTeNbCTBa POCCUNCKON
®epepauum o1 28 HO6ps 2011 r. Ne 977.

B uHopmMaumnoHHoOM cucteme foskHa obecnednBaTbCs HJ0KMPOBKA AOCTYMa K MH(POPMaLMOHHOM
cucTeme O nosib3oBaTesien, He npoLleaLnx npouenypy ayTeHTudmrKaumm.

B MHdopMaLnOHHOM cucTteme f0/KHO BbITh peann3oBaHo ynpasieHne ayTeHTUugnKaTopamm
(ayTeHTUdprKaunoHHON MHGOPMaLIMen) Nonb3oBaTeNEeN, BKOYatoLWee:

N3MeHeHVe ayTeHTUPUKALNOHHON NH(opMaLMK (ayTeHTU(UKaATOPOB), 3a4aHHON NPOU3BOANTENAMU
1 (UAn) NCNOMb3yeMbIX MPU BHEAPEHUN CUCTEMBbI 3aLLNTbI MH(OPMaLUM MHHOPMALMOHHOW
(aBTOMaTU3NMPOBAHHOWN) CUCTEMBI;

reHepauuto 1 Bbigavy ayTeHTUPUKALMOHHON UHGOPMALNN;

6n0KMpoBaHMe (NpekpalleHne OeiCTBISA) U 3aMeHy YyTEPSHHbIX, CKOMNPOMETUPOBAHHbIX 1IN
MOBPEXAEHHbIX ayTEHTU(HNKATOPOB;

0bHOBJIEHNE Ay TEHTUMNKALNOHHON NHGOPMALUN (3aMeHY ayTEHTU(HNKATOPOB) C NEPUOANYHOCTLIO,
YCTaHOB/IEHHOM OMepaTopoM;
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3alMTY ayTEHTUDUKALMOHHON MH(OPMaLUnN 0T HENMPABOMEPHOro A0CTYNa K HE 1 MoANDUKaLMN.

AyTeHTUmnKaumnsa nonb3oBaTenen obecnevymnBaeTcs NPUMeHEHNEM BXOAALLNX B COCTaB
NHOPMALIMOHHON CUCTEMbI ONEPALIMOHHON CUCTEMBI, U (MNK) CPencTB 3allunTbl MHGOPMaLMK OT
HeCaHKLMOHMPOBAHHOIO AOCTYyNa, 1 (Mn) CpeacTB 3alnTbl MHOpMaLnn, obecnevmBatoLLmx
yrnpaBieHne ayTeHTU(UKaLMOHHON NH(opMaLInen.

TpeboBaHuA K [,OKYMEHTUPOBaHMUIO: B 3KCMNyaTaLMOHHON AOKYMEHTALMMN Ha MHDOPMALIMOHHYO
CUCTEMY A0JKHbI BbITb ONpefeneHsbl:

TpeboBaHMA K ayTeHTU(MKaL MK NoSb30BaTeNel NPy OCYLWEeCTBEHUN AOCTYNa B UH(POPMALIMOHHYIO
cucTemy m pecypcaM (obbekTam 3awmThl) MHOOPMALIMOHHON CUCTEMBI, BKJIHOYaOLWME B
ayTeHTUdUKaLMM 418 KaXXL0ro Tuna nosib3oBaTenen, Tuna AocTyna, pecypcos (06beKTOB 3alLnThl),
K KOTOPbIM NMONb30BaTeNb NOJyYaeT AOCTyn,

COCTaB ayTEHTUPMKALNOHHON MHOPMaLIUK N Ka)KA0ro Tuna nosb3oBaTesnen;

npaBuia GOPMUPOBaHNSA (CO3MaHNSA) YHUKAbHBIX @y TEHTUMUKATOPOB, UX NMPUCBOEHNS
NoJib30BaTeNAM, PErMCTPALIAMN ayTEHTU(MNKATOPOB B MHPOPMALIMOHHON CUCTEME;

NOPAAOK MNPUBSA3KN ayTEHTUPUKALMOHHOW MH(OPMALIMK K MOJIb30BATENIO;

NopsiAoK ayTeHTUGMKaLMKN, NOPSA0K AENCTBMIA NPY BbIIBIEHWM HECOOTBETCTBUIA, NpaBuna ee
npoBeaeHus;

nepeyeHb UCKJIYEHNIA N NOPSAOK AENCTBMIA B Clyvae, eciv 06BbeM ayTEHTUPUKALNOHHBIX AaHHbIX
HeaooCTaTOYEH;

npaBuia XpaHeHus, NoALEP>XKaHNS aKTyaslbHOro COCTOSHNS (0OHOBNEHUS) ayTEHTUPUKALMOHHON
nHOPMaLMK Nonb3oBaTeNelN, NEPUOANYHOCTN 0BHOBEHNS (aKTyaM3auun), MecTa ee XpaHeHus,
opraHusauuy AocTyna K He.

TpeboBaHuA K yCUNEHMIO:

1) npu peannsauun yCUNEHHON ayTEHTUMDUKALMI NPUBUIErMPOBAHHOMO M0Jb30BaTeNs Mpw
yAaNieHHOM [locTyne TpebyeTcs Hananyme y Nnosib3oBaTenNsi BTOPOro hakTopa ayTeHTUdMKaumm —
0[IHOPA30BOro Naposis, CO3[1aBaeMoro C NPMMeHeHeM YCTPONCTBA ayTEHTUPUKALIMMN, HAXOAALLEro
BO BJIafleHNN NOMb30BaTeNs;

2) Npy peannsauunmn yCuaeHHom ayTeHTUGKaLmMm nNnpMBuIernpoBaHHOro Nosib3oBaTesns npu
yOaneHHoM focTyne TpebyeTca Hananyme y nNosib3oBaTeNs BTOPOro hakTopa ayTeHTUMKALMM -
BNafeHna unsn4eckum (annapaTHbIM) yCTPONCTBOM, 3HAHUE CEKpEeTa, NOATBEPXKAAOLWEro npaso
BNafeHnsa (pacnopsKeHns) 3TUM yCTPOMNCTBOM 1 (nan) ero bromeTpuyeckne gaHHble;

3) Npv NOKaJIbHOM A0CTYyNe B MHOPMALMOHHYO CUCTEMY, @ TakXe K pecypcaM (06bekTam 3alnThbl)
MHDOPMALMOHHON CUCTEMbI BHYTPEHHEN0 HEMPUBUIErMPOBAHHOMO MOJIb30BaTENS AO/KHA
OCYLLECTBNATLCS YCUNEHHAs ayTeHTUpnKauus;

4) npun gocTyne B MHGOPMALMOHHYIO CUCTEMY, @ TaKXXe K pecypcam (06bekTaM 3alunThbl)
NH(MOPMaLMOHHON CUCTEMbl BHELLHEro NoJib30BaTens AOJKHA OCYLLeCTBAATLCA YCUleHHas
ayTeHTU(UKaumns;

5) Npv yAaNIEHHOM [OCTYNe B MH(OPMALIMOHHYIO CUCTEMY, a TakXe K pecypcam (06beKkTaM 3aLnThbl)
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NH(OPMALIMOHHON CUCTEMbI BHYTPEHHENO HENPUBUIETMPOBAHHOMO NOJIb30BaTENS [O/IKHA
OCYLLECTBNATLCS CTPOras ayTeHTUDMKALNN;

6) Npy yaaneHHoM focCTyrne B MHGMOPMALMOHHYI0 CUCTEMY, @ TakXXe K pecypcam (06bekTaM 3alnThbl)
NH(OPMALIMOHHON CUCTEMbI BHYTPEHHEr O MPUBWJIErMPOBAHHOMO NOIb30BaTeNA AOJKHA
OCYLLEeCTBAATLCA CTPOrasd ayTeHTUDNKaLUS;

7) B UH(HOPMALIMOHHOW CMCTEME A0JKHbI UCMOJIb30BaThCA aBTOMATU3MPOBaHHbIE CPeACTBa,
obecrneynBatoLMe KOHTPOJIb MPaBU FreHepaL U CMeHbl MapoJsieit Nofb3oBaTenen;

8) B MH(OPMaLIMOHHOW CUCTEME AO/IKHbI MPUMEHATLCS CPEeACTBA LLEHTPaIM30BaHHOM O YNPaBeHNS
ayTeHTUUKaTopamm (ayTeHTUOUKaLMOHHON NHopMaLMen) Nosib3oBaTenen;

9) yCTPOWNCTBA ayTEHTUMDUKALIMM HE [O/KHbI BXOAUTbL B COCTaB 06bekTa A0CTyna (B TOM yucae
CPeACTBO BbIYNCAUTENBHOW TEXHUKN, KOHEYHOE YCTPONCTBO, MOBUIbHOE YCTPOMNCTBO) U AOJIKHbI
ObITb PU3NYECKN OTAENEHBI OT HErO;

10) npu peanusaumm cTporon ayTeHTUGMKaumMm TpebyeTcs Haamyme y nosib3oBaTess BTOPOro
(hakTOpa ayTeHTUpMKaLUN - BRafeHUs Gpu3nyeckum (annapaTHbIM) YCTPOMNCTBOM C NOAAEPKKON
KpunTorpapuun, Hem3BiiekaemMblM 3aKPbITbIM KJIHOHOM, SHEProHe3aBUCUMON NaMATbIO A5 XpPaHeHuUs
LMPOBBLIX CEPTUDUNKATOB, a Takxe 3HaHue cekpeTa (MNH-kopa ycTtponcTea). Cpok AencTeuns
LUMPOBbLIX CEPTUDMUKATOB NP NCMOJIb30BAHUN annapaTHbIX CPeACTB ayTeHTUdUKaLumm ¢
Heun3BjieKaeMbIM 3aKPbITbIM KI0HOM He [OJ/KEH NpeBbiwaTth 3 fieT, B 0CTajlbHbIX Cyvasx - He bonee
1 ropa. Ana peannsaumm CTpoOrom ayTeHTUMMKaLUM B UHGOOPMALIMOHHON CuCTeMe C LOMEHHOM
APXUTEKTYPON LOMKHbI ObITb Pa3BepHYThbl KOPNOPATUBHLIN LEHTP BbiMyCKa, 06CnyX1BaHNA 1
BasMaaunn LMGPOBbIX CEPTUMUKATOB AOCTYNa (LeHTp cepTudurkaumm), cuctema
LEeHTPasIM30BaHHOI0 YNpPaBieHNsA XXNU3HEHHbIM LIUKNOM LIUGPOBbIX CEPTUDMKATOB N CPEACTB
ayTeHTUdurKaumun. Ha KIMeHTCKON CTOPOHe fo/KHa BbiTb obecnedeHa nogaepxka HeobxoanMbix
KpunTorpapuyecknx npoToKosIoB ayTeHTUdrKaunn (Hanpumep, Kerberos, TLS) ¢ ncnonsb3osaHnem
LUPOBBLIX CEPTUDUNKATOB U CPEACTB CTPOron ayTeHTUhUKauun. Mpu oTCyTCTBUN (MK
HEBO3MOXXHOCTWN) B3aMMOAENCTBUA C LEHTPOM CcepTUdUKaLmmn, BbIMONHALWNM (YHKLNIO TpeTben
LLOBEPEHHOWN CTOPOHbI, MHPOPMALIMOHHAA CUCTEMA MOXKET UCMO0JIb30BaTb CMUCKW AEACTBUTENbHbIX U
aHHYIMPOBAHHbIX (0TO3BaHHbLIX) CEPTUMDUKATOB AN Apyrue MeToAbl MPOBEPKM
ayTeHTUPUKaLMOHHOW MHPopMaL K. Ond MHPOPMaLIMOHHbLIX CUCTEM, B COCTaB KOTOPbIX BXOAUT
MeHee 50 pabo4ymx MecT, B KOTOPbIX OTCYTCTBYET AOMeH 6e30nacHOCTY 1 LeHTp cepTudunkaummn, ans
BHYTPEHHMX NoNb30BaTeNen LONYyCKaeTCs NPpUMEHeHne YCUNEeHHON ayTeHTUdmrKaumm ¢
MCMN0/Ib30BaHNEM KOMIMEHCUPYIOLWLNX Mep 3aLlMTbl MH(OPMaLUK, YCUINBAKOLWUX NPUBA3KY
Nnosb30BaTeNs K UCM0JIb3yeMOMY UM (DU3NYECKOMY (annapaTHOMY) CPeacTBY ayTeHTUdUKaLmMK.
Hanpumep, ncnonb3oaHue buomeTpun nnnm MobmunbHoro TenedoHa nosb3oBaTeNs B Ka4ecTse
BTOPOro hakTopa C YCTaHOBJIEHHbIM NPUJIOXKEHNEM-TeHepPaTOPOM 0HOPa30BLIX Napoen,
nony4yexHmnem SMS, push-ysegomneHun;

11) B MH(hOPMALMOHHON CUCTEME AO/KHBI ObITh ONpeaeneHsl Mepbl MO UCKIIYEHNIO BO3MOXKHOCTU
MCNOJIb30BaHNA NOJIb30BATENAMU UX UAEHTUHNKATOPOB N ayTEHTUHNKALNOHHON MHAOPMaLInK B
APYTUX MHOPMALIMOHHBIX CUCTEMAX.

Peanusauus B MHPOPMaLLMOHHON CUCTEME:
Mepa 3awWwuThbl MHDOPMaLNN

Knacc 3almnieHHoCTH
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YcnneHue NA®.3

NAD.4 AyTeHTUMKauns yCTPONCTB

LLensb: VickniovyeHne foctyna K MHHOPMaLMOHHBIM CUCTEMAM N COAEPXKALLENCA B HUX MHopMaLnn
YyCTPONCTBaAM (MporpamMMHo-annapaTHbIX CpeacTBaM), He NpoLlewmnM npouenypy ayTeHTuKaumm.

TpeboBaHua K peanusaumm: AyTeHTUPUKaLUS YCTPONCTBA A0/KHA NPOBOANTLCS Nocsie
NOEHTNHMKALMMN YCTPONCTBA U €ro PerncTpauun B MHHOPMaLIMOHHOK CUcTeMe.,

AyTeHTUMKaLNS 015 KaXKA0ro yCTPONCTBa A0JIXKHA NPOU3BOAUTLCS NPY KaXXAOM 3arnpoce Ha ero
NoAK0YEeHNE K UHPOPMALIMOHHON CUCTEeME 1 [0 HaYvasla MHGOPMALIMOHHOMO B3aUMOAENCTBUS C Heil.

MoaknoyeHne K MHPOPMALMOHHON CUCTeMEe YCTPOMCTB, He MpoLIeALWnX npoLeaypy
ayTeHTUpMKaLum, He aonycKkaeTcs.

B nHdopMaumnoHHON cucteme AosKHbI ObITh onpeaesieHbl Cnocob ayTeHTUdUKauum yCTPONCTB 1
NprvMeHsAeMble NPOTOKOJIbl ayTeHTUMMKaunK. B npoLecce ayTeHTUDUKALUN YCTPONCTB AOJIKHbI
MCNOSb30BaTbCA NOALEPKMBAEMbIE MU MPOTOKOJIbI ayTeHTUMUKaumm (Hanpumep, EAP, 802.1x, CMP,
EST, ACME, MS-WSTEP, TLS, DTLS u gpyrve npoToKoJibl ayTeHTURUKaLUN).

AyTeHTUMKaumns ycTponcTe obecneymBaeTcs NpYMeHeHNEM BXOASALLNX B COCTaB MH(OPMALMOHHOM
CUCTEMbI OMepPaLMOHHON CUCTEMbI, CPEACTB 3aLNTbl MHOPMALMM OT HECAHKLUOHNPOBAHHOIO
[oCTyna. Peann3aums Mepbl N0 ayTEHTU(PUKALMN YCTPONCTB AOCTUIraeTCs MPUMEHEHNEM OQHOIO UK
COBOKYMHOCTW NPOrpaMMHbIX, MPOrpaMMHO-annapaTHbIX CPeACTB.

TpeboBaHuA K BOKYMEHTUPOBAHMUIO: B 3KCNyaTaUMOHHON AOKYMEHTALMMN Ha MHOPMALMOHHYO
CUCTEMY A0JIKHbI 6bITb ONpeeseHbl:

MeCTa pa3MeLLeHNs YCTPOWCTB, HaXOAALWMXCA BHYTPU MHPOPMALIMOHHON CUCTEMbI U 3a ee
nepuMeTpoM;

Cnocobbl ayTeHTUNKALMN YCTPOWCTB;

LeNCcTBMSA aAMUHUCTPATOPA N0 HACTPOMKE N KOHTPOIO PYHKLMOHMPOBAHNS CNocoboB
ayTeHTUMKaLNN YCTPONCTB;

LenCTBMUS agMUHUCTPaTOopa B Cly4ae yTepu, NONOMKK, BblBOAA YCTPOMUCTB U3 SKCMyaTaumm un (nnm)
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KOMMPOMETaLMN ayTEHTUDNKALNOHHON NHOPMAaLIMN YCTPONCTB;
npaBuia 1 NpoLeaypbl ynpaBaeHns CpeacTBaMn ayTeHTUPUKALMN YCTPONCTB;

NOpsALOK OCYLLEeCTBAEHUS MEPONPUATUA MO MOHUTOPUHTY U ayauTy AeNCTBUA aJMUHUCTPATOPOB U
nosb3oBaTenemn, CBA3aHHbIX C 00C/TYXXUBAHNEM U XKU3HEHHbBIM LIMKIIOM ayTEHTU(PUKALMOHHON
NHMOPMaLUN N CPencTB ayTEHTUDUKaLNK;

npoueaypbl 3KCnyaTaluMm CUCTEMbI LLEHTPAJIM30BAHHOIO YMPaBieHNs (MPU ee Haanyunm).
TpeboBaHuA K yCuneHuio:
CMeHa ayTeHTUMKALMNOHHBIX AaHHbIX YCTPOMNCTB HEe pexe YeM OAWH pa3 B Fof4;

peann3saumsa ayTeHTUMOUKaLMN YCTPONCTB C NCMOJIb30BaHNEM KPUNTOrpamyecKmnx NnpoToKOI0B
ayTeHTUUKaumu;

peannsauma ayTeHTUOUKaLMN C UCNOJSIb30BaHNEM TPeThbe LOBEPEHHOWN CTOPOHLI (KOPNOpPaTUBHOMO
LEeHTpa cepTudmrkauunm);

NCNonb30BaHNe CUCTEMbI LLeHTPaIM30BaHHOI0 YrpaBJ/ieHNA XXU3HEHHbIM LIUKA0M LMgPOBbIX
CepTUPUKATOB, INEKTPOHHbLIX NAEHTU(PNKATOPOB, BCTPOEHHbIX MOJJ,yJ'IEIZ 6esonacHoCTN.

Peanusauus B MH(POPMaLLMOHHON CUCTEME:
Mepa 3awnTbl MHDOPMaLMK

Knacc 3almiLeHHocT

K3

K2

K1

NAD®.4

YcnnerHue NA®.4

4.2. YnpasneHue pgoctynom (YNA)

YMA.1 Peannsaunsa mogenwn ynpasJsieHNA LOCTYMNOM

Uenb: OnpefenerHvie n peannsauns Mmogenu ynpassieHns LOCTynoMm cybbekTos k obbekTam gocTyna
B UH(HOPMALMOHHON CUCTEME.

TpeboBaHusa K peanusauuu: B nHHOpPMaLMOHHOM CUCTEME A0/KHa ObITb peann3oBaHa Moaesb
ynpaBJiIeHUs1 4OCTYNoM, (hopManusytoLias METOAbI yNpaBieHnsa OOCTYNOM, TUMbl AOCTYNa CyObeKkToB
K 06bekTam JoCTyNa 1 NpaBuia ynpaBiaeHns 4ocTyna CybbekToB AOCTyna K o6bekTam AocTyna,
peasimlyemMble B UHGOPMaLMOHHOW CUCTEME.

Pa3paboTka Moaenu ynpaBaeHUst 4OCTYMNOM OCYLLECTBAAETCA C y4eTOM MOJIOXKEHWNIA HALMOHANbHbIX
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ctaHpgapToB MOCT P 59453.1-2021 «3awmTa nHpopmaumm. dopmasbHaa MoLesb ynpas/ieHNs
poctynom. Yactb 1. Obwue nonoxenusa», FOCT P 59453.3-2025 «3awmTta nHdopmaumu.
dopManbHas Moaesnb ynpasaeHna gocTynom. YacTb 3. PekoMmeHaauum no paspaboTke».

B nHhopMaLmOHHOM cucTeMe foJKHbI ObITb peann3oBaHbl OANH WM HECKONbKO METOL0B
ynpaB/eHNs [OCTYMNOM, K KOTOPbIM OTHOCATCS:

LONCKPELMOHHBIA METoA yNpaBaeHUs AOCTYMNOM;
POJIEBOV METOJ, YNPaB/EeHNS NOCTYMNOM;
MaHJaTHbIA MeTo[ yrpaBieHUs J0CTYrNoMm;
aTpubyTHBLIN MeToL ynpaBfieHns LOCTYMNoM,

B VIHC|30pMaLI,I/IOHHOI7I cncteme B 3aBUCUMOCTHU OT peannsyemMblX METOOOB ynpaBsieHNA OOCTYMNOM
Heobxoanmo ornpeneysinTb HECKOJIbKO U3 YKa3aHHbIX KPUTEPUNEB.

TuUnbl CydbekToB 1 06BLEKTOB AOCTYNa (Hanpumep, Nofb30BaTENMN, YCTPONCTBA, MPUI0XKEHNS
(npouecchl), hannbl 1 NHble Cy6BbEKTLI U 06bEKTLI AOCTYNA);

TUMbl YYeTHbIX 3anuncen (ponewn) cybbekToB fOCTYNa (BHYTPEHHEro N0Nb30BaTENS, BHELIHErO
NnoNb30BaTENd; HENPUBWErMPOBaHHAS, MPUBUNErNPOBAHHAA; NOCTOAHHASA, BPEMEHHAsA, rOCTeBas U
(MNI1) MHbIE TUMNbI YY4ETHBIX 3anucen cybbekToB AOCTYNa);

TUNbl OCTYNa CybbeKkToOB K 06beKTaM A0CTyna (NpaBa A0CTyna) (HanpuMmep, onepawummn no YTeHuo,
3anncu, yOaJIeHnio, BbINMOJHEHWIO, aAMUHUCTPUPOBAHNIO, SKCMOPTY/UMMOPTY AaHHbIX, CO34aHWNI0
pe3epBHbIX KOMWIA, N3MEHEHMIO NOJIMTUK 6@30MaCHOCTM M UHbIE TUMbI 4OCTYNa CybbeKToB AOCTyNa K
obbekTam gocTtyna);

npaBuia pa3rpaHnyeHnsa JocTyna cybbekToB fOCTyna K 06bekTaM foCTyna B MH(POPMaLMOHHON
CUCTeMe B COOTBETCTBUM C 3aJaHHbIMV METOLAMM YPaBAEHNUS LOCTYMOM.

Mogenb ynpaBneHus foCTYNOM LOJKHA NePeCcMaTpMBaTLCA €XKErO4HO UM NPU BHECEHNM
N3MEHEHMUI B METOAbI U TUMbI CYyObEKTOB M 06LEKTOB AOCTYMA, @ TAKXe TUMbl AOCTYyNa CyObeKTOB K
obbekTaM gocTyna.

B nHhopMaLMOHHOWM cucTeMe f0/KHa OblTh peasim3oBaHa MOLENb YNPaBAEHUs 4OCTYMNOM 3a CYeT
NPUMeHeHNs B MHPOPMALMOHHON CUCTEeME OMNepaLMOHHbIX CUCTEM, CUCTEM yrpaBiaeHus basamu
AaHHbIX, CPeACTB BMPTYaau3auun, CpeacTs KOHTENHepn3aLmm, CpeacTB JOBEPEHHON 3arpy3Kiu,
MHbIX CPeACTB 3aLNTbl MHGOPMALIN,

TpeboBaHuA K [,OKYMEHTUPOBaAHMUIO: B 3KCNyaTaLMOHHON AOKYMEHTALUMMN Ha MHDOPMALIMOHHYO
CUCTEMY AOJKHbI ObITb ONpeneneHbl:

NCMOJb3yeMble METO/Ibl YNPaBieHNs AOCTYMNOM;
nepeyHn cybbeKkToB 1 06BLEKTOB AOCTYNA;

npaBu/a ynpaBaeHns 1OCTynoM CybbekToB f0CTyna K 06beKkTaM J0CTyna;
CpencTBa 3aWnUTbl MHPOPMALIMKM, peanusytoLue npasuia ynpasaeHns 4OCTYMNOM.

TpeboBaHMuA K YCUNEHUIO:
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Moaesib ynpaBsieHUA OOCTYNOM OO0JIXKHa ObITb COrnacoBaHa C MOAENSAMM AoCTyna, NpuMeHaeMbiMn B
onepaunoHHbIX CUCTeMaX, CUCTeMaX ynpasiaeHna 6a3amMm OaHHbIX, cpencTBax BUPTYyanamnsauumm,
CcpencTBax KOHTEI‘/JIHepI/I3aLI,I/II/I, WHBIX CpeacTBax 3alnTbl MHGOpMaLUN;

MOZENb YNpaBieHUs 4OCTYNOM f0JKHa obecrneynBaTh peann3aumnio ynpaBieHns 4OCTYNOM MeXay
cybbekTaMu 1 06beKTaMUn OCTyNa, SBAAOLWMMACS YCTPONCTBAMU W (MAN) MPUNOXKEHUSMN;

MoJle/lb YrpaB/eHns LOCTYNOM A0/DKHA Peasn30BbiBaThCS Ha YPOBHE CErMeHTOB UH(OPMALIMOHHO
CUCTEMbI (MUKPOCErMEHTOB, NHOPMALIMOHHBIX PECYPCOB, NMPUI0XKEHWIA) NYTEM MPUMEHEHUS
MEXXCETEBbIX 3KPAHOB YPOBHS MPUNIOXKEHWNIA, MHOTOMYHKLIVMOHAIbHBIX MEXCETEBbLIX 3KPAHOB YPOBHS
ceTu, CpeacTB BUPTYanun3aLum.

Peanusauus B MH(pOPMaLMOHHON CUCTEME:
Mepa 3awnThbl MHDOPMaLUK

Knacc 3almiLeHHocT

K3

K2

K1

yno.l

+

+

+

Ycunenne YNAO.1

1,2

1,2

YNMO.2 PasrpaHnyeHne n KOHTPOb NpaB 4OCTyna

Uenb: Peannsaums npMHLNNOB MUHUMU3ALMN NMPaB 4OCTYNa MU pasrpaHnyYeHns npae 4OCTyna npu
peannsaunnn Mmoaenn ynpasieHna OCTYrNom Cy6'beKTOB K obbekTam OOoCTynMNa B I/IH(pOpMaLI,I/IOHHOVI
cncrteme.

TpeboBaHua K peanusaumm: PasrpaHnYeHne N KOHTPOb NpaB AOCTYyNa peann3yoTcs Ha OCHOBE
MOZENN ynpaBieHns LOCTYNOM 1 LO/KHbI o6ecneynBaTb ynpaBaeHne OCTYNOM Mob30BaTeNnen un
3anyCcKaeMbIX OT UX UMEHW NMPUI0XKEHWIA NpU JOCTyne (BX0o4e) B MHOPMALMOHHYIO CUCTEMY U
Pa3NYHbIX TUMAX NOCAeAYIOLLEro AOCTYMNa B MH(OPMALMOHHON CUCTEME:

K NporpamMMHo-annapaTHbIM CPeCTBaM, MalUMHHLIM HOCUTENAM MH(OPMaLMM N YCTPONCTBAM;
K 06bekTaM (hanoBbIX CUCTEM;

K 3amyCKaeMbIM 1 UCMOJIHAEMbIM (haiiiaM NPUN0XKEHNNA;
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K MH(OpMaLmMmM B cCUCTEMaxX ynpasieHnsa 6a3amm gaHHbIX;

K MapaMeTpam HaCTPONKN CPeACTB 3alunTbl MHGOpMaLuK;

K CUCTEMHbIM XXYPHanam, XXypHasiam NpuaoxXeHun, xxypHanam cobbiTuin 6esonacHocTy;
K OOCTYMHbIM N0SIb30BaTENAM, YCTPONCTBAM U NpUoXXeHusam, APl-nHtepdgencam;

K CpencTtsaM yaasleHHOro agMUHUCTPUPOBaHNS;

K 0bbekTam f0oCTyna B BUPTYyasbHON UH(PACTPYKTYype (Hanpumep, obpa3aM BUPTYasibHbIX MaLUWH,
cpencTeaM BUPTYyaanM3aumm, 3anyLweHHbIM BUPTYasibHbIM MallnHaM);

K 06bekTaM JOCTyNa B KOHTENHEPHOW MHPPACTPYKType (Hanpumep, obpaszam KOHTENHEPOB,
CpencTBaM KOHTeNHepusaumm (opkecTpaTopam), 3anyLeHHbIM KOHTENHEpPaM);

K UHbIM OMNpeaesieHHbIM B MHPOPMaLNOHHON cucTeMe cybbekTam n obbekTam gocTyna.
B nH(opMaLmnoHHON cucTemMe L0/KHbI ObITh 0becneyeHsb!:

pa3rpaHnyeHmne npae AOCTYMNa HEMNPUBMAErMPOBAHHbIX U MPUBUIErMPOBAHHbIX NOJIb30BATENEN, B TOM
4ymcne agMUHUCTPATOPOB, aAAMUHUCTPATOPOB Be3onacHOCTH, obecrneynBatoWmx PYHKLUNOHNUPOBAHNKE
NH(OPMALIMOHHON CUCTEMbI TEXHNYECKMX CMEeLNanncToB;

MWHUMMW3aLMs NpaB AOCTyNa CybbekToB AOCTyna K obbekTam focTyna.

B nHdopMaLmnoHHOM cucteme fosmkKeH bbiTb YCTAaHOBJIEH 3aNpeT UCMOob30BaHNS MNOAb30BaTENSAMM
NHMOPMALIMOHHOW CUCTEMbI FPYMNMOBbLIX (0OLWMX) YHETHBIX 3aNnCen N y4eTHbIX 3anncen, 3agaHHblX no
YMOJIHaHWI0, MOCPEACTBOM OTKJIIOYEHUS (yAaNeHns) OAaHHbIX YY4eTHbIX 3annucein B MIHGOPMaLMOHHON
cucTeme.

B MHhOPMALIMOHHOW CMCTEME LO0JKHbI ObITb MEPEeCMOTPEHbI OrpaHMYeHNs 1 3anpeThl AEeNCTBUIA AN
NoJib30BaTesIEN C LieSIblo aKTyaausauuy npasua pasrpaHnyeHns u MUHUMI3aLUMmM NpaB 4ocTyna
€)XEeroaHo Uan npu BHECEHWN U3MEHEHMWI B METOAbI U TUMbI Cy6bEKTOB M 06BbEKTOB AOCTYNa, a
Tak)Xe TWMbl 4O0CTYNa CybbEeKTOB K 06beKTaM A0CTYNa, WK NPU CYLLECTBEHHOM U3MEHEHUW Ynucia u
CoCTaBa rpynn cy6bekToB 1 06bEKTOB JOCTYyMa.

TpeboBaHUA K [,OKYMEHTUPOBaHMUIO: B 3KCnyaTaLMOHHON AOKYMEHTALMMN Ha MHDOPMALIMOHHYO
CUCTEMY A0JKHbI ObITb ONpeseneHbl:

0b6a3aHHOCTM ((hyHKLMM) Nonb3oBaTeNen (ponen) MHHOPMaLMOHHON CUCTEMBI;

npaBa AOCTyna, MUHUMaNbLHO HeobxoauMble ANS BbINOJAHEHUSA 0683aHHOCTEN (PyHKLNIA)
nonb3oBaTenemn (ponen) NHHOPMALMOHHON CUCTEMBI;

npaBa LOCTYNa, MUHUMaIbHO HeobxoAnMble A5 (YHKLUOHUPOBAHUS YCTPONCTB U NPUSIOXKEHUI B
NH(OPMALIMOHHOW CUCTEME;

NPUHLUMMbI pa3rpaHMYeHns Npas 4OCTYNa HEMPUBUAErNPOBAHHLIX Y MPUBUAEr MPOBAHHbIX
nosib3oBaTenen (ponein), B TOM 4Yncae adMUHUCTPATOPOB, aAMUHUCTPATOPOB BesonacHoOCTH,
obecneymBaloLMX QYHKLNOHMPOBaHNE MHDOPMALMOHHON CUCTEMbI TEXHUYECKMX CMELManncToB;

OrpaHUYeHus 1 3anpeTbl AN Kaxxgoro cybbekTa (posn) n obbekTa JOCTyna, NCNoJb3yeMbIX B
NH(OPMALIMOHHOW CUCTEME.
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TpeboBaHMuA K YCUNEHMUIO:

1) B MH()OPMaLMOHHOWN CMCTEME A0JKHa BbiTb 0becnevyeHa peanm3sanms orpaHUYeHNn N 3anNpeTos
COBMELLEHNSA O4HMM MOJIb30BaTEIEM NH(HOPMALIMOHHON CUCTEMbI HEMPUBWUIEr MPOBAHHbIX
obs3aHHOCTEN no obpaboTke MHGOPMaL MM U NPUBUNETNPOBAHHBLIX 0683aHHOCTEN MO
aOMUHNCTPUpPOBaHMio, obecneyeHmnto besonacHocT, obecneyveHnto PyHKLMOHNPOBAHMSA
NH(OPMALIMOHHOWN CUCTEMBI;

2) B UH(OPMALMOHHON cncTeMe fomKHa 6biTb 0obecrnedyeHa MUHUMMU3ALNS NpaB CYyObEKTOB 1
00bEKTOB [10CTYNA, ABNALIMXCA YCTPOWCTBAMU 1 MPUIOXKEHUSMI, B TOM YMCIe CPeacTBaMM
3alLUMThl UHPOPMALLMK, @ TaKXKe TEXHUYECKUMMN KOMMOHEHTaMN MH(OPMALIMOHHON CUCTEMBI, TaKUMU
KaK CpefiCTBa ynpasneHus 6a3amu faHHbIX, KOHBENEPbl Pa3paboTKM, TECTUPOBAHUS U [OCTABKU
nporpaMMHOro obecrneyeHmns, XxpaHUINLLA CEKPETOB, 3/IEMEHThLI CETEBON MHDPACTPYKTYPSI,
061a4Hble CEPBUCHI 1 CPEACTBA aAMUHNCTPUPOBAHNS, B TOM YC/IE HA YPOBHE TUMOB AOCTYMa K
daliiam 1 npoLeccam NpUIoKeHUn B onepaLuoHHON CUCTEME;

3) B UH(OPMALMOHHON CUCTEME A0/KEH BbiTb OnpeaeneH NpMBUIErPOBaHHbIN NMOb30BaTE b
(rNaBHbIA aAMUHUCTPATOP), UMEIOLLMIA NpaBa Nno nepegaye NoJIHOMOYUIA Mo aAMUHUCTPUPOBAHMIO
NH(POPMALIMOHHON CUCTEMbI U CUCTEMbI 3aLUTbI HGOPMALMKX APYTrM JINLAM U OCYLLECTBASIOLLNA
KOHTPOJIb 3@ UCMO/Ib30BaHMEM NepeaaHHbIX NMOHOMOYUIA.

Peanusauus B UH(pOPMaLMOHHON CUCTEME:
Mepa 3awunTbl MHDOpMaLUK

Knacc 3awuieHHocTm

K3

K2

K1

ynmo.2

+

+

+

Ycunexwue YMA.2

1

1,2

YN[A.3 YnpasneHue y4eTHbIMU 3anmcsamm

Uensb: VnpaBneHVle XWU3HEHHbLIM LIMK/IOM YHE€THbIX 3anucen Cy6'beKTOB OOCTyMa B I/IHCbOpMaLI.I/IOHHOIZ
cncrteme.

TPGGOBaHMﬂ K peanun3dauunn: yrlpaBJ'IEHI/Ie Y4€THbIMU 3aMnCcAaMn Cy6'beKTOB 0OCTYyrMa B
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MHOPMALIMOHHON CUCTEMe J0/IXKHO obecneynBaTh:
CO3/aHNe, Ha3HaYeHne, akTUBaLMIo, 6JI0KMPOBaHME U yAaseHNe YYeTHbIX 3anucei;
y4yeT YYeTHbIX 3anucei;

BEPUMKALMIO NOb30BaTeNEN (MPOBEPKY NNYHOCTW NONb30BaTENS, €r0 (PYHKLMOHAbHbLIX
o0b6s13aHHOCTEN) NPKU 3aBEAEHNM YHETHOMN 3anNuncK;

BEPUDMKALINIO KOMMNOHEHTOB MH(POPMALMOHHON CUCTEMbI, TAaKUX KaK YCTPOWCTBA, NMPUI0XEHUS, A1s
KOTOPbIX CO3aeTCsA (TeXHONOrnYeckas) y4eTHas 3anuch;

Ha3Ha4YeHne, N3MeHeHne, yaaneHne npasua AOCTyna y4eTHbIX 3anncen;

obbeanHeHne yY4eTHbIX 3anncen B rpynnbl YYeTHbIX 3anucen (npu HeobxoammocTw);
nepecMoTp NpaBua JOCTYNa YyYeTHbIX 3anuncen n rpynmn y4eTHbIX 3anucen;
perncTpauunio cobbiTnin 6€30MaCcHOCTN, CBA3AHHbLIX C YpaBieHNEM YY4ETHLIMU 3annUCAMN.

B nHopMaLMOHHOM cucTemMe A0/KHbI UCNONb30BaThLCA CPEeACTBaA YNpPaBAeHNS YH4ETHbIMU 3aNNCAMU
rnosib3oBaTenen.

TpeboBaHuA K [,OKYMEHTUPOBaAHMUIO: B 3KCNyaTaLMOHHON AOKYMEHTALMMN Ha MHDOPMALIMOHHYO
CUCTEMY A0JKHbI ObITb ONpeseneHbl:

NopsOoK BepUpUKaLUN 1 aKTUBALMM YHETHbIX 3anuncei rnoab3oBaTesien, yCTPONCTB, NPUSIOXKEHNIA
npv CO34aHUN Y4ETHOWN 3annucu B MH(OPMALIMOHHON CUCTEME;

nopanoK co3faaHud, aktnauun, 6ﬂ0KVIpOBaHI/IFI, yhoaneHna, Ha3Ha4vyeHund, nepecmoTpa, N3MeHeEHNA
BLNAOB, TUNOB 1 NMpaBuna O0CTYMa YY4E€THbIX 3anucen;

NopsOoOK BeLeHUs XypHasa peannsaumm QyHKUMN (aAMUHUCTPATUBHbBIX AEACTBUIN) 3aBeLeHus,
aKTuBauuu, 610KMpPOBaHNA 1 yaaneHNs NPUBUIErMPOBaHHbIX YYETHbIX 3anncen;

NopAAOK YBELOMJIEHNS aAMUHUCTPATOPOB, OTBEYAIOLLMX 3@ YPaBieHNe N KOHTPOJIb Hal YH4eTHbIMU
3anncaMmn Nosb3oBaTenen, 0 peannsauny MyHKLUA No YNPaBAEHWIO YHETHbIMI 3aMnCsiMu;

npouenypbl aHannsa XypHanos 6e30nacHOCTM 419 BbISBJIEHUS HapyLUeHUI 1 cobbiTnin 6e3onacHoCTH
M Npouenypbl pearnpoBaHNs Ha HUX;

TpeboBaHMA K OFOBOPHbLIM AOKYMEHTaM 1 cornatieHmam ob nHgpopMauMoHHOM B3aUMOAENCTBIM
npv NOAKOYEHUN BHELWWHUX NOJib30BaTeNen, yCTPONCTB, MPUIOXKEHUN K MHPOPMALMOHHON CucTeMe.

TpeboBaHMuA K YCUNEHMUIO:

1) B MH()OPMALMOHHON CMCTEME A0JKHO BbITb peann30BaHO LEHTPaIM30BaHHOE yripaBieHmne
YYeTHbIMU 3aNnCAMK NOJib30BaTeNEeN C UCNOJIb30BaHMEM NporpaMMHoro obecnevyeHuns
LEeHTPaIM30BaHHOI O YNPaBeHUS yY4eTHbIMY 3anncamu;

2) B MHOPMALMOHHOW CUCTEME LO/KHO ObIThb peann3oBaHo LEHTPAN30BaHHOE YpaBieHne
YYETHbIMY 3aNUCAMN YCTPONCTB, MPUI0XKEHUI C MCMO/Ib30BAHMEM NPOrPaMMHOro obecrneyeHuns
LLleHTPaNN30BaHHOr 0 YNpaBAeHUs YYETHbIMU 3anncamu.
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Peanusauus B UHpOpPMaLMOHHON CUCTEME:
Mepa 3aWwmnTbl UHPOPMaLIUN
Knacc 3alnLeHHoCTH

K3

K2

K1

ynao.3

+

+

+

Ycunenwne YNO.3

1

1,2

YN[A.4 OrpaHnyeHne HeycnewwHbIX U HeperjiaMeHTUPOBaHHbIX MOMbITOK AOCTYMNa B MHMOPMaLMOHHYIO
cuctemy

Uenb: 3alimTa MHGHOPMALMOHHOW CNCTEMbI MOCPEACTBOM OFpaHMYeHUn NpaB [oCTyna CybbekToB
L,0CTYyna, NPEBbICUBLLMX YACSIO HEYCNELIHbIX NOMbITOK AOCTYNa B UHOPMALNOHHYIO cnuctemy nmbo
OCYLLEeCTBAALWMNX NOMbITKN JOCTYMa B MHPOPMALMOHHYIO CUCTEMY B HEPErnamMeHTUPOBaHHOe
(HewTaTHOE) Bpems.

TpeboBaHua K peanusaumm: B MHHOPMALIMOHHON cMCTEME A0/MKHO ObITb 0becneyeHo
OrpaHUYeHune npaea J0CTyna CybbeKTOB A0CTYNa, NPEBLICUBLUMX YUCI0 HEYCMEeLWHbIX MNOMbITOK
[0CTyNa B UHPOPMALIMOHHYIO CUCTEMY 3@ YCTAHOBJIEHHLIV B MUH(OPMALIMOHHON CUCTEME NEPUOL
BPEMEHMN.

OrpaHVHeHme npaB O0CTYyMNa O0JIXKHO peasin30BbiBaTbCA B OTHOLLEHUW:
Cy6'beKTOB 0O0CTYynMa, ABAAWNXCA NoJib3oBaTenamMmn n yCTpOIZCTBaMI/I I/IHq)OpMaLI,VIOHHOVI CNCTEMBbI,;

cybbekToB JoCTyna (HapywuTenen), ocyweCTBASIOWMX MNOMNbITKW NOJTyYeHUs
HeCaHKLMOHMPOBAHHOIO AOCTYMNa K MH(POPMaLMOHHON CUCTEME C UCMOb30BaHNEM
B3aVMOLENCTBYIOLNX C MHPOPMALMOHHON CUCTEMON YCTPONCTB U NPUIIOXKEHUN.

OrpaHun4yeHue nNpas 4OCTYyMa B UHPOPMALIMOHHYIO CUCTEMY LO0JIHKHO BbINMOJHATHCA NOCPEACTBOM
aBTOMATMYeCKOro aHasam3a cobbITUA NOMLITOK AOCTYNa B MH(OPMALMOHHYO CUCTEMY B
COOTBETCTBUM C MepaMn 3awwnTbl MHpopmauum NAD.1 - NAD .4,

OrpaHunyeHve nNpaB [OCTyNa LOJKHO BbIMOJHATHCS NOCPEeACTBOM 6IOKMPOBAHUS YYETHON 3amnncu
Nosb30BaTeNs, yCTPONCTBA UKW NPUIOXKEHNS B MH(OPMALIMOHHON CUCTEME, @ TaKXXe NocpeaCcTBOM
610KMpOBaHUS LOCTYMNa Ha OCHOBE COBMaAEHUS TEXHNYECKUX NPU3HaKoB (Hanpumep, IP-agpec,
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CUTrHaTYpPbI CBeAEeHNI 0 NOJIb30BaTE/IbCKOM areHTe).

TpeboBaHUA K [OKYMEHTUPOBaAHMUIO: B 3KCNyaTaLMOHHON AOKYMEHTALUMMN Ha MHDOPMALIMOHHYO
CUCTEMY AO0JKHbI 6bITb ONpeneneHbl:

YyCTaHOBJ/IEHHOE B MH(HOPMALIMOHHOW CMCTEME 3HAYEHUE JOMYCTMMOr0 YC/A HEYCMeLHbIX NOMbITOK
BXO[a;

nepnon BpeMeHN, B Te4eHne KOTOopOoro y4nTbiBatoTCA MOMbITKKA BXOOa,

Tunbl 06bEKTOB 6J'IOKVIpOBaHVIF| (y'-IeTHbIe 3anucnm, yCTp0|7ICTBa, XapaKTepunsyemble TEXHNHECKNMN
NPU3HakKaMun I'IpI/I}'IO)KeHI/IFl);

nepuobl BpEMEHU CYLLLECTBOBAHUS Pa3J/INYHbIX TUMOB BPEMEHHbIX YY4E€THbIX 3anucen;
nepuoabl OMNyCTUMOro BPEMEHN HEAKTMBHOCTW Pa3IMYHbIX TUMOB YYETHbIX 3anncen;

perfamMeHTMPOBaHHOE (LUTaTHOE) BpeMs BXoAa W (MIM) KOHKPETHbIe TUMbl A0CTYNa CyObekToB
LOCTyna K o6bekTam J0CTyna;

nopsaaok 610KMpoBaHUs CybbLEKTOB AOCTYNa;

ycnoBusi pa3baoKMpoBaHUs YH4ETHOM 3anuncy Wan ycTponCTBa, HanpuMep, MHTEPBaJsibl BpEMEHU
aBTOMaTMYeCKoro pa3bnoknpoBaHus, pas3biokmpoBaHue B pesyabTaTe NoATBEPKAEHUS
NPUBUNErMPOBAHHBIM M0JIb30BaTENEM (aAMUHUCTPATOPOM).

TpeboBaHMuA K YCUNEHMUIO:

1) B MH(hOPMaLIMOHHOW CUCTEME [0J1XKHa ObITh 0becneyeHa peannsauns aBTOMaTUHECKOr0
670KMPOBaHUS U (UNN) yAANEHUS BPEMEHHBIX 1 HENCMOb3YEMbIX YYETHbIX 3aMUCEN, a TakxXe
OrMoBeLLeHNe 0 AaHHOM COBbITUM NPVUBUAErMPOBAHHOIO NOMb30BaTENS (aAMUHMUCTPATOPA),
OTBEYAIOLLLEro 3a YNpaBeHNe U KOHTPOJIb Haf, YYEeTHLIMY 3amnncaMmn nosib30BaTenen;

2) pa3ba0KnMpoBaHMe AOCTyMNa NPUBMIErMPOBAHHbLIX CYyOGBLEKTOB AOCTYNa, MPEBLICUBLUMX YUCSIO
HeycrnewHbIX NoMbITOK A0CTYMNa B UHHOPMALIMOHHYIO CUCTEMY, MOXKET BbIMOJIHATHCA TOILKO M1aBHbIM
aAMUHUCTPATOPOM,

Peanusauus B MHPOPMaLLMOHHOW CUCTEME:
Mepa 3awWwuThbl MHDOPMaLNN

Knacc 3almueHHocTH

K3

K2

K1

yhng.4

+

+
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+
Ycunenune YN 1.4

1,2

1,2

YNO.5 MNpepynpexaeHne noab3oBaTens npu ero 4ocTyne K UHPopMaLMOHHON cnucteme

Lenb: VIHopMmpoBaHMe nosib3oBaTesien 0 peaansauunm Mep 3aWwmTbl MHopMaLn 1
oba3aTenbHOCTY COBNAEHNSA YCTaHOBNEHHbIX NpaBua paboTel C MHGOPMaLMen nNpu ocTyne K
NHOPMALIMOHHON CUCTEME.

TpeboBaHusa K peanusauuu: B nHhopMaLMOHHON cucTeMe A0/KHO BbITh 0becneyeHo
npenynpeXxaeHune nofb3oBaTensd 0 MOMEHTA BbIMONHEHNA NAEHTUGWKALMK N ayTEHTUPMKALMMN B
COOTBETCTBUMN C MepaMi 3awmnTbl UHDopMaunn NAD.1 — NAD.4 B Buae cooblieHns («0KHa») 0 TOM,
4TO B MH(POPMALIMOHHOW CUCTEME peasi30BaHbl Mepbl 3alMThl MHPOPMALIUK, @ TaKXXe 0 TOM, YTO
nofib3oBaTenem Ao/KHbI BbiTb COBNIOAEHbI YCTAHOBNAEHHbIE B MH(OPMALMOHHON CMCTEME NMpaBuia 1
orpaHunyeHuns Ha paboTy C nHhopMaLumen.

JocTyn nonb3oBaTesNs B MHGOPMALIMOHHYIO CUCTEMY OCYLLECTBASIETCS TOJIbKO Noce
NOATBEPXXAEHNS MOJIb30BaTEIeM 03HAKOMIEHUS C NPeaynpeXAeHNeM.

TpeboBaHuA K BOKYMEeHTUPOBaHMUIO: He NpeabaBasoTCs.
TpeboBaHuAa K ycuneHmio: He npeabaBnsaoTcs.
Peanusauus B MH(pOPMaLMOHHON CUCTEME:

Mepa 3aWwmnTbl UHPOPMaLUN

Knacc 3almieHHoCcTn

K3

K2

K1l

yno.s

Ycunerwne YNA.5

YNMO.6 OnoBelieHne Nonb30BaTENS O NPeablAyLLIEM BXOAE B UH(OPMALIMOHHYIO CUCTEMY

LUenb: OnoBelleHne Nosib30BaTeNsA 0 NOMbITKax BXoAa B I/IHCpOpMaLI,I/IOHHy}O cncTemy,
OCYLLIECTBJIEHHbIX paHee OT UMEHN ero y‘-IeTHOVI 3anncu.

TpeboBaHuA K peanmsauuu: B nHHOpPMaLMOHHOM CuCTeEME A0/HKHO BbITh 0becneyeHo onoBeLleHne
noJib30BaTesa 0 NOC/AeHEM YCMNeLwHOM BXoAe B UHPOPMaLIMOHHYIO CUCTEMY, OCYLLEeCTBJIEHHOM
paHee 0T UMEHU ero y4eTHOI 3anuncu, Nocse YCNeLwHoro BbiNoJIHEHMSA NOJb30BaTeIEM BXO4a B
NH(OPMALIMOHHYIO CUCTEMY B COOTBETCTBMU C MepaMu 3anTbl nHpopMmaumm NAD.1 — NAD 4.
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OnoBelleHne O0/KHO cofepXaTb NHPOPMALMIO KaK MUHUMYM O JaTe 1 BpeMeHu npegbigyLiero
BXOZa B MH(POPMALMOHHYIO CUCTEMY OT MMEHU YYETHOWM 3anucy N0Jib30BaTeNs, @ TakXe UHYIO
NHopMaLnto, onpeaesieHHY0 B UHPOPMaLIMOHHON CUCTEME.

Monb3oBaTeNb NHGMOPMALMOHHON CUCTEMBI, YCTAHOBMBLLMIA HA OCHOBAHMWM ONOBELLEHNS (PaKT
HeCaHKLMOHMPOBAHHOI0 AOCTYNa B MH(OPMALMOHHYO CUCTEMY OT MMEHW ero y4eTHOW 3anucu,
LOJ/DKEH He3aMeaAnTeNIbHO NMPONHGOPMNPOBATL NPUBUIErMPOBAHHOIO MO/b30BaTENS
(aamMunHucTpaTopa 6esonacHocTw).

TpeboBaHUA K [OKYMEHTUPOBaAHMUIO: B 3KCMyaTaLMOHHON AOKYMEHTALUMMN Ha MHDOPMALIMOHHYO
CUCTEMY A0JIKHbI 6bITb ONpeneseHbl:

06beM cBefeHUin 0 hakTe NpeablayLLero BXoAa 0T MMEHWN YY4ETHOW 3anucK Nosib3oBaTeNs B
NH(OPMALIMOHHYIO CUCTEMY, HAaNpUMep, faTa, BPeMs, peruoH, IP-agpec, yCTponcTBo;

MCMNOJSib3yeMble KaHasbl U afpeca OCHOBHOMO M aflbTEPHATUBHOMO OMOBELLEHNA NOJIb30BaTENS,
Hanpumep, okHO 6pay3epa, e-mail, SMS, push-yBeaomneHue;

MOPSA0K HACTPONKM U MOATBEPXKAEHWNS MOSIb30BATENEM KOHTAKTHbIX AaHHbIX, MCNOJIb3YEMbIX /15
OMoBeLLEeHUS:;

nopaaoK NHGOPMUPOBAHNSA NPUBUIIErMPOBAHHOIO NOb30BaTENA (a,D,MVIHI/ICTpaTOpa 6e3onacHocTn) 0
(hakTax HeCaHKLMOHNPOBAHHOIO AOCTYMNa B MHPOPMALMOHHYO CUCTEMY OT MMEHMU yquH0|7| 3afuncn
noJib30BaTens.

TpeboBaHuA K ycuneHuio:

1) nocne ycnewHoro BbINOJHEHNS MNOb30BaTe/IEM BXOAa B MHDOPMALIMOHHYO CUCTEMY LO/IKHO
obecneynBaTbCA OMOBELLEHME NOJb30BATENS O YACSIE HEYCMELLUHbIX NMOMbITOK BXOAa B
NH(POPMALIMOHHYIO CUCTEMY OT UMEHW ero YY4eTHOW 3anncu, 3aMKCMPOBaHHbIX C MOMEHTA
nocneHero yCcrnewHoro Bxoaa nofib3oBaTesNs B MHPOPMaLMOHHYIO CUCTEMY;

2) nocsie yCnewHoro BbINOJIHEHUS NOJb30BaTeNEM BXOAa B UHPOPMALIMOHHYIO CUCTEMY A0JIKHO
obecneynBaTbLCA OMOBELLEHME NONb30BaTENSA O YACIE BCEX MOMbITOK BXOAA B MHOPMALIMOHHYIO
CUCTEMY OT UMEHW ero y4eTHOW 3anncK, 3aPUKCUPOBaHHbIX B HELLUTATHOE (HeperfaMeHTUPOBaHHOE)
BpEMS;

3) nocsie yCrewHoro BbINOJIHEHUS MOJ1b30BaTENEM BXOAa B UHPOPMALIMOHHYIO CUCTEMY A0JIKHO
obecneynBaTbCSA OMOBELLEHME NONb30BaTENS 0 YNCIE BCEX MOMbITOK BXOAA B MH(OPMALIMOHHYIO
CUCTEMY OT UMEHM Ero y4eTHONM 3anncK, 3aKCUPOBAHHBIX 3@ NEPUOJ, BPEMEHMN HE MeHee 7 AHEel;

4) nocne yCneLHoro BbiMNOJSIHEHMS NOJb30BaTENIEM BX0Aa B MH(OPMALIMOHHYIO CUCTEMY LOJIKHO
obecneynBaTbCA OMNOBELLEHME N0/b30BaTENS 06 U3MEHEHUMN CBELIEHWUI, OTHOCALLMXCA K YYETHOW
3anuncK Nosb30BaTeNs (B TOM YMCe NOBbILLEHUM NPaB A0CTYyNa), NPOM3BeAeHHbIX 3a Nepuos
BPEMEHMN HE MEHee, YeM C MOMEHTA NPeAblAyLLEero yCrnewHoro Bxoaa B MHHOPMaLMOHHYO CUCTEMY;

5) 0bbeM cBegeHUIn 0 hakTax NoMbITOK BXOAA OT UMEHM YHEeTHOW 3anncu nosb3oBaTesis B
NHMOPMaLIMOHHYIO CUCTEMY LOJIKEH BKJIKOYaTb MH(OPMaLMIO O TOM, OTKya (HanpuMmep, peruoH uam
IP-agpec) n € Kakoro yCTPoOMCTBa Wan NPUNOXEHNS (Hanpumep, CUrHaTypbl CBeAEHUI O
M0JIb30BaTENbCKOM areHTe) OCyLLeCTBAAAACk NOMbITKA BXOAA;

6) N0JIb30BaTE/b JO/DKEH NOJIYYaTh YBEAOMJIEHNS O KPUTUYECKM BaXKHbIX COOLITUAX (M3MeHeHne
Mapossi, BXO[ U3 HOBOrO PErMoHa/yCTPONCTBA) MO aJibTEPHATUBHBLIM KaHalaM CBSI3MU.
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Peanusauus B UHpOpPMaLMOHHON CUCTEME:

Mepa 3aWwmnTbl UHPOPMaLIUN

Knacc 3alnLeHHoCTH

K3

K2

K1

ynpo.6

Ycunenue YMMO.6

YNO.7 OrpaHnyeHne Yyucna napassiesibHbiIX CeaHCoB AOCTyna

Uenb: OrpaHu4eHne 4yncna napannefibHblX CEAHCOB AOCTYMa OT MMEHMW YHEeTHOW 3anncu K
NH(OPMALIMOHHOW CUCTEME.

TpeboBaHua K peanusauum: B nHpopMaLMOHHON cucTeMe A0SKHbI 06ecne4ymBaThCs:

BO3MOXXHOCTb 3afaBaTb OrPAHUYEHNS HA YUCSI0 NapasieNibHbIX CEaHCOB AOCTYMNa, OCHOBbLIBAsCh Ha
NOEeHTUUKATOPax YYeTHbIX 3anucen;

aBTOMaTMYECKUIA YYET aKTUBHbIX CEaHCOB [OCTYNa ANs KaXXA0N Y4eTHOIN 3annc nosib3oBaTenen,
YCTPOWCTB U NPUNOXKEHUA MHDOPMALIMOHHON CUCTEMBI;

aBTOMaTUYeCKOe OrpaHMyeHme Yncna napansesbHbiX CeaHCOB A0CTYNa A1 KaXXA0W YY4eTHOM 3anncu
nonb3oBaTenen, yCTPOUCTB U NPUIOXKEHUN UHHOPMALMOHHON CUCTEMBI;

yBeLOMJIeHNe Mob30BaTeNs NP NPEBbILLEHUN YUCNA NapasinesibHbIX CEAaHCOB OT UMEHU ero
y4yeTHoW 3anucu nnbo aAMUHUCTPUPYEMBIX UM KOHTPOJIMPYEMbIX N0JiIb30BaTeNEM YCTPOUCTB U
NPUSIOXKEHNI.

B MHhopMaLUMOHHOM cMCTEME B C/lyvae NomMbITKM BXOAa OT UMEHU YHETHbIX 3anuncen
HEeNpPUBUAErMPOBaHHbIX WU MPUBUIErMPOBAHHbBIX NOJb30BaTENEN, AN KOTOPbLIX AOCTUTHYTO
MaKC/MasibHOe 3Ha4YeHVe JOMYCTUMbIX NapasfieNlbHbIX CEaHCOB, MPY YCMELIHON ayTeHTUPUKaLUK
Nosib30BaTeNs UM aAMUHNCTPATOPA AO/IKHO BblAaBaTbCs COODOLLEHME O NPEBLILLEHNN YUCTA
napafieNbHbiX CEaHCOB A0CTYMNa, MecTe (MecTax) Ux NpeablayLiero Bxoaa (Npeablayumx BXo40B) C
aKTUBHBIMUN CECCUAMMN U MPELSIOKEHNEM OTKJIIOYEHNS 3TON CECCUm (3TUX CeCCUin).

B MH(OpMaLMOHHON CUCTEME YNCI0 NapanesibHbIX CEaHCOB AOCTyNna MOXXET ObiTbh 3aaHo AN
NH(OPMALIMOHHON CUCTEMbI B LLeSIOM, A1 OTAEeJIbHbIX CerMeHTOB UH(OPMALIMOHHON CUCTEMBI, ANS
rpynn nonb3oBaTenen, OTAeNbHbIX NoJib30BaTeie nin ux KombrHaumn.

TpeboBaHuA K [,OKYMEHTUPOBaHMUIO: B 3KCnyaTaLMOHHON AOKYMEHTALMMN Ha MHDOPMALIMOHHYO
CUCTEMY AO0JKHbI BbITb ONpeseneHbl:

3HaYeHNS MaKCUMaJIbHO JOMYCTUMOro YMCna Napajfie/ibHbiX CEaHCOB AOCTYMNa ANS Pa3/IMYyHbIX TUMOB
YYeTHbIX 3anucen;
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nopAdoK y4eTa N pernctpaunm akTUBHbIX CEaHCOB AOCTYMNa OJiA Ka)XxaoMm y‘-IETHOI7I 3anuncu;
nopAAoK aBTOMaTUYECKOIo y4e€Ta aKTUBHbIX CEaHCOB U peasin3aunin 3aJaHHbIX OFpaHI/I‘-IeHI/IIZ;
nopAAoK yBeaoMieHna nosib3oBaTena npn npesbilUEHNN YACNa NMapasijie/ibHbIX CEAHCOB;

NOPAAOK OMOBELLEHNA aAMUHNCTPATOPOB O NPEBLILLEHNN TUMUTOB aKTUBHbLIX CEAHCOB YYETHbIX
3anucem;

06beM cBefieHUIn B 0MoBeLLatoLLLEM COOBLLIEHNN, HanpyuMep, AaTa, BPeMs, MeCcTo 1 YCTPOMCTBO
npeablayLnx BXOA0B, NPeASIOKEHNE 3aBEPLUNTb aKTUBHbIE CECCUN.

TpeboBaHMuA K yCUNEHUIO:

1) B UHPOPMALIMOHHOW CUCTEME ONS YYETHbIX 3anncen NpuBUIErnpoBaHHbIX NoJib30BaTENEN
(2AMMHUCTPATOPOB, aAMUHNCTPATOPOB 6E30MACHOCTN) KOMYECTBO NapafienNbHbIX
(0ooHOBPEMEHHbIX) CeaHCOoB (Ceccuin) He AOJHKHO NMPeBbIWaTh CeayWnNX 3HaYEeHNI:

a) He bonee 2;

6) He 6onee 1.

Peanusauums B MHPOPMALUOHHON CUCTEME:
Mepa 3aWmnTbl UHPOPMaLIUN

Knacc 3aluL,eHHoCTHn

K3

K2

K1

ynno.7

+

+

Ycunenne YNAO.7

la

YMN[.8 bnokupoBaHue ceaHca A0OCTyNa MNonb30BaTesNs NPy HEaKTUBHOCTH

Lenb: ObecneyeHmne 3aWnThl MHHOPMALIMOHHON CUCTEMbI OT HECAHKLMOHNMPOBAHHOIO JOCTYMa B
cnyvasix, Korga cybbekT AoCTyna 0CTaBAsSET aKTUBHBIN ceaHc (ceccuio) 6e3 KoHTpons.

TpeboBaHusa K peanusauuu: B nHHOpMaLMOHHOM CUCTEME A0IKHO obecrneynBaThbCs
6710KMpoBaHMe ceaHca AocTyna cybbekTa JOCTyna (Nosib3oBaTens, yCTPONCTBa, NPUIOXKEHMNA) Nocse
YCTQHOBJIEHHOI0 B UH(POPMALIMOHHOW CUCTEME BPEMEHU ero 6e30eNCTBMA (HEaKTUBHOCTK), @ TakXKe
no 3anpocy cybbekTa fOCTyna nam onepaTopa.

Ina 3abN0KMPOBAHHOMO CeaHca AO/MKHO OCYLLECTBAATLCS BNoKMpoBaHMe Nobbix 4ENCTBUN NO
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LOCTYNY K nHGopMauuy n (nam) ycTtponctaam otobparkeHus, KpoMme HeobxoanuMblx 45
pa3610KMpPOBaHNSA CeaHca.

Pa36710KMpoBaHMe ceaHca [oCTyna cybbekTa AOCTYMNa B MHGOPMALMOHHYIO CUCTEMY LOJIKHO
OCYLLECTBNATLCS NOC/E NOBTOPHOW ayTEHTMUHMKALUN B COOTBETCTBUN C MEPOI 3aLLMTbI MH(OPMaLUN
NAD.3.

B MHopMaLMOHHOM CUCTEME Ha YCTPONCTBE 0TObpa)keHns (MoOHMTOpe) nocne 610KMPOBaHMA CeaHca
He [o/KHa oTobpa)kaTbCsa NHGpOpMaLMa ceaHca cybbekTa JocTyna.

TpeboBaHUA K LOKYMEHTUPOBAHMUIO: B 3KCMyaTaLMOHHON AOKYMEHTALUMMN Ha MHADOPMALIMOHHYIO
CUCTEMY A0JIKHbI 6bITb ONpeneseHbl:

3HAYeHMs1 4OMYCTUMOro BpeMeHn 6e3nencTBus Ans pasfiMyHbIX KAaTeropuii Noab3oBaTenen;

NopsAOOK peannsauny aBTOMaTM4eckoro 6,10KMpoBaHNs ceaHca Npu NPEeBbILEHN AOMYCTUMOrO
BpemeHu 6e3nencTeuns,

nopsaoK BOCCTaHOBAEHMA paboTel cybbekTa AoCTyna nocse 610KNPOBaHUS CeaHCa;

NOPSAOK permcTpaunm cobbiTUin NPeBbILEHNS YCTaHOBIEHHOrO ONePaToOpPOM AOMNYCTMMOro Y1C/a
HeyCneLLHbIX NMoMbITOK pPa3b/0KMpoBaHMs fOCTYynMa.

TpeboBaHMuA K YCUNEHUIO:

B MH(OPMALMOHHON CMCTEME [O/KHO OCYLLECTBASTLCA 3aBepLUEHMe ceaHca AOCTyna nocne
NPeBbILEHNS YCTAHOB/IEHHOIO ONepPaTopoM BpeMeHu be3anencTBus (HeakTBHOCTH) CybbekTa
L0CTYNa;

B MH(OPMALMOHHON CMCTEME LO/HKHO OCYLLECTBASTLCA 3aBepLUeHne ceaHca AOCTyna nocne
NPEeBbILEHNS YCTAHOB/IEHHOIO ONEPATOPOM YICa HEYCMELWHbIX MOMbITOK Pa3baoKNpoBaHUS ceaHca
AnocTyna.

Peanusauumsa B UHPOPMaALMOHHON CUCTEME:
Mepa 3aWwnTbl UHPOPMaLUN

Knacc 3alumieHHocTH

K3

K2

K1l

ynpa.s

+

+

+

Ycunenune YMNA.8
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YN[A.9 KoHTpob AeNCTBUIA CyOBEKTOB AOCTYNa A0 UAEHTUGRUKALMN N ayTEHTUDMKAL MM

LLenb: ObecneyeHne KOHTPONA 1 OFrPaHNYEHNs NeNCcTBUIA CybbekTa AOCTYNa B MHDOPMALIMOHHON
cUCTEeMe A0 NPOXOXKIAEHUS Npoueayp AEHTUGDMKALUKN 1 ayTEHTUDNKALNN.

TpeboBaHuA K peanusauum: B nHpopMaLNOHHON cucTeMe A0SHKEH BbiTb YCTAHOBNEH NEPEYEHb
LEeNCcTBUin CybbeKToB AOCTYMa, pa3peLleHHbIX L0 NPOXOXAEHUS UMK NpoLeayp NAeHTUDUKaLm 1
ayTeHTUMUKaLMM B COOTBETCTBUM C MepaMn 3alunTbl nHpopmauum NAD.1 - NAD.4, n 3anpeT
LEeNCTBUN CyObEeKTOB AOCTYMa, HE BKJIIOYEHHbIX B MEpPeYeHb pa3peLlleHHbIX AeACTBMI, 40
NPOXOXAEHMA UMK Npoueayp NAEHTUDUKALUN N ayTEHTUDUKaL MW,

B MHMopMaLIMOHHON cucTeMe [0JXKEH ObITb OnpeaesieH nepevyeHsb AeRCTBUN NPUBUAEr MPOBAHHBIX
cybbekToB A0CTYNa (aAMUHUCTPATOPOB, aAMUHUCTPATOPOB 6E30MaCHOCTN, TEXHUYECKMX
CneumnanncToB), OCYLLECTBJIEHNE KOTOPbIX AOMYyCKAeTCa B 006X0 yCTaHOBAEHHbIX NPoLLenyp
NOEHTUDUKALNN N ayTEHTUDUKALMK, HEOOXOAMMbIX A5 BOCCTAHOBNEHUS (PYHKLMOHNPOBAHUS
NH(OPMALIMOHHOWN CCTEMbI B Ciydae cboeB B paboTe unm Bbixoda U3 CTPOS OTAENbHbIX TEXHUYECKUX
cpencTB (yCTpoOMCTB).

Bce oeicTBus, BbINOIHSAEMbIE 6€3 MPOX0XKAEHMS NpoLeaypbl MAEHTUPUKALMN 1 ayTEHTUDMKALUN,
JIOJ/KHbI PErNCTPUPOBATLCA B XXYPHaNaX perncTpaumm cobbiTuin 6e30nacHOCTU, 3@ UCKIOYEHNEM
J0CTYrNa K 06LLea0CTyNHbIM CBEAEHUSAM, NOANEXALUM onybNKOBaHUIO B OTKPLITOM A0CTYMNe Ha
KOMMOHEHTaX MH(OPMALIMOHHOW CUCTEMBI.

MepeyeHb AeicTBU CyObEKTOB AOCTYMNA, PAa3peLleHHbIX 00 UAEHTUMMKALUN N ayTEHTUDMKALNK,
L0JKEH NepecMaTpuBaThCs He pexe 1 pasa B rof v nociae U3MeHeHWn Moaenmn 4ocTyna B
MHDOPMALIMOHHOW CMCTEME.

TpeboBaHMA K B,OKYMEHTMPOBAHMIO: B 3KCMNyaTaLMOHHON AOKYMEHTALMMN Ha MHPOPMALIMOHHYIO
CUCTEMY [0/KHbI ObITh OnpeaeneHs:

nepeyeHb peCcypcoB N KOMMOHEHTOB MH(OPMALMOHHON CUCTEMbI, LOCTYMN K KOTOPbIM
npefocTaBnseTcs cybbekTaM AOCTyNa A0 UAEHTURMKaALUN N ayTEeHTUDMKaLNK;

nepevyeHb LeNCTBUM NOJib30BaTeNeN, pa3peLlleHHbIX 40 MPOXOXAEeHNA npouenyp naeHTuduKaumm un
ayTeHTUUKaumu;

onmMcaHue nopsagka perncrTpaumm LeNCTBUN, BbINOSHAEMbIX He3 NpoxoxXaeHus npouenyp
NAEHTUPUKALNN N QY TEHTUPUKALUN.

TpeboBaHuA K ycuneHuio: He npeabasnaoTcs.
Peanusauus B MHPOPMaLLMOHHON CUCTEME:
Mepa 3aWwnThbl MHOPMaLUK

Knacc 3almiLeHHocT

K3

K2

K1

Ylike
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+
+
+

Ycunenwne YMQ.9

4.3. Peructpauusa cobbiTun 6e3onacHoctu (PCB)

PCB.1 Onpenenerve cobbiTuin 6€30MacHOCTM U faHHbIX 0 HUX, NOANEXaLlnX perncTpauunm

Lenb: Onpenenntb COCTaB U COAEPXKaHME MHopMaLUKM 0 COBbITUAX, CBA3AHHbLIX C BO3SMOXXHbIM
HapyLlweHneM 6e3onacHOCTN NHDOPMaLIMN, HapYyLIEHNEM (PYHKLNOHUPOBAHNS MHOPMALMOHHbIX
CUCTEeM, peanusaumen yrpos 6esonacHocTy nHpopmaummn (oanee — cobbiTna 6e3onacHocTw),
nognexatumx perncrpaumm B UHPOPMaLMOHHON CUCTEME.

TpeboBaHusa K peanmsaumm: B nHHOPMaLMOHHON CMCTEME O0JKEH ObITb ONpeeneH nepeyeHs
NPOrpamMmHbIX, MPOrpaMMHoO-annapaTHbIX CPeACcTB, CPEACTB 3aWmnTbl MHDOPMaLMN, KOTOPbIE
obecneynBatloT BO3IMOXXHOCTb permctpaunm cobbituin 6€3onacHoCcTu.

Peructpauus cobbiTnin 6€30MacHOCTU MHOPMALIMK A0JIXKHA NPOBOANTLCS:
B CPEACTBAX 3alUThbl MHOPMALIMM, YCTAHOB/IEHHbIX B MHOPMALIMOHHOW CUCTEME;

B MPOrpaMMHO-annapaTHbIX CPeCTBaX (CepBepax 1 aBTOMaTU3MPOBaHHbIX pabounx MecTax, B
CUCTEMaXxX XpaHeHWs JaHHbIX, CPeACTBaX 3alUMTbl UHGOPMALMK, TENEKOMMYHUKALIMOHHOM
060pyn0BaHUN), HAXOAALMXCS Ha NepuMeTpe NHHOPMALMOHHON CUCTEMbI U (MK) MHEOPMALIMOHHO-
TeNIEKOMMYHUKALMOHHOW MHPPACTPYKTYpPbI, Ha 6a3e KOTOPON (hyHKLMOHUPYET MH(POPMALIMOHHAS
cucTeMma;

B MPOrpaMMHbIX, MPOrpamMMHO-annapaTHbIX CPeacTBax MHPOPMaLMOHHON CUCTEMBI (CErMeHTax
NHMOPMALIMOHHON CUCTEMBI), NpefHa3HaYeHHbIX 419 06paboTkn NHpopMaLmn, KoTopas OTHECEHa K
NHOPMaLMM OrpaHNYEHHOro AOCTYyna;

B MPOrpaMMHbIX, MPOrpamMMHO-annapaTHbIX CpeacTBax MHPOPMaLMOHHON CUCTEMBI (CEerMeHTax
NHMOOPMaLIMOHHOW CUCTEMBI), NPeAHAa3HAYeHHbIX 418 peasn3auny 3Ha4YUMbIX QYHKLNA
NH(MOPMaLIMOHHON CUCTEMBI;

Ha cpefcTBax, obecneynBaloLLMX yaaIEHHOE NOAK/0YEHNE NONb30BaTeNel K MHOPMALIMOHHON
cncTeMe.

CocTaB 1 coaep>xaHune cobbiTuin 6e3omacHOCTK, a Takxe Tunbl cobbiTun 6e3onacHoOCTM, Nnognexxawue
perncTpauumn B MHGMOPMaLMOHHON CMCTEME, ONpeaenstoTca onepaTopoM NHHMOPMaLMOHHON CUCTEMBI
B COOTBETCTBUN C HAaLMOHaNbHbIM CTaHgapToM OCT P 59548-2022 «3awmTta nHpopMaLunu.
Peructpaumns cobbitnin 6esonacHocTn. TpeboBaHNS K perncTpupyemon nHhopmaLnms.

CocTaB 1 copepxaHue nHopmauum o cobbiTnax 6e3onacHOCTK, BKAOYAEMON B 3aNUCK perncTpauunm
0 cobbITMAX 6€30MacHOCTUN, AO/KHbI, KAK MUHUMYM, 06€eCnNeYnTb BO3SMOXXHOCTb NAEHTUMKAL MM
Tuna cobbiTna 6e3o0nacHOCTW, AaTbl U BpeMEHU CObbITUA 6€30MacHOCTUN, MAEHTUDUKALNOHHON
NH(OPMaLIMM NCTOYHNKA CObbITNS Be3onacHOCTY, pe3ynbTaTa cobbiTusa 6e30nacHOCTH (YCNeLWwHo uan
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HeycnewHo), cybbekTa AocTyna (nonb3oBaTens u (uam) npowuecca), CBA3aHHOMO C AaHHbIM CObbITUEM
He3onacHoCTw.

B I/IH(pOpMaLI.I/IOHHOIZ cncTteMe Kak MMHNMMYM nognexat Pernctpaunn cneapytowmne cobbITMA:
BXO[ (BbIX0A), @ Tak>XXe NOMbITKN BX0OAa Cy6'beKTOB 0OCTyMa B I/IHCbOpMaLI,I/IOHHy}O cncTemy,

NOAK/OYEHMNE MALLNHHBIX HOCUTENe NHOoPMaLIUK 1 BbIBOA MH(OPMaLIMN Ha HOCUTENN
NHMopMaLnn;

3anycK (3aBepLueHre) NporpaMm 1 NpoLLeccoB, CBA3aHHbIX C 06paboTKoi 3aLLMLLaeMoi MHDOPMALLMN;

MOMbITKX AOCTYyNa NPOrpaMMHbIX CPeACTB K OnpeaesisieMblM ONepaTopoM 3allMiiaeMbiM 0b6bekTam
A0CTYyNa (TeXHUYECKUM CpefcTBaM, y3NiaM CeTU, IMHUAM (KaHanaM) CBSI3U, BHELLHM YCTPOMCTBaM,
nporpamMMam, Katasnoram, dannam, 3anucsm, noasim 3anucen) n MHbIM 06bekTam A0CTyna;

MOMbLITKW YAANEHHOr0 JOCTYNa;
CobbITNS, perucTpupyemble CpeacTBaMm 3allnTbl MHGOPMaLUN.

TpeboBaHUA K [OKYMEHTUPOBAHMUIO: B 3KCMyaTaLMOHHON AOKYMEHTALUMMN Ha MHDOPMALIMOHHYO
cucTeMy A0JKHbI 6bITh onpenesnieHbl TpeboBaHUs K onpeneneHnto cobbiTnii 6€30MacHOCTU U AaHHbIX
0 HUX, NOANEXALLMX PEFMCTPALIN B MHDOPMALIMOHHON CUCTEME, NPelyCMaTpUBatoLLIne
onpeneneHue:

NPOrpaMMHbIX, MPOrpaMMHO-annapaTHbIX CPeACTB, C KOTOPbIX OCYLLEeCTBAAETCS perncrpauns n cbop
cobbITMN 6e3onacHOCTK;

COCTaBa ¥ COAEPXXaHUS MHGOPMaLUM 0 CobbITMSAX BE30MacHOCTU, NOASIEXALLNX PErUCTPALINY;
TUNOB COBbITMIA BE30MAaCHOCTU, MOANEXALLNX PEFUCTPALNN B UHOPMALIMOHHOW CUCTEME.
TpeboBaHusA K yCUNEHMIO:

B MH(OPMALIMOHHON cncTeMe obecrneynBaeTCs 3amnncb AOMNOAHUTEIbHON MHGOPMALIMM O COBLITUAX
6e30nacHOCTK, BKOYaloLWas 3annch NPUBUIErMPOBaHHbIX KOMaH[ (KOMaHA, yNpaBasiowmnx
CUCTEMHBIMU YHKLUAMU);

B MH(OPMaLMOHHON cucteme obecneynBaeTCa LEHTPAIM30BaAHHbIA MOHUTOPUHT COBbLITUI
6e30MacHOCTN B paMKax CErMEHTOB MH(POPMALIMOHHOW CUCTEMbI, ONPeaenaeMbIX ONepaTopoM, 1
(M) MHPOPMALIMOHHOM CUCTEMbI B LLENIOM;

B MH(OPMaLMOHHON cucteme obecneynBaeTCa perncTpauma MHpopMaunm o Mecte (B HaCTHOCTH
CeTeBOM afpec, reorpaduryeckas npmeaska n (unmn) gpyraa nHhopMaums), C KOTOporo
OCYLLEeCTBNAETCA yAaJIEHHbIA AOCTYN B MH(OPMALMOHHYIO CUCTEMY;

3aperncTpupoBaHHas nHgopmaumnsa o cobbiTnax 6esonacHoOCTM O0/KHa NepefaBaTbCsa B CpeacTBa
ynpasJsieHnst cobbITU NHGOpMaLMoHHON Be3onacHOCTK.

Peanusauus B UH(pOpPMaLMOHHOWN CUCTEME:
Mepa 3awunTbl MHOpPMaLUK

Knacc 3awumweHHoCcTn
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K3

K2

K1
PCB.1
+

+

+

Ycunnenue PCB.1

1,2

1,23

PCB.2 AHanun3 cobbiTnin 6e30nNacHOCTM U pearnpoBaHne Ha HUX

Lenb: CBoOEBpEMEHHOE BbISIB/IEHME NPU3HAKOB KOMMbIOTEPHbIX aTak U MHUWAEHTOB 6e3onacHocTw.

TpeboBaHuA K peanmsauum: AHann3 3anmcen perncTpaunmn 4oKeH NpoBOANTLCSA A5 BCEX
cobbITV, NoaNeXallunx perncTpaumm B COOTBETCTBUN C Mepon 3alwnTbl nHdopmaumm PCB.1, ¢
NepuoanYyHOCTbIO, YCTAHOBIEHHOW onepaTopoM 1 obecneymBatoLLlen CBOEBPEMEHHOE BhiSIB/IEHME
NPWU3HAKOB KOMMbIOTEPHbIX aTakK U NHUMAEHTOB 6€30MacHOCTH.

B cny4yae BbISIBSIEHUA MPU3HAKOB KOMIMbIOTEPHBIX aTak U NHUNOEHTOB 6e3onacHoOCTH B
I/IHCbOpMaLI,I/IOHHOIZ CcncTeme ocywecTBndaeTca nposeneHmne Mep0I'IpI/I9ITI/II7I no pearnpoBaHnto Ha
BblfiBJIEHHbIE KOMMbOTEPHbIE aTak N NHLUNOEHTbI 6esonacHoCTN.

TpeboBaHuA K [OKYMEHTUPOBaAHMUIO: B 3KCnyaTaLMOHHON AOKYMEHTALUMMN Ha MHDOPMALIMOHHYO
CUCTEMY A0JKHbI BbITb ONpefeneHbl NepnoanyYHOCTL MPOBEeEHNS aHanmn3a cobbiTuin 6e3onacHoCTy,
a TaK>Xe NopsLoK pearupoBaHns Ha BbiBNIEHHbIE MPU3HAKU KOMMbIOTEPHbIX aTak U UHUNAEHTbI

6e30MacHOCTW.

TpeboBaHuA K yCUNEHMUIO:

B MH(OPMALIMOHHON cMcTeMe [0/MKHbLI 0becneynBaTbcs cOOp pe3ybTaToB aHann3a 3anucen
PErncTpaLmnn 13 pasHbiX MCTOYHMKOB (XKYPHAN0B, XpaHUNLL MHGOPMALIM O COBLITUAX
6e30MacHOCTM) N UX KOPPENSALUUS C LIeSb0 BbISIBNIEHNS MHUMAEHTOB 6€30MacHOCTU 1 pearmpoBaHms

Ha HUX;

B MH(hOPMALIMOHHOW CMCTEME A0/HKHa obecrneynBaThCa MHTErpaLmns NPoLLeccoB aHan3a
pe3ynbTaToB perncTpauumn cobbiTuin 6€30NacHOCTA C pe3ynbTaTaMn aHan3a ysS3BUMOCTEN U
pe3ynbTaTaMn 06HAPY>XXEHUSI BTOPXKEHWIA C LENbI0 YCUNEHNS BO3MOXKHOCTEN MO BbISIBNEHNIO
MPWU3HAKOB MHLMAEHTOB 6e30nacHOCTY;

B I/IHCbOpMaLI,I/IOHHOIZ cucTeme Ao/mKeH obecneynBaTbCs NONIHOTEKCTOBbLIM aHaNn3
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npnBuniernpoBaHHbIX KOMaHA,;
ornepaTtopom AO0JIKEH obecnevymBaTbCs aHaNM3 3aNUCaAHHbIX CETEBbLIX MOTOKOB (AaMnoB);

pearnpoBaHNe Ha KOMMbIOTEPHbIE NHLUNAEHTHI LOKHO OCYLLEeCTBAATLCA € yyeToMm FOCT P
59712-2022 «3awuTa nHdopmauun. YnpasneHne KOMNbIOTEPHLIMU NHUUAEHTaMK. PyKOBOACTBO NO
pearnpoBaHUI0 Ha KOMMbIOTEPHbIE NHUMOEHTbI».

Peanusaums B MHPOPMALUMOHHON CUCTEME:

Mepa 3awnThbl MHDOPMaLMK

Knacc 3alnieHHocTn

K3

K2

K1

PCB.2

+

+

+

Ycunenne PCb.2

PCB.3 'eHepaums BpEMEHHbIX METOK Npu perncTpauumn cobeitnin 6esonacHoCTK
Lenb: PopMUpoBaHNE HAOEXHbLIX METOK BPEMEHN U (MJIN) CUHXPOHMU3ALUNSA CUCTEMHOIO BPEMEHM.

TpeboBaHuA K peanusauum: B nHpopMaLMoHHON cucTeMe A0JIXKHO obecneynBaThbCs NoNyyYeHme
METOK BPEMEHM, BKJIOYAIOLLMX ATy U BPEMS, UCMOJIb3YEMbIX MPU FreHepaLuUn 3anncein perncTpaumum
cobbiT Be3onacHOCTN.

B MH(hopMaLMOHHON cncTeMe A0/MKeH ObiTb onpefenieH UCTOYHMK HaAeXHbIX METOK BPEMEHW U
L0JKHA BbIMOJIHATLCA CUHXPOHU3ALMUS CUCTEMHOMO BPEMEHW C NEPUOANYHOCTBIO, ONpeaeneHHON
onepaTopoM.

TpeboBaHMA K AOKYMEHTUPOBAHMUIO: B 3KCMyaTaLMOHHON AOKYMEHTALUMMN Ha MHDOPMALMOHHYO
CUCTEMY A0JIKHbI 6bITh OonpenesieHbl TpeboBaHUS K reHepaL M HafeXHblX METOK BPEMEHU Mpu
perncTpaumnm cobblTnin 6e3onacHoCTK, NpeaycMaTpUBatoLWMe onpeaesieHne Npasua 1 npouenyp
reHepauun HaJleXXHbIX METOK BPEMEHM.

TpeboBaHuA K ycuneHuio: He npeabsasnaoTcs.
Peanusauumsa B MHPOPMaALMOHHON CUCTEME:
Mepa 3aWwnTbl UHPOPMaLUN

Knacc 3almweHHoCTHr
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K3

K2

K1

PCB.3

+

+

+

Ycunenue PCB.3

PCB.4 TpeboBaHua k cbopy, XpaHEHMIO 1 3aLUUTe AaHHbIX 0 CObbITUAX Be3onacHOCTK

LUensb: ObecneyeHne XPaHEHUA N 3allNTbl AaHHbIX O cobbITuaAx 6e3onacHoOCTM OT
HeCaHKLMOHNPOBAaHHOI0 O0CTYyMa.

TpeboBaHusa K peanusaumm: B MHPOPMALIMOHHON CMCTEME A0/MKHbBI OCYLLECTBASTLCSA cOop, 3anunch
1 XpaHeHue NHpopMaLnn 0 cobbiTsx 6e30MacHOCTM B TeYEHUE YCTAaHOBIEHHOO ONepaToOpPOM
BPEMEHMN XpaHeHUst HdopMaL MK 0 CobbITUAX 6e30nacHOCTH.

C6op, 3anuncb 1 xpaHeHne nHgpopMaumm o cobblTnax 6e3onacHOCTU AO0JHKHbI NpeaycMaTpuBaTh:

BO3MOXXHOCTb BblbOpa afiMMHUCTPaTOpoM Be3onacHOCTM cobbiTMIn Be30NacHOCTU, NOANEXALLNX
perncTpauumn B TEKYLLUA MOMEHT BPEMEHU, U3 NepeyHs TUNoB cobbiTuin 6esonacHoCTy,
onpefeneHHbIX B COOTBETCTBMM C MepPON 3awuTbl nHdopmaumm PCB.1;

hopmupoaHue (cbop, 3annce) 3anncen TUNOB CobbITUN Be30NacHOCTK, NOANEXaLLMX perncTpauuy;

XpaHeHue NHhopMaLnn 0 cobbiTusax 6e30MacHOCTM B TeYEHUE BPeMeHW, YCTaHOB/IEHHO O
onepaTopoM MHHMOPMALMOHHOW CUCTEMBI.

Obbem NaMaTy oNsd XxpaHeHUs nHpopMaumm o cobbiTnax 6e30nacHOCTU A0JXKEH ObITb pacCinTaH K
BblleSIeH C y4eTOoM Tunos cobbiTun 6e30MacHOCTM, COCTaBa U COAEPXKAaHUSA MHDOPMaLUKN 0 COBbITMAX
6e3omacHOCTKM, NoAnexalux perucTpaLmm, a Takxke cpoka xpaHeHns nHgopmauum o
3aperncTpupoBaHHbIX CObbITMAX Be30MacHOCTH.

B nHopmaLmnoHHOM cucteme gomkHa obecneumBaTbCsa 3aWmMTa MHGOOPMaLMK 0 COBbITUSX
6e30nacHOCTY, perncTpupyemMbix B MIHPOPMALMOHHON CUCTEME B COOTBETCTBUN C HACTOALLMM
MEeTOANYECKNM LOKYMEHTOM.

TpeboBaHMA K B,OKYMEHTMPOBAHMIO: B 3KCMN/yaTaLMOHHON AOKYMEHTALMMN HAa MHPOPMALIMOHHYIO
CUCTEMY [0/KHbI ObITh OnpeaeneHs:

Tunbl cobbITUI Be30MacHOCTKY, NoANexalune peruncTpaumm B 3aaHHbll MOMEHT BpEMEHHU, 13
nepeyHsa TUNoB cobbITUA 6e30MacHOCTK, onpeaesieHHbIX B COOTBETCTBUN C MEPOW 3aLLNTHI
nHpopmaunn PCB.1;

nopAAoK XpaHeHNA cBefeHnin o cobbiTnsax 6e30nacHOCTK, B TOM Yucne Tpe6OBaHI/I9| K MeCTaM
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XPaHeHNs cBeAeHUn 0 cobbiTMAX 6e30NacHOCTY 1 Nepunoay BpeEMEHN XpPaHeHNS MHOPMaLUKN O
cobbITMAX BesonacHoOCTN.

TpeboBaHuA K ycuneHuio:

B MH(OPMALMOHHON CUCTEME A0/KHO BbIThb 06ecneyeHo LeHTpPaIM30BaHHOE aBTOMATU3NPOBAHHOE
ynpasneHune cbopom, 3anncCblo N XpaHeEHEM MHGopMaLumn o cobbiTuax besonacHoCTy;

B MH(OPMALMOHHOWN CUCTEME A0JIXKHO 6bITb 0becnevyeHo 06beanHeHNe NHDOPMaLIU U3 3anncen
perncTpauunmn cobbiTnin 6€30MacHOCTU, NOSYYEHHOW OT Pa3HbIX TEXHUYECKUX CPeACTB (YyCTPONCTB),
nporpaMMHoro obecnevyeHns NHHOPMaLMOHHON CUCTEMbI, B €AUHbIA IOrMYeCKM Uan pu3nyveckni
XKYPHan ayauTa C Koppenauuen nHpopMaumm no BpeEMeHN 419 CBOEBPEMEHHOI0 BbISIBJIEHNS
NHUWAEHTOB M pearnpoBaHmns Ha HUX;

B MH(OPMALIMOHHON CMCTEME [O/KHO OblTh 06€CNeYeH0 XpaHeHNE KOMUIA 3anmncein CUCTEMHbIX
XYPHaoB 1 3anucei o cobbiTusix 6esonacHocTy B 060C06/1€HHOM XpaHUAULLE, DU3NYECKN
OTAENEHHOM OT UHbIX TEXHUYECKNX CPEACTB, BXOAALLMX B COCTAB UH(OPMALIMOHHOW CUCTEMBI;

B MH(HOPMALMOHHON cucTeMe A0JHKHO BbiTb 0becneyeHo pe3epBHOE KOMMPOBaHME 3anncen
pernctpauum (aygura);

B MH(POPMaLMOHHOM cucTemMe ans obecnevyeHns LenoCcTHOCTU MHOpMaLMK O 3aperncTpMpoBaHHbIX
cobbITusAX 6€30MacHOCTN LO/MKHbI MPUMEHATLCSA B COOTBETCTBMM C 3aKOHOAATEeNbCTBOM POCCUNCKON
®epepaunn Kpuntorpauyeckme MeToabl.

Peanusauus B MH(OPMaLMOHHON CUCTEME:
Mepa 3awnThbl MHOPMaLMK

Knacc 3awuweHHoCTm

K3

K2

K1

PCbE.4

+

+

+

YcuneHue PCb.4

PCB.5 PearupoBaHue Ha cbon npu perncrpaumm cobbitmin 6e3onacHoOCTy

Lenb: OcyulecTBieHne pearnpoBaHns Ha cbon npu perncTpauum coboitnii 6e3onacHoCT, B TOM
4yucse annapaTHble U NporpaMMHble ownbky, cbon B MexaHnsmax cbopa MHpopMaumnm n LOCTUXEHME
npenena nam nepenosiHeHns obbemMa (EMKOCTM) NaMSATH.

TpeboBaHusa K peanusauuu: PearnposaHue Ha cboun npm pernctpaumm cobeiTuim 6esonacHocTu
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LO0JHKHO NpeayCcMaTpuBaTh:

npegynpexageHue (CUrHaamsaumsa, HANKaumMa) adMUHUCTPATOPOB 0 CO0SAX (annapaTHbIX 1
nporpaMMHbIX ownbkax, cbosx B MexaHn3Max cbopa nHopMauum nnn nepenonHeHns obbema
(emKoCTK) NamMaTK) Npu pernctpaunm cobbiTuin 6esonacHoOCTy;

pearnpoBaHue Ha cbom npu pernctpauum cobbiTnin 6€30MNacHOCTU NyTEM U3MEHEHUS
aAMUHUCTPATOPaMN NapaMeTpoB cbopa, 3annucK N XpaHeHUs UHGoPMaLUKM 0 COBbITUSX
6e30nMacHOCTK, B TOM YUC/1e OTKJIIOYEHME 3anncy MHopMaL MM o cobbiTnax 6e30nacHOCTY OT YacTu
KOMMOHEHTOB MH(OPMALMOHHON CUCTEMbI, 3aMNCb NMOBEPX YCTAPEBLLMX XPaHMMbIX 3anncen cobbiTui
6e3onacHoOCTH.

TpeboBaHuA K [OKYMEHTUPOBAHMUIO: B 3KCNyaTaUMOHHON AOKYMEHTAUUN Ha UHDOPMALIMOHHYIO
CUCTEMY OOJKHbI ObITh OnNpeaeneHsl TpeboBaHUA K NpaBuaaM 1 npouenypam pearmpoBaHmsa Ha cbou
npv perncTpauny cobeiTmin 6e3onacHoOCTN.

TpeboBaHMuA K YCUNEHMUIO:

B MH(OPMALMOHHON CUCTEME f0JIKHA 0becneymBaThCs Bblgavya NpeaynpexaeHns agMuHUCTpaTopy
B MaclwTabe BpeMeHun, 611M3KOM K peasibHOMY, Mpu HAaCTYMNJEHUN KPUTUYHbIX CBOeB B MexaHM3MaxX
cbopa nHpopMaunn, onpeneneHHbIX B UHOOPMaLMOHHON CUCTEME;

B UH(HOPMALMOHHON cucTemMe foskeH obecneymsBaTbCs 3anpeT 06paboTkm nHpopmMauum B cnyvae
annapaTHbIX AKX NPOrpaMMHbIX owmnbok, cboes B MexaHU3Max cbopa MHOpPMaLMN NN LOCTUXEHNS
npenena nam nepenosiHeHns obbemMa (EMKOCTM) NaMSATH.

Peanusaums B MH(POPMALUOHHON CUCTEME:
Mepa 3aWmnTbl NHOPMaLUN

Knacc 3alniLeHHocTn

K3

K2

K1

PCB.5

+

+

+

YcunneHue PCB.5

4.4. 3awmTa BUpPTYaNnmsaumm u oonayHbix BbluucneHuun (3CB)

3CB.1 [loBepeHHas 3arpy3Ka CpeACTB BUPTyaan3auum n BUPTYyasibHbIX MaLUUH
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LLenb: KOHTPO/Ib LIeI0CTHOCTM CPeCTB BUPTYanN3aLuy v BUPTYabHbIX MaLLUVH Ha dTane nx
3arpysKku.

TPEGOBaHHH K peanun3dauunn: anI npnuMMeHeHnn CcpencTs BUPTYann3aunn OJIKHbI obecneynBaThCS:

L0BEPEHHas 3arpy3Ka XOCTOBOW ornepaLMoHHON CUCTEMbI (MPK ee HaM4yumn) u CpencTBa
BUPTYyanm3aumu;

BbIfABJIEHNE 3alrpy3kKn BUPTYaJibHbIX MallWH, COCTaB U HaCTpOIZKM BMPTYaJZIbHOro 060pyﬂ,OBaHI/IFI
KOTOPbIX coaepXaT HECaHKUMNOHNPOBaHHbIE NU3MEHEHNA.

YKa3aHHble Mepbl 3aLUTbl MHDOPMaLIUM Peanmn3yoTcs 3a CHeT NPUMEHEHUS B UH(POPMALIMOHHON
CMCTEeMe BCTPOEHHbIX B 6a30Bble CMCTEMbl BBOAA-BbIBOAA MeXaHN3MOB be3onacHoCTH, 1 (Mam)
CpencTB OOBEPEHHONM 3arpy3ku, U (Uan) BCTPOEHHbIX B XOCTOBbIE OMepauoHHbIe CUCTEMBI
MeXxaHn3mMoB 6e30MacHOCTH, 1 (MI1) BCTPOEHHBIX B CPEACTBa BUPTYaM3aLm MEXaHN3MOB
6e3onacHoCTH.

TpeboBaHuA K BOKYMEHTUPOBaHMUIO: He NpeabaBasoTCs.
TpeboBaHuA K YCUNEHUIO:

Lo/MmKHa obecrneynBaTbCa BI0KMPOBKaA 3arpy3Ku BUPTYasibHOM MalUWHbI, B KOTOPOW UCMNOJIHAEMbIe
hasibl NN KOHPUTypaLmns KOMMNOHEHTOB, Y4aCTBYIOLNX B 3arpy3ke rocTeBon onepaumoHHOM
CUCTEMbI, COAEPXaT HECAaHKLMOHNPOBAHHbIE N3MEHEHNS;

LO/MKHa obecneynBaTbCa BNIOKMPOBKA 3arpy3Kn BUPTYabHOW MalLVHbI, €CIN 3arpy>kxaemMas Bepcus
roCTEBOW OnepaLnoHHON CUCTEMbI COOEPXUT KPUTUYECKME YA3BUMOCTM 1 (M1K) 3anpeLLeHa ons
MCMNONb30BaHUSA B UH(OPMALIMOHHOWN CUCTEME;

[0J)KHa obecneymBaTbCS 6J'|0KI/IpOBKa 3arpy3ku BmpTyaanoM MallunHbl, eCnnn NCNoJIHAEMbIE (*)aﬂﬂbl
NI KOHUIypaLumna KOMMNOHEHTOB, Y4aCTBYIOWMNX B 3arpys3ke rocTesomn OI'IepaLI,VIOHHOI7I CNCTEMDI, HE
NPOLIN ayTeHTU(NKaLMIO C UCNOJIb30BAaHMEM CBULAETeNIbCTB NOOJINHHOCTY Mop,yne|7| (B TOM 4ncne
LMPOBLIX CUTHATYP NPOU3BOOMTENA UN UHbBIX CBUOETENLCTB NOAJIMHHOCTH MOD,yJ'IeIh);

[0JHKHa obecneymBaTbCs HNOKMPOBKA 3arpy3Kn BUPTYasbHON MaLLWHbI, €CN UCNONHSAEMbIE (halbl
NN KOHUrypaums KOMNOHEHTOB, YHaCTBYIOLWMX B 3arpy3Ke rocTeBOW ornepauMoHHON CUCTEMBI, He
NPOLUAN ayTEHTUDUKALNIO C UCNOJIb30BAHMEM CBUAETENLCTB NOAJIMHHOCTM MOLYNEN B BUAE
UMGpPOBLIX CUFHATYpP onepaTopa UHPOPMALIMOHHON CUCTEMBI.

Peanusauums B MH(POPMALUOHHON CUCTEME:
Mepa 3aLWmnTbl UHOPMaLUN

Knacc 3alniLeHHocTn

K3

K2

K1

3CB.1

+
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+
+

YcnneHue 3CB.1

1,2
3CB.2 KOHTPO/b LEeNOCTHOCTU CPpeacTB BUPTYanu3auum n BUPTyasbHbIX MalLWH

Llenb: KOHTpPOMb LEeNOCTHOCTY CpenCTB BUPTYaan3aumm n BUPTYasibHbIX MalLH Ha 3Tane nx
PYHKLUMOHNPOBAHMS.

TpeboBaHua K peanusauuu: [pn NpyMeHEHUN CPeACTB BUPTyaan3aLmm 4o/mKeH obecneynBaTbCa
eXXeHegenbHbI NN C MeHbLUEN NEPUOANYHOCTbIO, YCTaHaBAMBAEMOM B MH(OPMaLMOHHON CUCTEME,
KOHTPOJIb OTCYTCTBMSA HECAHKLIMOHMPOBAHHbLIX M3MEHEHUI B COCTaBE N HAaCTPONKax BUPTYanbHOIr0
060opyaoBaHMA BbINOJHALWMNXCA BUPTYaNbHbIX MaLLMH.

YKa3aHHble Mepbl 3aLUWTbl MHOPMALMK PEAN3YIOTCS 3a CHET NPUMEHeHNs B MH(POPMALIMOHHOA
CUCTeMe BCTPOEHHbIX B CPeACTBa BUPTYan3aLum MexaHn3mos 6€30nacHoOCTH.

TpeboBaHuA K J,OKYMEHTMPOBaHMIO: He NpeabaBastoTCs.
TpeboBaHua K ycuneHmio:

[0JKeH 06ecrneynBaTbCs eXeHeaeNbHbI NN C MEHbLLEN NEPUOANYHOCTLIO, YCTaHAB/IMBAEMON B
MHDOPMALMOHHON CMCTEME, KOHTPOJIb OTCYTCTBUS HECAHKLIMOHUPOBAHHbIX U3MEHEHWI B
NCMOHAEMbIX haiiilax NPorpamMMHOro obecrnevyeHns XoCTOBON ONnepaLMoHHOM CUCTEMbI 1 CPECTBA
BUPTYyanm3auumu;

[0JHKeH obecneymBaTbCs €XeHeAeNbHbIN NN C MEHbLUEN NEPUOANYHOCTLIO, YCTaHaBIMBAEMON B
NHOPMALIMOHHON CUCTEME, KOHTPOIb OTCYTCTBUSA HECAHKLMOHNPOBAHHbIX U3MEHEHN B
napameTpax HaCTPOMKM XOCTOBOW onepaLnoHHON CUCTEMbI U CPeACTBa BUPTyannsaunm;

LOJHKeH obecneymBaTbCs €XeHeAesbHbIN NN C MEHbLUEN NEPUOANYHOCTLIO, YCTaHaBIMBAaEMOMN B
NHMOOPMaLIMOHHON CUCTEME, KOHTPOJIb OTCYTCTBUSA HECAaHKLMOHMPOBAHHbLIX M3MEHEHUI B (hansiax
BMPTYyanbHON 6a30BOW CUCTEMbI BBOJa-BbiBOAA (MEPBUYHOI0 3arpy34vmka BUPTYaabHOMN MaLUWHbI);

LOJHKeH obecnevymBaTbCs €XeHenesbHbIN UK C MeHbLUEN NepuoanyHOCTbIO, YCTaHaB/IMBaeMOMN B
NHDOPMALIMOHHON CUCTEME, KOHTPOJIb OTCYTCTBUS HECAHKLMOHNPOBAHHbIX U3MEHEHWI B
NCNOJIHAEMbIX (haiax NPorpaMMHOro obecnevyeHms rocTeBON onepauUnoHHON CUCTEMBI.

Peanusauumsa B UHPOPMaALMOHHON CUCTEME:
Mepa 3aWwnTbl NHPOPMaLUN

Knacc 3alnLLeHHOCTH

K3

K2
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K1l

3CB.2

+

+

+

YcuneHune 3CB.2

1,2

1,2

3CB.3 Peructpauuns cobbiTnin 6e3onacHoCTV B cpede BUpTyanusauum

Uenb: OnpenennTb COCTaB 1 cofgepxaHne nHhopmaumnm o cobbITnsax 6e3onacHOCTH, NoANEXaLLMX
pernctpaunn B cpene BupTyaamsaunn.

TpeboBaHusa K peanusauum: [pn NpMMeHeHUN CPeLCTB BUPTYyaaM3aumm SomKHa obecneymBaTbCs
B COOTBETCTBUM C MepamMu 3awmTbl UHGopmauum PCB.1 — PCB.5 pernctpaumsa cnefyowmx codbbitum
Be3onacHocTu:

yCcnewHble N HeYyCNELWHbIE MONbITKA ayTeHTI/Iq)I/IKaLI,I/II/I Nnonb30BaTeNeN CpencTB BUPTYyaan3aulnn,

LOCTYN Nofb30BaTenNel CpeacTB BUPTYaNU3aLnMm K BUPTYabHbIM MallHaM NoCcpeaCcTBOM
nHTepdenca cpeacTsa BUPTYann3aLUmm (TepMUHANbHBIA AOCTYM, BUPTYaibHbIA paboynii cTon);

co3faHve 1 yaaneHne BUpTyasbHbIX MaLUWH;
3aMycK U 0OCTaHOBKa CpeACTBa BMPTYasm3auum C yKasaHneM npu4mHbl OCTaHOBKY;
3anyCK U OCTAHOBKA BMPTYyasibHbIX MaLIWH C YKa3aHWeM MPUYUHbI OCTaHOBKMW;
N3MeHeHNe Ha3Ha4vyeHnsa ponen;

N3MeHeHNe KOHUrypaumm CpeacTsa BUpTyannsaumm;

N3MeHeHNe KOHUIrypaumin BUPTYasibHbIX MaLLWH;

(hakTbl HapyLWEHNS LEeNoCTHOCTM 0O BLEKTOB KOHTPONS;

(hakTbl NepemeLleHna BUPTYasibHbIX MaLLMH.

YKa3aHHble Mepbl 3aLlUTbl MHDOPMALIUN Peanmn3yoTcs 3a CHET NPUMEHEHUS B UH(POPMALIMOHHON
CUCTEMe BCTPOEHHbIX B CPeACTBa BUPTYann3aUnm MEXaHNU3MOB 3alUnTbl U (MNK) CPencTB yNpaBieHNs
cobbITMAMM Be30nacHOCTH.

TpeboBaHuA K [OKYMEHTUPOBAHMUIO: B 3KCNyaTaUNOHHON AOKYMEHTAUUN Ha UHDOPMALIMOHHYIO
CUCTEMY [0JKHbI ObITh onpeaeneHsbl TpeboBaHUs K cbopy, perncTpaumm n aHanunsy cobbiTuin
b6e3onacHocCTW.

TPGGOBaHMﬂ K YCUJI€HMIO: He npeabAaBAA0TCA.
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Peanusauus B UHpOpPMaLMOHHON CUCTEME:

Mepa 3aWwmnTbl UHPOPMaLIUN

Knacc 3alnLeHHoCTH

K3

K2

K1

3CB.3

+

+

+

YcuneHue 3CB.3

3CB.4 YnpaBneHne LOCTYNOM B Cpefie BUpTyaam3aunm
Lenb: MicknoyeHne HeCaHKLMOHNPOBAHHOIO A0CTYMNa K 06beKTaM 3aluMThl B Cpefe BUpTyannsaumnu.

TpeboBaHua K peanusauun: [JomxkHbl 0becnevymBaTbCA Mepbl MO YNPaBAEHNIO AOCTYMNOM
nosib30BaTesNIeN B Cpefie BUPTyam3aLunm B COOTBETCTBUM C MepaMu 3alnTbl MHopMaumn YMN4.1 -
YMpa.4, a Takxe:

ynpaBJieHMe npaBaMmn AOCTYMa NoJib30BaTesIei CPeACTB BUPTYaM3aLMmM K BUPTYasibHbIM MallMHaM;
ynpaBfeHne JOCTYNOM BUPTYasbHbIX MalWWH K (OU3MYECKOMY 1 BUPTYasibHOMY 060pyLIOBaHWIO;

yrnpaB/ieHMe KBOTaMUn AOCTYMNa BUPTYasbHbIX MalINH K (DU3NYECKOMY 1 BUPTYabHOMY
obopynoBaHuio.

YKa3aHHble Mepbl 3alMTbl UHPOPMaLMKN Peann3yroTCs 3a CHET NPUMEHEHNS B MH(OPMALIMOHHON
CcUcTeMe BCTPOEHHbIX B CPeACTBa BUPTYann3aLnm MexaHn3mMoB 6e3onacHoCcTM.

TpeboBaHuA K [,OKYMEHTUPOBaAHMUIO: B 3KCMayaTaLMOHHON AOKYMEHTALMMN Ha MH(DOPMALIMOHHYO
cucTemy AosxHa ObiTb onpegeneHa MoLesb ynpaBieHns LOCTYNOM B Cpeae BUpTyam3auun.

TpeboBaHuA K ycuneHmio: He npeabaBnsaoTcs.
Peanusauus B UHpOpPMaLMOHHON CUCTEME:
Mepa 3aWwnTbl UHGOPMaLUN

Knacc 3almLeHHoCcT

K3

K2
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K1l

3CB.4

+

+

+

YcuneHue 3CB.4

3CB.5 Pe3epBHOe KonNmpoBaHue B cpefe BUpTyanusaumm

Uenb: ObecneyeHme BO3MOXHOCTW BOCCTAaHOB/IEHNS CpencTB BUPTYyaan3aunn N BUPTYaJibHbIX
MallnH.

TpeboBaHus K peanusauuu: Mpu NPUMEHEHUN CPEACTB BUPTYaNU3aLmm 40/HKHO obecneynsaTbcs
pe3epBHOE KOMMPOBaHWE:

06pa30B BMPTYasibHbIX MaLUVH, ONpefeseHHbIX ONepaTopoM;
NnapaMeTpoB HAaCTPONKMN CPeACTB BUPTYyanm3aLun.

YKa3aHHble Mepbl 3aLUNTbl MHOPMALMK PEAN3YIOTCS 33 CHET NPUMEHEHNs B UH(POPMALIMOHHOA
CUCTeMe BCTPOEHHbIX B CPeACTBA BUPTYan3aLum MexaHn3mos 6€30nacHOCTU, U (M) BCTPOEHHBIX B
XOCTOBbIE OMepaLNOHHbIE CUCTEMbI MEXaH3MOB 6€30MacHOCTU, U (UNK) CPeLCTB Pe3epBHOro
KOMUPOBaHWS.

TpeboBaHuA K [,OKYMEHTUPOBaAHMUIO: B 3KCMyaTalLMOHHON AOKYMEHTALMMN Ha MHDOPMALIMOHHYO
cucTemy AoJsKeH ObITb onpeaeneH NOpPSLOK peannsauny pe3epBHOro KonmpoBaHus.

TpeboBaHMuA K YCUNEHMUIO:

LI0/KHO 0b6ecneymBaTbCa Pe3epBHOE KOMUPOBAHME KOHMUIypaLuid BUPTYanbHOro obopynoBaHms
BUPTYasibHbIX MaLUUH;

LO/HKHO 0becneymBaTbCa pe3epBHOE KOMMPOBaHMe CBeAeHN 0 CobbITUsAX Be30MacHOCTL B cpeae
BUPTYann3aLmm.

Peanusauus B MHPOPMaLLMOHHOW CUCTEME:
Mepa 3awWwuThbl MHDOPMaLINN

Knacc 3aluueHHocTy

K3

K2

K1

3CB.5

+
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+
+

YcuneHue 3CB.5

3CB.6 OrpaHu4eHne nporpaMmmMHOM Cpenbl B cpefe BupTyannsaumm

LUenb: 610KMpoOBaHNE HECAHKLMOHNPOBAHHOIO 3anycKa NporpamMmMHoOro obecneyeHuns B Cpene
BUPTYannsauunn.

TPGGOBaHMﬂ K peanu3sauumn: [JOJXKHO obecneynBaTbCA BbISIBNIEHNE 3alyCKa KOMIMOHEHTOB
nporpamMmmMHoro obecneyeHns XoCToOBON OI'IepaLI,I/IOHHOIZ CnCTEMBI N CPenCTBa BUPTyannsauunun, He
BKJ1IO4EHHbIX B NepeyeHb KOMMNOHEHTOB, Pa3peLlleHHbIX 014 3anyCKa.

YKa3aHHble Mepbl 3alUTbl MHPOPMALMM PEaNn3YIOTCA 3a CHET NPUMEHEHNS B MH(POPMaLMOHHOM
CMCTEeMe BCTPOEHHbIX B CPeACTBa BUPTYannsaumm u (M) XoCToBble ONepaLoHHbIe CUCTEMbI
MeXxaHn3MoB 6e30MacHOCTH.

TpeboBaHuA K ROKYMEHTUPOBaHMUIO: He NpeabaBnsoTCs.
TpeboBaHMuA K yCUNEHMUIO:

LO0/MKHa obecneymBaTbCcs 6J10KMPOBKA 3aMyCcka KOMMOHEHTOB NPOrpaMMHOro obecreyeHns XoCTOBON
OMNepaLIMOHHOW CUCTEMbI U (MK) CPefCTBa BUPTYan3aLimn, He BKIKOYEHHbIX B NepeyeHb
NporpamMMHoOro obecneyeHus, paspeLleHHoro Ass 3anycka B cpefe BUpTyaansauum.

Peanusauus B MHPOPMaALLMOHHON CUCTEME:
Mepa 3awWwuThbl MHOPMaLNN

Knacc 3almueHHocTH

K3

K2

K1

3CB.6

+

+

+

YcnnerHue 3CB.6

3CB.7 3awmTa namMaTu B Cpege BUpTyaansayum

Uenb: 3awnta OI'IepaTI/IBHOI7I N NOCTOSSHHOW NaMATK I/IH(pOpMaLI,VIOHHOVI CCTEMbI NP NMPUMEHEHNN
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cpencTs BUPTYyann3aunn.
TPGBOBaHMﬂ K peanu3saumu: [1py NnpMMeHeHUn CpencTB BUPTYaan3aLnm SOSKHbI obecneynBaThCS:
n3onauma obnacten NaMaTh, OTHOCALLMUXCS K Pa3ndHbIM BUPTYaJibHbIM MallHaM;

OYMNCTKa OCTATOYHOW MHGOPMALIMM B MAaMSATU CPEACTB BblYNCINTENIbHON TEXHUKU, NCMONb3yEMON s
XpaHeHWs AaHHbIX BUPTYasibHbIX MaLUWH, NpU ee 0CBOBOXAEHNN UK NepepacnpeneneHnn.

YKa3aHHble Mepbl 3alLMTbl UHPOPMALMKN Peann3yoTcs 3a CHET NPUMEHEHNS B MHGOPMALIMOHHOWN
CUCTeMe BCTPOEHHbIX B CPeACTBA BUPTYann3aUmm n (Uin) XoCcToBble OnepaLMoHHbIE CUCTEMBI
MeXaHM3MoB 6e30MacHoCTH.

TpeboBaHuA K B,OKYMEHTMPOBaHMIO: He NpeabaBasioTCs.
TpeboBaHua K ycuneHmio:

1) nonxHo obecneynBaTbCs yaaneHne 06 beKTOB (halnjIoBON CUCTEMBI, UCMO/b3YEMbIX CPEACTBOM
BUPTYaNn3auuu, NyTeM MHOFOKPATHON nepesanncy YHUYTOXKaeMbIX (CTUpPaeMblix) 06 beKkToB
alnnoBon cUCTEMbI CNeLManbHbIMU GUTOBLIMI NOCIEA0BATENLHOCTSAMMY;

2) nomkHa obecneymnBaTbCs n3onauma obnactn NnamMaTn BUPTYaJibHbIX MallH NyTEM NMPUMEHEHUA
MEXaHN3MOB yrnpaBJZIEHNA MaMATbIO annapaTHO|7| naaTgopMbl;

3) nomkeH obecnevnBaTbCst KOHTPOJIb LIENIOCTHOCTM 0bnacTen NaMaTh BUPTYabHbIX MALLVH MO
3anpocy rocTeBoi ornepaLnoHHON CUCTEMBI.

Peanusauus B MHPOPMaLLMOHHON CUCTEME:
Mepa 3aWwnThbl MHDOPMaLUK

Knacc 3almiLeHHocT

K3

K2

K1

3CB.7

+

+

+

Ycunexune 3CB.7

3CB.8 oeHTudmkauma n ayTeHTUPUKaLNA B cpefe BUMpTyannsaumnm

Uenb: VcknoyeHne HeCaHKLLMOHMPOBAHHOIO J0CTyNa CybbekToB A0CTYyNa, He NpoLeaLLmnX
NOEHTUDUKALMIO 1 ayTeHTUhMKaLMIO, K 06beKTaM AOCTYMNa B Cpefe BUpTyanunsaunm.

TpeboBaHua K peanusauuu: [onxHa obecneynBaTbCs MAEHTUDMKALMS N ayTEHTUDMKALMS
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cybbekToB LOCTyNa B cpefe BUPTyaan3auum B COOTBETCTBMM C MEpPaMU 3aLlLUTbl MHGOpPMaL MK
NAD.1, MAD.3, B TOM Yyucne:

pa3paboTyYNKOB BUPTYaASIbHbIX MALLWH;

aAMUHUCTPaTOPOB 6e30MacHOCTY CPeACTB BUPTYann3aLuu;
aAMWHUCTPATOPOB CPEACTB BUPTYanM3aumm;
aAMVHUCTPATOPOB BUPTYaslbHbIX MaLLUUH;
aAMVHUCTPATOPOB XOCTOBbLIX OMEPALMOHHbBIX CUCTEM;

aAMVHUCTPATOPOB CPEACTB BbIYUCNTENLHON TEXHUKM, C UCMO/Ib30BaHNEM KOTOPbIX obecneynBaeTcs
(hYHKLIMOHUPOBaHWeE Cpeabl BUPTyanusaumu.

YKa3aHHble Mepbl 3alLMTbl UHPOPMALMKN Peann3yoTcs 3a CHET NPUMEHEHNS B MHGOPMALIMOHHOWN
CUCTeMe BCTPOEHHbIX B CPeACTBA BUPTYann3aUmm n (Uin) XoCcToBble onepaLMoHHble CUCTEMbI
MeXaHM3MoB 6e30MacHoCTH.

TpeboBaHMA K B,OKYMEHTMPOBAHMIO: B 3KCMyaTaLMOHHON AOKYMEHTALMMN HAa MHPOPMALIMOHHYIO
CUCTEMY [0/IKEH ObIThb onpeaesneH NopsaaoK MAEHTUPUKALUN U ayTEHTUDUKALUN CYObEKTOB
AOCTyNa B Cpefie BUPTYyaausauum.

TpeboBaHuA K yCUNEHMUIO:

1) pomxHa obecneymBaThCsa NAEHTUGMKALNSA 06 BEKTOB LOCTYNa Cpeabl BUPTYyanusaunu:
BMPTYasibHbIX MaLLUWH;

CpencTB BUPTYyanm3auuu;

CpencTB BblYUCUTENIbHON TEXHUKWN, BXOAALLNX B COCTaB BUPTYasIbHOW MHPPACTPYKTYPbI.
Peanusauus B UHpOPMaLMOHHON CUCTEME:

Mepa 3aWmnTbl UHPOPMaLUN

Knacc 3almieHHoCcTn

K3

K2

K1

3CB.8
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Ycunexve 3CB.8
3CB.9 YnpaBneHve BUpTyasibHbIMW MalUNHAMU

LLenb: ObecneyeHne LEeHTPa/In30BaHHOI 0 ynpassieHn4d 06pa3aMV| BNPTYaNibHbIX MallH N
BUPTYaJibHbIMKA MalLMHaAMMW.

TPGGOBaHMﬂ K peanu3saumu: py NnpMMeHeHUN CpencTB BUPTYaan3aLUnm SOSKHbI obecneynBaTbCA
yrpaBaeHne pasMmelleHneMm n nepeMeLlleEHNEM:

aiinoB-06pa3oB BUPTYasIbHbIX MALIVMH MEXAY HOCUTENAMMU (CUCTEMAMUN XPaHEHUS AaHHbIX);
NCMONHAEMbIX BUPTYasbHbIX MaLUUH MeXy CepBepaMu BUPTYann3aLnu;

JlaHHbIX, 06pabaTbiBaeMbIX C MUCNOJIb30BAHMEM BUPTYasbHbIX MalUUH, MEXAY HOCUTENAMMU
(cnctemamn XxpaHeHUs OaHHbIX).

Mpu NpUMeHeHNN CPeacTB BMPTyaau3auum foskeH 06ecneunBaTbCsl KOHTPOJIb 3@ NEPEMELLEHNEM
BUPTYasibHbIX MalUWH 3a npeaesbl MHPOPMALNOHHON CUCTEMBbI (CErMeHTOB UHGOPMaLIMOHHON
CUCTEMBI) U (UN) NHOPMALIMOHHO-TENEKOMMYHUKALMOHHON MHAPACTPYKTYPLI, Ha 6a3e KOTOpOW
OHMN (YHKLIVIOHMPYIOT.

YnpaBneHue nepemeLleHnemM BUPTYyasbHbIX MalnH 1 obpabaTbiBaeMbIX Ha HUX AaHHbIX LO/IKHO
obecneymBaTbCs TONBKO C MPUMEHEHNEM TeXHUYECKNX CPeacTB, BXOAALLMX B COCTaB
NH(OPMALIMOHHON CUCTEMBI.

YKa3aHHble Mepbl 3alUTbl MHPOPMaLMM PEaM3YIOTCA 3a CHET NPMMEHEHNS B MH(POPMALMOHHON
CMCTEeMe BCTPOEHHbIX B CPEACTBa BUPTYannsaumm n (Mam) XoCToBble OnepaLnoHHble CUCTEMbI
MexXaHn3MoB 6e30MacHOCTW.

TpeboBaHuA K BOKYMEHTUPOBaHMUIO: He NpeabaBasoTCs.
TpeboBaHuA K ycuneHuio: He npeabaBasTCa.
Peanusauus B MH(OPMaLMOHHON CUCTEME:
Mepa 3aWwnTbl UHGOPMaLUN

Knacc 3awuweHHoCTm

K3

K2

K1

3CB.9

+

+

YcunerHue 3CB.9
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4.5. 3awmMTa TeXHOJIOrMN KOHTEMHEePHbIX cpen U ux opkectpauumn (3K0O)

3KO0.1 KOHTpONb LLeNOoCTHOCTU B KOHTENHEPHbIX cpefax
Lenb: ObecneyeHne LeNOCTHOCTU CpeACTBa KOHTENHEpPU3aLMN, KOHTENHEPOB 1 nX 06pa30B.

TpeboBaHusa K peanusauuu: [pn NPUMEHEHUN CPELACTB KOHTENHEPU3aLMK [O/KEH
obecneynBaTbCsa exxeHeneNbHbIA UK C MeHbLUEN NEePUOANYHOCTbLIO, YCTaHaBAMBAEMOW B
NH(OPMALIMOHHOWN CUCTEME, KOHTPOJIb OTCYTCTBUS HECAHKLMOHMPOBAHHbLIX M3MeHeHM B 0bpa3ax
KOHTENHEPOB N B UCNONHAEMbIX (Pansiax KOHTENHEPOB.

YKa3aHHaa Mepa 3aluTbl MHGOPMaLUN peannsyeTcs 3a CHET NPUMEHEHUs B MHDOPMALIMOHHON
CUCTEMe BCTPOEHHbIX B CPEACTBA KOHTENHepM3aLMmM 1 XOCTOBbIE ONepaLMOHHbIE CUCTEMBI
MeXaHM3MoB 6e30MacHoCTH.

TpeboBaHuA K BROKYMEeHTUPOBaHMUIO: He NpeabaBnsoTCs.
TpeboBaHuA K YCUNEHMUIO:

LOJHKeH obecneymBaTbCs €XeHeaesbHbIN UK C MEHbLUEN NePUOANYHOCTbIO, YCTaHaBIMBaeMOMN B
NH(POPMALIMOHHON CUCTEME, KOHTPOJIb OTCYTCTBMS HECAHKLIMOHUPOBAHHbLIX M3MEHEHUI B
NCNONHSAEMbIX hannax NporpaMMHOro obecneyeHns XoCTOBOW ONepaLMOHHON CMCTEMbI U CpeacTBa
KOHTenHepu3aumm,

[O0JHKeH 0becneymBaTbCs €XEeHEeAENbHbIN NN C MEHbLLEN nepnoaonyHoOCTbLIO, yCTaHaB)'IVIBaEMOIh B
I/IHd)OpMaLI,I/IOHHOIZ cncTeme, KOHTPOJIb OTCYTCTBUA HECAHKLUMOHNPOBAHHbIX N3MEHEeHW B
NnapaMeTpax HaCTpOVIKI/I XOCTOBOW OI'IepaLI,I/IOHHOVI CNCTEMDbI N CPeEACTBA KOHTeVIHepI/BaLI,I/IVI;

JL0/PKHO 06ecrneymBaThCs BbiSBAIEHNE 3aMyCKa KOMMOHEHTOB NPOrpaMMHOro obecneyeHns XoCTOBOW
onepaLynoHHON CUCTEMbI U CPeACTBA KOHTEMHEePM3aLUN, LLeNIOCTHOCTb KOTOPbIX HapYLLEHa;

[0JHKeH obecneymBaTbCs KOHTPOJIb OTCYTCTBUS HECAHKLMOHNUPOBAHHbLIX N3MeHeHU B 0bpa3ax
KOHTENHEPOB C NCMOJIb30BaHNEM CBMAETENLCTB MOAMHHOCTL (B TOM YMCne LUPPOBLIX CUTrHATYP
NPOV3BOAMTENA UIN UHBIX CBUAETENLCTB NOAJMHHOCTM MOAyNen) Npy ycTaHoBKe obpa3oB
KOHTernHepa B MH(OPMALMOHHON CUCTEME;

LOJHKeH obecnevymBaTbCs €XeHenesbHbIN UK C MEHbLUEN NepPUoaNYHOCTbIO, YCTaHaBIMBaeMOMN B
NHDOPMALIMOHHON CUCTEME, KOHTPOJIb OTCYTCTBUS HECAHKLIMOHMPOBAHHbIX M3MEHEHUIN B 0bpa3ax
KOHTENHEPOB 1 B NapaMeTpax HaCTPONKN CPeACTBa KOHTENHEPU3ALMKN C NCMONb30BaHNEM
CBUAETENbCTB NOAJIMHHOCTY (B TOM Yncie UMGPOBbLIX CUrHATYP NPOM3BOAUTENS U UHBIX
CBUAETENIbCTB NOAJIMHHOCTY MOLYIER);

JI0/KHO 0becrneyvymBaThCs BbisiBfieHNe 06pa3a KOHTENHepPa, LIe0CTHOCTb KOTOPOro HapyLUEH];

A0/KHa obecneynBaTbCs 6JI0KMPOBKA 3anycka obpa3a KOHTENHepa, LeIOCTHOCTb KOTOPOro
HapyLUeHa, U KOMMOHEHTOB MPOrPaMMHOro obecrneyeHns XoCTOBOWM ONepPaLMOHHOR CUCTEMbI U
CPeACcTBa KOHTENHepM3aLun, LLesIoCTHOCTb KOTOPbIX HapyLleHa.

Peanusaumsa B MHd)OpMaLI,MOHHOﬁ cuctTeme:

Mepa 3awnThbl MHDOPMaLMK
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Knacc 3alneHHoCTHn
K3

K2

K1l

3K0.1

+

+

+

Ycunenune 3K0.1

1,2

1,2,3,4,5,6

3K0.2 Pernctpauunsa cobbituin 6€30nacHOCTU B KOHTENHEPHbIX Cpeaax

LLenb: OnpeneneHne coctaBa u cogep)xaHus nHgopmaumm o cobbiTnax 6e3onacHOCTK, NoASEXaLLNX
perncTpauumn B KOHTEMHEPHbIX Cpeaax.

TpeboBaHua K peanusauuu: [pn NPUMEHEHNN KOHTENHEPHbIX Cpe A0J/HKHa obecneynBaTbCs B
COOTBETCTBUM C MepaMu 3alinTbl MHDopMauun PCB.1 — PCB.5 perncrtpaumsa cnenyowmx cobbituia
6e3onacHocTK:

MOMbITKW OCYLLECTBJIEHNS HECAHKLMOHNPOBAHHOMO AOCTYNa K CPeACTBY KOHTENHepm3auunm;
MOMbITKW ayTEHTU(MKALNN NONb30BaTeNeN CPeACTB KOHTENHepM3aLuu;

co3faHue, Mmoandukaumns n yaaneHne obpasoB KOHTENHEPOB;

nony4yeHne foctyna K obpasam KOHTENHEPOB;

3amnycK U OCTAHOBKa CpefCTBa KOHTENHepM3aLmMmn C yKazaHUeM NpuYmHbl OCTaHOBKN;

3aMycK N OCTAHOBKa KOHTEMNHEPOB C YKa3aHMEM MPUYNHbLI OCTaHOBKM;

N3MEHEeHNe Ha3HavYeHns ponen,

MOAN(MKALNS 3aMyCKaeMbIX KOHTENHEPOB;

BbISIBJIEHNE U3BECTHbIX YA3BMMOCTEN B 06pa3ax KOHTENHEPOB U HEKOPPEKTHOCTM NX KOHDUIYypaLnu;
(baKTbl HapyLWeHNS LEeNoCTHOCTN 06 bEKTOB KOHTPOJIA.

Kpome Toro, fo/ikHa obecneynBaTbCa perncTpaumns cobbiTnii 6€30nacHOCTM, OTHOCALLMUXCA K
(DYHKLUMOHNPOBAHUIO KOHTENHEPA, C YKa3aHMEM UAEHTUGMKaTOpa KOHTENHepa.

YKa3aHHble Mepbl 3alMTbl UHGOPMaLMKN peann3yroTcs 3a CHET NPUMEHEHNS B MHGOPMALIMOHHOM
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CMCTEMe BCTPOEHHbIX B CPEACTBA KOHTEMHEPU3ALIMM 1 XOCTOBbLIE ONEepPaLMiOHHbIE CUCTEMBI
MexaHW3MoB 6e30MacHOCTW.

TpeboBaHuA K JOKYME@HTUPOBAHMUIO: B 3KCNyaTauMOHHON AOKYMEHTALUUN Ha UHOPMALMOHHYIO
CUCTEMY 0JKHbI ObITh ONpeaeneHsl TpeboBaHUA K pernctpaumm cobulTun 6esonacHoCcTy Npu
NPUMEHEHUN KOHTENHEPHLIX Cpes.

TpeboBaHuA K ycuneHuio: He npeabsasnsaoTcs.
Peanusaums B MHPOPMALMOHHON CUCTEME:

Mepa 3aWmnTbl UHOPMaLIUN

Knacc 3aluL,eHHoCcTn

K3

K2

K1

3KO0.2

+

+

+

Ycunenune 3K0.2

3KO0.3 YnpaBneHme 4OCTYNOM B KOHTEMHEPHbIX cpeaax
Lenb: Ickno4eHne HeCaHKLMOHNPOBAHHOMO A0CTYMNa K 06beKTaM 3alUnThl B KOHTENHEPHLIX Cpeaax.

TpeboBaHua K peanusauuu: MNpu NpYMEHEHNN KOHTENHEPHbIX Cpe A0/HKHO obecneynBaThCs B
COOTBETCTBMU C Mepamu 3awnTbl nHpopmaumn YMNAO.1 - YIO4.4 ynpasieHne 4OCTYNom
nosib3oBaTenen CpeacTBa KOHTENHEPU3aLMK, @ TakXXe NHbIX CyObeKTOB AOCTYNa K KOHTENHepaM U
nx obpazam.

YKa3aHHble Mepbl 3alUTbl MHPOPMALMM PEaNN3YIOTCA 3a CHET NPMMEHEHNS B MH(OPMALMOHHON
CMCTEME BCTPOEHHbIX B CPeACTBa KOHTEMHEPU3ALIMW 1 XOCTOBbIE ONepaLiOHHbIE CUCTEMBI
MexaHn3MoB 6e30MnacHOCTH.

TpeboBaHuA K [,OKYMEHTUPOBaAHMUIO: B 3KCNyaTaLMOHHON AOKYMEHTALMMN Ha MH(DOPMALIMOHHYO
CUCTEMY A0JDKHbI ObITb OnpeseneHbl MoAenn ynpaBieHns LOCTYNOM B KOHTEMHEPHbIX Cpeaax,
NPUMEHSEMbIX B MH(OPMALIMOHHON CUCTEME.

TpeboBaHua K ycuneHmio: He npenbasnsaoTcs.
Peanusaumsa B MHPOPMALUOHHON CUCTEME:

Mepa 3awWwuThl MHDOPMaLINN
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Knacc 3alneHHoCTHn

K3

K2

K1l

3KO.3

+

+

+

Ycunenwve 3K0.3

3KO0.4 Pe3epBHOE KONMPOBaHNE B KOHTENHEPHbIX Cpedax

Uenb: ObecneyeHne BO3MOXHOCTM BOCCTAHOBIEHNS (DYHKLIVOHVPOBAHNS KOHTEMHEPHOW cpeapbl
MHDOPMALMOHHON CUCTEMBI.

TpeboBaHua K peanusauum: Mpn NPMMEHEHUN KOHTENHEPHON Cpelbl LO/KHO obecreymBaThCs
pe3epBHOE KOMMpoBaHne 06pa3oB KOHTENHEPOB.

YKa3aHHas Mepa 3alWuThbl MHHOPMALUM Peann3yloTcs 3a CYET NPUMEHEHUsS B MH(OPMaLMOHHON
CUCTeMe CPeacTB Pe3epBHOro KOMMPOBaHNMS.

TpeboBaHUA K LOKYMEHTUPOBAHMUIO: B 3KCMyaTaLMOHHON AOKYMEHTALUMMN Ha MHDOPMALIMOHHYO
cucTemy AoJSKeH ObITb onpeaeneH nopsiaok pe3epBHOro KOMMPoBaHNUS KOHTENHEPHON cpefbl.

TpeboBaHMuA K yCUNEHUIO:

N0/KHO 0becneymBaThCa pe3epBHOE KOMMPOBaHEe NapaMeTpPoB HAaCTPOVKN CPeCTB
KOHTEeNHepu3auuu;

[I0J)KHO 0becneymBaThbCs pe3epBHOE KONMUPOBaHNE CBeAeHMI 0 cobbiTnsx Be3onacHOCTM B cpene
KOHTEeNHepM3aLum.

Peanusauusa B UHPOPMaALMOHHON CUCTEME:
Mepa 3aWwnTbl NHOPMaLUN

Knacc 3aluiLeHHoCcTH

K3

K2

K1

3K0.4

+
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+
+

YcuneHue 3KO.4

3KO0.5 N3019umnsa KOHTENHEPOB B KOHTEMHEPHOW cpefe

Uenb: MpepoTBpaLleHne HECaHKLMOHNPOBAHHOIO JOCTYNa U3 OLHOr0 KOHTEHepa K pecypcam
APYTrX KOHTENHEPOB 1 XOCTOBOW OMEePaLNOHHON CUCTEMBI.

TpeboBaHua K peanusaumm: B KOHTeNHEPHON cpeae A0/IKHbLI 06ecnevnBaThCs:
n3onauus obnacTen NaMaTh, OTHOCALLMXCA K Pa3NYHbIM KOHTeAHepaMm;

HeQOCTYMNHOCTb 3anncKn B KOPHEBYIO (halIoBY0 CMCTEMY XOCTOBOM OMEpPaLMOHHON CUCTEMBI ANS
nporpamMmmMHoro obecneyeHuns, BbINOJHAEMOr0 BHYTPW KOHTENHEPa;

OrpaHUYeHne npas NPoOrpaMMHoOro obecrnevyeHns, BbIMNOJHIEMOr0 BHY TP KOHTENHEpPa, Ha
CNoJib30BaHNe nepudepuiiHbiX YCTPONCTB, YCTPONCTB XPaHEHUSI AaHHbIX U CbEMHbIX MALUNHHbIX
HocuTenen nHdopmauuy (6,104HbIX YCTPONCTB), BXOASALWMX B COCTAB MHHOPMALIMOHHOW CUCTEMBI;

OrpaHUYeHne npas NPOrpamMMHoro obecneyeHmns, BbINOJHAEMOro BHyTPY KOHTEHEPa, Ha
MCMNOSIb30BaHNE BblYUCNTESIbHBIX PECYPCOB (ONepaTMBHON NamMsaTH, onepaumin BBOAa-BbIBOAA 3a
nepnoa BpeMEHN) XOCTOBOW onepaLnoHHON CUCTEMBI.

YKa3aHHble Mepbl 3alUTbl MHPOPMALMM PEANTM3YIOTCA 3a CHET NPUMEHEHNS B MH(POPMALMOHHON
CMCTEME BCTPOEHHbIX B CPeACTBa KOHTEMHEPU3ALIMM N XOCTOBbLIE ONMepaLiOHHbIE CUCTEMBI
MexaHn3MoB 6e30MnacHOCTH.

TpeboBaHuA K [,OKYMEHTMPOBAHMUIO: He NpeabsABAsOTCSA.
TpeboBaHuA K yCMNEHMUIO:

LOMKHa obecneynBaTbCa:

N30/19LMA NPOCTPAHCTB MAEHTUPUKATOPOB NPOLLECCOB KOHTENHEPOB;
N30J19LMA NPOCTPAHCTB UMEH AJ19 MeXMPOLEeCCHOro B3anMoaencTBUA KOHTENHEPOB;
N30/19LMA NPOCTPAHCTB UMEH A1 NOJIb30BaTeSIEN U rPynn KOHTENHEPOB;
N30N19LMA NPOCTPAHCTB MMEH XOCTOB U JOMEHOB KOHTENHEPOB;
N30N19LMA CETEBbLIX MPOCTPAHCTB UMEH KOHTENHEPOB;

N3018UMA NPOCTPAHCTB UMEH AJ1 MepapXnmn KaTanoroB KOHTENHEPOB.
Peanusaums B MH(pOPMaLMOHHON CUCTEME:

Mepa 3aWwnTbl MHOPMaLUK

Knacc 3almweHHoCTr
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K3

K2

K1
3K0.5
+

+

+

YcnneHue 3K0.5

3K0.6 NoeHTudunkauma n ayTeHTUmKauns B KOHTEMHEPHOW cpeae

Lenb: VickntoyeHne HeCaHKLMOHNPOBAHHOIO A0CTYMNa CYyObEeKTOB AOCTYMNa, He NPOLLEALLNX
NOEHTUMUKALNIO 1 ayTEHTUDMKALMIO, K 06beKTaM AOCTYMNa B KOHTENHepPHOW cpeae.

TpeboBaHua K peanusauuu: [JomkHa obecneynBaTbCs B COOTBETCTBUMN C MEPAMU 3aLLNTI
nHopmaumm NA®.1, NAD.3 ngeHTUdprKaunsa n ayTeHTUGOUKaLUSA NONb30BaTENIEN, Peasn3yoLmnX
cnefyolime poan B KOHTENHEPHOW cpefe:

pa3paboTymk 0bpa3oB KOHTENHEPOB;

agMuUHNCTpaTop 6e30NacHOCTK CPeACTB KOHTENHEepM3aLmm;
aOMUHUCTPATOP CPEACTB KOHTENHepuM3aLmu;
aAMUHNCTPATOP XOCTOBOM ONEPALIMOHHON CUCTEMBI.

YKa3aHHaa Mepa 3aliuUTbl UHGOPMALUN Peann3yeTcs 3a CHET NPUMEHEHUS B MHAOPMALIMOHHON
CUCTEME BCTPOEHHbIX B CPEACTBA KOHTENHEPM3ALIMM U XOCTOBbIE OMepaLMOHHbIE CUCTEMDBI
MexXaH13MoB 6e30MacHOCTMW.

TpeboBaHuA K [OKYMEHTUPOBAHMUIO: B 3KCNyaTaUMOHHON AOKYMEHTAUUN Ha UHOPMALMOHHYIO
CMCTEeMy O0JKeH ObiTb onpeneneH Nopsaaok naeHTUGMKaunm n ayTeHTUKaunum cybbekTos
[OCTyna B KOHTENHEPHOWN cpefe.

TpeboBaHMuA K yCUNEHMUIO:

1) ponxHa obecneymBaTbCa MAEHTUDUKALNSA B KOHTEMHEPHOWN Ccpefe crnenyowmx 06bekToB
focTyna:

0bpa3bl KOHTENHEPOB;
KOHTeWHepbl;

CcpencTBa KOHTenHepu3aLmm.
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Peanusauus B UHpOpPMaLMOHHON CUCTEME:
Mepa 3aWwmnTbl UHPOPMaLIUN

Knacc 3alnLeHHoCTH

K3

K2

K1

3KO.6

+

+

+

Ycunenune 3K0.6

3KO0.7 YnpaBneHne KoHTenHepamu 1 nx obpaszamm (opkecTpaums)

Lenb: ObecneyeHne LEHTPaNN30BAHHOIO YNPaBIEHNS KOHTeNHepaMm n ux obpasamm B
KOHTENHepHOMW cpege.

TpeboBaHuA K peanusauum: B KOHTENHEPHON cpene Ao/MKHbI 0becneynBaTbCs:
co3laHue, MoanduKauus, XxpaHeHne, NoayyYeHune n yaaneHme obpasoB KOHTENHEPOB;
NHBEHTapPM3aLNs KOHTENHEPOB 1 UX 06pa3oB.;

yrnpaB/ieHne pa3MeLleHNeM 1 NepemMeLleHnemM annoB-06pa3oB KOHTENHEPOB MEX Y HOCUTENAMU
(cMcTeEMaMy XpaHeHMs faHHbIX);

yrnpasJieHNe pasMeLleHeM 1 nepemMeLleHneM NCNoJIHAEMbIX KOHTEMHEPOB MeXay cepBepamu
KOHTenHepu3auunu;

yrnpaB/eHne pa3MeLLleHneM 1 NepemMeLLeHNeM daHHbIX, 0bpabaTbiBaeMbIX C UCMONb30BaHNEM
KOHTENHEPOB, MeXAy HOCUTEeNsAMU (CMCTEMaMn XpaHEHNS AaHHbIX).

B KOHTenHepHON cpefe foKeH obecnevymBaTbCq KOHTPOb 3a NEPEMELLEHNEM UCNONHAEMbIX
KOHTeNHepPOoB 3a npeaenbl MHGHOPMaLMOHHON CUCTEMBbI (CErMEHTOB NH(POPMALIMOHHOM CUCTEMBI) U
(M) MHPOPMALIMOHHO-TENEKOMMYHUKALIMOHHON MHGPACTPYKTYpPbI, Ha 6a3e KOTOPON OHK
(hYHKLMOHNPYIOT.

YnpaBneHue obpazamMn KOHTENHEPOB A0KHO obecneymBaTb pa3melleHne 06pa3oB KOHTENHEPOB,
3anyCKaeMbIX B paMKax MHHOPMaLMOHHOM CUCTEMBI, TOJIbKO Ha pecypcax TEXHNYECKMX CPeaCTB,
BXOAALLNX B COCTAB MHPOPMALMOHHON CUCTEMBI.

YKa3aHHble Mepbl 3alUTbl MHPOPMALMM PEANTN3YIOTCA 33 CHET NPUMEHEHNS B MH(POPMALMOHHON
CMCTEME BCTPOEHHbIX B CPeACTBa KOHTEMHEPU3ALIMM 1 XOCTOBbIE ONepaLMiOHHbIE CUCTEMBI
MexaHn3MoB 6e30MacHOCTH.
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TpeboBaHuA K ROKYMEHTUPOBaHMUIO: He NpeabaBnsoTCs.
TpeboBaHuA K ycuneHuio: He npenbasnaoTcs.
Peanusauus B MHPOPMaLLMOHHON CUCTEME:

Mepa 3aWwnTbl MHDOPMaLUK

Knacc 3aluieHHocTH

K3

K2

K1l

3KO0.7

+

+

+

Ycunexve 3K0.7

3KO.8 BhifiBnieHme 1 ycTpaHeHne ya3BMOCTEN B KOHTEHEPHON cpefe

Lensb: MpepoTBpalleHme HeCaHKLMOHMPOBAHHOIO AOCTYMa K KOHTEMHEPHON cpefe 3a cYeT
3KCrnyaTauum ya3smumocten obpa3oB KOHTENHEPOB.

TpeboBaHusa K peanusauuu: MNpn NpyMeHeHUN CPEACTB KOHTENHEPU3ALMN LO/DKHbI
obecnevymBaTbCS:

BbISIBJIEHME U3BECTHbIX YA3BMMOCTEN NpU CO34aHNN, YCTAHOBKE B MH(POPMALMOHHYIO CUCTEMY 1
XpaHeHUy 0bpa3oB KOHTENHEPOB BO B3aMMOLENCTBMM CO CPeICTBOM KOHTPOIA U aHann3a
3alUMLLEHHOCTUN Ha OCHOBE CBeLEeHUI, coaepKalLmxca B 6aHke AaHHbIX yrpo3 6esonacHoCTH
nHopmaunm ®CTIK Poccun, a Tak)Ke B UHbIX UCTOYHUKAX, COOEPXKaLLNX CBeaeHns 06 N3BECTHbIX
YSA3BUMOCTSAX;

OMOBELLEHNE O BbISIBAIEHHbIX YSI3BUMOCTAX afIMUHUCTPaTopa 6€30MacHOCTN MHAOPMALIVOHHOW
CUCTEMBI.

yCTpaHEeHWe BbISIBJIEHHbIX YS3BMMOCTEN 06pa30B KOHTENHEPOB.

BbisiBNeHME M3BECTHLIX YA3BMMOCTEN B 06pa3ax KOHTENHEPOB A0JIKHO OCYLLECTBNIATLCA HE pexe
O[IHOr0 pa3a B MecsiL.

TpeboBaHuA K [OKYME@HTUPOBAHMUIO: B 3KCNyaTauMOHHON AOKYMEHTALUUN Ha UHOPMALMOHHYIO
CMCTEeMY J0JKEH BbITb onpeneneH NopaaokK BhiBAEHWA U YyCTPaHEHNS yAa3BUMOCTelN B 0bpasax
KOHTENHEPOB.

TpeboBaHMuA K yCUNEHMUIO:
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BbISIB/IEHME U3BECTHbIX YS3BUMOCTEN B 0Opa3ax KOHTEMHEPOB AOJIKHO OCYLLECTBAATLCA HE pexe
04HOrO0 pa3a B HeAento;

A0/DKHO BbITh 3anpeLLeHo co3aaHne 06pa3oB KOHTENHEPOB, COAEPXKALLMX U3BECTHBIE YS3BUMOCTY
KPWUTUYECKOr0 1 BbICOKOI0 YPOBHS OMACHOCTW, WK, B CJly4ae HEBO3MOXXHOCTM YCTPAHEHMS
yS3BMMOCTEW, B UX OTHOLLEHWN AO0/KHbI ObiTh MPUHATLI MEPLI, NPefoTBpaLLatoWmne nx
3KCMyaTauuio.

Peanusauus B MHPOPMaLLMOHHON CUCTEME:
Mepa 3aWwnThbl MHDOPMaLUK
Knacc 3aluieHHocTH

K3

K2

K1l

3K0.8

+

+

+

Ycunexve 3K0.8

1,2

1,2

4.6. 3aimMTa CEpBUCOB JIEKTPOHHOM NoyThl (331M)

330M.1 3awnTa ALLNKOB U COOOLLEHNI 3NEKTPOHHOM MOYThI

Lenb: Nckno4eHne BO3MOXHOCTN HECAHKLLMOHMPOBAHHOIO AOCTYMNa K 06beKkTaM 31eKTPOHHOM
NOYThI (ALWKMKaM 1 COOBLLEHMNAM INEKTPOHHOM MOYTbI) MHPOPMALMOHHON CUCTEMbI (MHPOPMALMOHHOWN
NHPaCTPYKTYpPbI onepaTopa).

TpeboBaHua K peanusauum: [o/KHbl ObITb peann3oBaHbl Cnefytoluime Mepbl 3aLnTbl UHGOPMaL K
ans obecneyeHns 3almThbl AWUKOB U COOBLLEHWIA 31EKTPOHHOM NOYThI:

nepuoanYecknin aHanms (ayamT) AWMKOB 3/IEKTPOHHOM MOYThI HA HaJInYne SLWMKOB, NoAJeXaLlnx
yOaneHuo;

pernctpauuns cobbiTmin 6e30nacHOCTM, CBA3aHHbLIX C AENCTBUSMM NOJIb30BaTEsIEN CEPBINCOB
3JIEKTPOHHOW NOYTbl B COOTBETCTBMM C MepaMu 3amnTbl nHpopmaumn PCB.1 - PCB.5.

TpeboBaHuA K BOKYMEHTUPOBaHMUIO: He NpeabaBnsoTCs.

Privacy Advocates | AnbMaHax - https://wiki.privacy-advocates.ru/



Last update: 2026/05/30 19:22 fstek_12.04.2026 https://wiki.privacy-advocates.ru/fstek_12.04.20267rev=1780158122

TpeboBaHuA K ycuneHuio:

[OJHKHO obecneymBaTbCs aBTOMaTUYECKOE 6)'IOKI/IDOBaHI/Ie OOCTYMa K AWnKaM 3J'IeKTp0HHOIh MOYThI
nocne yCtaHOBJIEHHOIo BpeMeHn X HenmcnoJsib30BaHMA (HeaKTUBHOCTW);

[OJHKHO BbITb 0becnevyeHo Nepnoanyeckoe pe3epBHOe KONMPOBAHNE COAEPXKMMOr0 SALLNKOB
3/IEKTPOHHOW MOYThI.

Peanusauus B MH(hOPMaLMOHHON CUCTEME:
Mepa 3awnThbl MHDOPMaLMK

Knacc 3almiLeHHocT

K3

K2

K1

390M.1

+

+

+

Ycunenne 33M.1

330.2 YnpasneHve LOCTYNOM MoJjib30BaTesen

Uensb: VicknoyeHre HeCaHKLMOHUPOBAHHOMO A0CTYNa K 00bekTaM 3/1eKTPOHHOW NOYThI (ALLMKaM ©
COOBLLEHMAM 31eKTPOHHOWN NOYTbI) UHHMOPMALMOHHON CUCTEMBbI (MHPOPMALIMOHHON MHPPACTPYKTYPbI
onepaTopa).

TpeboBaHusa K peanusauum: [o/kHbl ObITb peann3oBaHbl Cnefyoume Mepbl 3aLnTbl UHGOPMaL MK
ans obecneyeHns 3alnThbl ALWUKOB 31EKTPOHHON NOYThl 1 COOBLEHNI SNEKTPOHHON MOYThI:

LOCTYN NOJib30BaTeNEeN K ALLMKAM 3/1EKTPOHHOW NOYTbl A0JKEH OCYLECTBASTLCS NOCae
MPOX0XAEHWs Npoueaypbl MAEHTUDUKALMA 1 ayTEHTUDMKALUN;

NOEHTU(MKALMA N ayTEeHTUDUKaLNS Nonb3oBaTeen Npy AOCTyNe K AWNKaM 3N1eKTPOHHOM MOYTbI B
COOTBETCTBMU C MepaMu 3anTbl MHpopmaumn NAD.1, NAD.3.

[ocTyn cybbekToB AocTyna K 06wmM (FpynnoBbIM) ALWMKaM 3IEKTPOHHOW NOYTbl U rpynnam
PaCCbIIKN OOJKEH OCYLLECTBAATLCA MO COrNacoBaHUIO C BAageNbLeM rpynmnbl SLWLNKOB 31EKTPOHHOM
noYTbl (pPacchinok).

TpeboBaHuA K AOKYMEHTUPOBaHMUIO: He NpeabaBnsoTCs.
TpeboBaHuA K ycuneHuio: He npeabaBasoTCa.

Peanu3auus B uHpOpPMaLMOHHON cUCTEME:
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Mepa 3aWmnTbl NHOPMaLUN
Knacc 3alniLeHHocTH

K3

K2

K1

330M.2

+

+

+

YcuneHue 330M1.2

3301.3 3awmnTa oT BPEAOHOCHbIX BAOXKEHWUIA

LLenb: ObecneyeHne aHTUBUPYCHOM 3aLLUNTbI 0O LEKTOB INEKTPOHHON MOYThI (ALLMKOB 1 COOBLLEHNI
3NEKTPOHHOW MOYThI), BKJIIOYaloLLee:

obHapy)XeHne KOMMNbIOTEPHbLIX NPOrpaMM MO NHON KOMMbIOTEPHON MHOpMaL MK,
npefHa3Ha4YeHHbIX 4J19 HECAaHKLNOHMPOBAHHOIO YHUYTOXEHMNA, 6N10KMpOBaHWA, MOAUGUKaLNN,
KOMMPOBAHMA KOMMbIOTEPHOWN MHGOPMaLUK NN HENTPaNN3aunm CpeacTs 3allnTbl MHGOPMaL MK,
COKPbITMA NPUCYTCTBMA APYroro BPeLOHOCHOro NporpaMmMHoro obecnevyeHns B MHPOPMaLNOHHON
CUCTEME, COKPbITUSA CBUAETENLCTB HECAHKLMOHMPOBAHHOIO AOCTYMa K JitobbiM pecypcam
NH(POPMALIMOHHON CUCTEMBI;

obecneyeHne pearnpoBaHns Ha obHapy>KeHne BpeJOHOCHOr0 NPOrpaMMHoOro obecneyeHus.

TpeboBaHua K peanusauuu: [JomkHa obecneynBaTbCsa aHTUBMPYCHAA 3alUNTa B COOTBETCTBUM C
Mepon 3alnTbl MHGopMaumm AB3.2.

JomxeH obecrne4ynBaTbCa KOHTPOJIb BJIOXKEHUI U CCbIJIOK B COCTaBe COOOLLEHNI 31eKTPOHHOW MOoYThl
C UCMONb30BaHMEM MHANKATOPOB KOMMPOMETauun, coaepXxallmx nHhopmaumio 06 obvekTax n (nam)
OEeNCTBMAX, KOTOopas CBMOETENbCTBYET O peasm30BaHHbIX BPeAOHOCHbIX AENCTBUAX (onepaumsax).

[onKHO 6bITh 06ecneyveHo 610KNpoBaHNE COOBLLIEHNI SNEKTPOHHON NOYThI, COAEPXKALLNX
BJIOXKEHUSA, UMetoLLMe Hepa3peLleHHble hopMaThbl (hanioB (BJIOXKEHWN).

JonxHa obecneynBaTbCs BO3MOXXHOCTb NPOBEAEHNS PETPOCMEKTUBHOIO aHaN3a BOXKEHNI U
CCbIIOK paHee NoCTYNMBLUNX COOBLLEHWNI 3NEKTPOHHOM NOYTLl Ha HasInyne BPeAOHOCHOro
NpPorpamMMHOro obecrneyeHums.

TpeboBaHuA K B,OKYMEHTMPOBaHMIO: He NpeabaBasoTCs.
TpeboBaHMuA K YCUNEHMUIO:

KOHTPOJIb BJIOXKEHUN, nocTynarownx nosb3oBaTendam VIHqZ)OpMaLI,VIOHHOVI CNCTEMDbI B COCTaBe
coobueHnn 3J'IeKTp0HHOVI NOYThbl, A0JIKEH OCYLLECTBIATLCA C NCMNOJIb30OBaHNEM 3aMKHYTOI7I CNCTEMDI
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(Cpenbl) NpeaBapUTENbLHOIO BbIMNOJHEHUS NPOrPaMM («MECOYHULLBI»);

[O0JHKHO obecneymBaTbCs 6)'IOKI/IDOBaHI/Ie BO3MOXHOCTWU NCMOJZIb30BaHNA 3aapPXNBUPOBAHHbIX C
NCnoJib30BaHNEM napone|7| BJIOXKEHUIN [0 nX NPOBEPKN Ha HaM4Ne KOMMbIOTEPHbLIX BUPYCOB.

Peanusauus B MHOPMaLMOHHON CUCTEME:
Mepa 3awnThbl MHDOPMaLMK
Knacc 3almiLeHHocT

K3

K2

K1

330.3

+

+

+

Ycunenne 330.3

339M.4 3awuTa oT PuwnHra

Lenb: ObecneyeHune BbisBNEHUSA 1 61IOKMPOBAHNSA COOBLLEHNI INEKTPOHHON NOYThI, COAEPXKALLNX
noaAesbHble aHHbIe U PULLNHIOBbIE 3JIEMEHTbI, HanpaB/ieHHbIE HA KOMMPOMETaUMIO YH4EeTHbIX
3anuncen, NN NHOE HEeCaHKLMOHUPOBAHHOE BO34EeNCTBUE Ha NH(OPMALMOHHYIO CUCTEMY
(MHMOPMaLMOHHYIO MHPACTPYKTYpPY onepaTopa).

TpeboBaHua K peanusauum: [lomnxkeH obecneynBaTbCs KOHTPOb TEKCTa CO0bLLEHNS (KOHTEHTA),
cofepXallerocsi B COOOLLEHNN 3NEKTPOHHOM NMOYThI, U CCbINIOK, BeAYLLUX Ha CTOPOHHME
NH(OPMALIMOHHBIE PECYPChI, HA HaNNYNe BPeAOHOCHbIX U (DULLIMHTOBbLIX 3/IEMEHTOB.

[onxHbl obecneynBaTbCs:

hunbTpaLmsa COOOLLEHN 3NEKTPOHHOW MOYTbI Ha OCHOBE MH(oPMaL MK 06 oTnpasuTene coobLleHuns
(IP-appeca, BOMEHHbIE UMEHA), B TOM YUC/E C UCMOJIb30BAHNEM «YepHbIX» CMNCKOB (3arnpeLLeHHble
oTnpasuTenu) n (nam) «6enbix» CNNCKOB (pa3peLleHHble OTMpaBuUTeNN);

hnnbTpaums coobueHunn aJ'IeKTpOHHOVI MOYThbl MO COOEPXKMUMOMY C NCMNOJSIb30BaHNEM KPUTEPUEB,
NO3BONSIOLLNX OTHOCUTL CO0BLLIEHNA K (PULWNHIOBbLIM,

[lonxHa obecneymBaTbCs BO3MOXHOCTb nposBegeHMA PETPOCNEKTUBHOIO aHalJln3a coobweHunn
3J'IeKTpOHHOIZ NoYThbl Ha HaM4YMe NoAAeNbHbIX AaHHbIX U (1K) (PULLINHIOBbIX 31EMEHTOB.

TpeboBaHuA K J,OKYMEHTMPOBaHMIO: He NpeabaBasioTCs.

TpeboBaHMuA K yCUNEHMUIO:
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LLO/DKHO OCYLLECTBAATLCA 6NOKMPOBaHME COOOLLEHUIN SNEKTPOHHON NOYThI, COAEPXKALLUX
noafenbHble AaHHble U (UK) PULLNHTOBbIE /IEMEHTHI, WU NMOMELLEHNE NX B KAPaHTUH;

LO/DKHA OCYLLEeCTBAATLCA PUNbTPaLMA COOBLLEHNI 3N1eKTPOHHON NOYTbl HA OCHOBE peryTaunoHHON
NHopMaumn 06 oTnpasuTene coobuieHmns;

KOHTPOJIb COOBLLEHWNI 3NEKTPOHHON NMOYTbI Ha HanyYne PULLINHIOBbLIX 3/IEMEHTOB LOJ/IKEH
OCYLLeCTBAATLCA C UCMOJIb30BAHMEM 3aMKHYTOW CUCTEMBI (Cpeabl) NpeaBapUTENIbHOrO BbIMOJHEHNSA
nporpamMm («NecovYHnLbI»);

A0J1KHbI 06ecneynBaThCst KOHTPOJIb aAPECOB IEKTPOHHOW NOYThI, C KOTOPbLIX ObII0 OTAPABIEHO
Co0bLLIEeHNE 3NEKTPOHHON MNOYTbI C Liesibio BepudrKaL M aapecoB 3N1eKTPOHHOM NOYThI, a TakxXe
obHapy>XeHne PakToB NOAAENKN INEKTPOHHbIX MUCEM OT NErMTUMHBIX OTMPaBUTENEN.

Peanusauus B MHPOPMaLLMOHHON CUCTEME:
Mepa 3aWwnThbl MHDOPMaLMK

Knacc 3almiLeHHocT

K3

K2

K1l

390M.4

+

+

+

YcnnerHue 330.4

33r.5 3awmTa oT Crnama

LLenb: MNpeaoTepalleHne NOCTYNAEHNSA He3anpallBaeMbiX COOBLLEHNI 3NEKTPOHHON NOYThI (CNama)
Nnosb30BaTeNAM MH(POPMALMOHHON CUCTEMBI.

Tpe603a|-|m| K peanu3saummu: [JoxeH obecneymnBaTbCA KOHTPOJIb NOCTYNatoLWmnx coobueHunn
3ﬂeKTp0HHOI7I NOYTbl, MO3BONSAOLLNN 06Hapy>KI/|BaTb HE3anpalnBaemMblie coobueHus.

KOHTpO/1Ib NOCTYNaoLWMX coobueHunn 3JIEKTPOHHOM NOYTbl JO/IKEH OCYLLECTBAATLCA 33 CHYET:

unbTpaLmm coobLLeHNNn 3NeKTPOHHON NOYThl Ha OCHOBE MHpopMaLum 06 oTnpasuTene coobleHns
(IP-appeca, [OMEHHbIE UMEHA), B TOM YUC/E C UCMOJIb30BaHNEM «YepHbIX» CMNCKOB (3anpeLLeHHble
oTnpasuTenu) n (nam) «6enbix» CNNCKOB (pa3peLleHHble OTrpaBuTeNn);
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q)l/lﬂpraLlI/IVI coobLeHnn BJ'IeKTpOHHOI7I MOYThbl MO COOEPXKMMOMY C NCMNOJSIb30BaHNEM KPUTEPUEB,
NO3BOJIAIOLNX OTHOCUTb CO0bLLIEHNS K Cnamy.

TpeboBaHuA K [,OKYMeHTUPOBaHUIO: He NpeabsaBastoTCS.
TpeboBaHuA K ycuneHuio:

A0JXKHA OCYLLECTBAATLCS UNbTPaALMS COOBLLEHNIA 3/1EKTPOHHOI NMOYTbI HA OCHOBE PenyTaLOHHO
nHgopMauun 06 oTnpasuTene coodbieHns;

L0J/KHO BbITb YCTAHOBJIEHO OrpaHMyYeHne Ha KOJIMYeCTBO COOBLLEHNI 31eKTPOHHOM NoYThI,
NoCTynawLwmx oT O4HOr0 OTNPaBUTENS 3a NEPUOS BPEMEHU, NPY NPEBbILLIEHUN KOTOPOro
nocnepyrouine coobLleHns 3N1eKTPOHHON NOYThl AOJKHbI 6JI0KMPOBATHLCS;

LOMMKHbI MPUMEHATLCSA TEXHOJIOMMW, MO3BONSIOLLIME OOHO3HAYHO BEPUGpULMPOBaTL ajpeca
3NEeKTPOHHOW MOYThI, OT UMEHUN KOTOPbLIX OblSIM OTNPaBeHbl CO0bLLEHNS.

Peanusauus B MHPOPMaALLMOHHON CUCTEME:
Mepa 3awuThbl MHOPMaLUK

Knacc 3awmieHHocT

K3

K2

K1

33M.5

+

+

+

Ycunexue 330.5

3901.6 3awmnTa MeTafaHHbIX 1 UHOWN TEXHUYECKON MH(OPMaLMN CEPBMUCOB 3JIEKTPOHHOWN MOYThI

Lenb: ObecneyeHune 3alnTbl MeTaAaHHbIX N MHOW TEXHUYECKON MHGOPMaL MK, CBA3aHHON C
(PYHKLMOHNPOBAHNEM CEPBUCOB 3JIEKTPOHHOW MOYTHI, A1 NPefoTBpaLlleHns nx
HeCaHKLMOHMPOBAHHOIO NCMONb30BaHNS.

TpeboBaHua K peanusauum: VIHpopMaLMOHHOE B3anMOLENCTBME MEXAY MOJIb30BaTENAMM ALLUNKOB
3/1EKTPOHHON MOYTbI 1 CEPBEPOM 371EKTPOHHOW MOYThI AO/IKHO OCYLLECTBAATHCS C MCMOJIb30BAHNEM
TEXHONIOMNIA N CeTEBbIX NMPOTOKOJI0B, 06eCneynBaloLLMX COKPLITE METafaHHbIX U MHON TEXHNYECKON
MHMOPMaLMK, CBS3aHHON C (hYHKLIMOHMPOBAHNEM CEPBMUCOB 3/IEKTPOHHO MOYThI.

[lonxHO obecneymBaTbCA COKpPbITE Me€TadaHHbLIX U NHOWN TEeXHNYECKON NHgopmaumn, CBSI3aHHOW C
(hyHKLMOHNPOBAHMEM CEPBUCOB 3J'IeKTpOHHOIZ MOYThbl, @ UMEHHO:

cny>xebHble 3arofIOBKM COOBLLEHWNIA 31EKTPOHHON MOYThI, CoAepXallne nHpopMauuto 0b
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NH(PACTPYKTYpPE MHDOPMALMOHHON CMCTEMbI, @ TakXKe NporpamMMHoM obecneyeHnu, ¢
NCMNOJIb30BaHMEM KOTOPOro OTNpPaBeHo CoobLLeHe 3eKTPOHHON NoYThl (HanpuMep, X-Mailer, User-
Agent);

cny>kKebHble 3arosoBKN CO0OLLEHNIN INEKTPOHHON NOYThI, COAEPXKALLME UHDOPMALINIO O MapLIpyTe
nepenayn coobweHunsa (Hanpumep, X-Originating-IP, Message-ID).

CokpbITVe nHMOPMaLUK, COaepPXKALLENCS B CNYXeOHbIX 3arosioBKax, LOMKHO OCYLLECTBASTLCA
OZlHUM 13 CieayroLWwmnx cnocobos:

HACTPONKa NapaMeTPOB CepBepa 3/1EKTPOHHOI NOYTLI, MPU KOTOPOI obecneymBaeTcs 3anpeT 3anucu
VHOPMaLUK B CNy)KebHbIe 3aro/lIoBKK OTNPaBASEMbIX COOBLLEHNIA 3N1EKTPOHHO NOYTHI;

NCMosib30BaHME NPOMEXYTOYHOro cepsepa (SMTP-wN03 UM NPOKCU-CepBep), MO3BONAIOLLLENO
NOAMEHATb WK yAanAaTb MHPOPMALMIO, COAEPXKALLYIOCS B CyXebHbIX 3aronoBKax.

NosKHa BbITb NCKJIIOYEHA BO3MOXXHOCTb MOYyYEHMS MH(OPMALMK O CYLLECTBYIOLNX ALLMKAX
3/1eKTPOHHOW MOYTbI, COLEPXKALLMXCS Ha CEpBEPE 3NEKTPOHHON MNOYTbI, C UCMNOJIb30BaAHNEM:

3arnpeTa UCNoJib30BaHMS Ha NOYTOBOM cepBepe komaHa VRFY/EXPN;

CpeacTBa 3aWuThbl HDOPMaLUK, NO3BOJISIOLLErO 6/10KMPOBATL 3anpoCkl Ha NoJlyYeHne nHgopMauun
0 CYLLECTBYIOLMX SLIMKAX INEKTPOHHOW NOYThI, COAEPXKALLMNXCA Ha CepBEpPE 3IeKTPOHHON MOYTHI.

TpeboBaHuA K BOKYMEeHTUPOBaHMUIO: He NpeabaBasoTCs.
TpeboBaHuA K yCUNEHMUIO:

1) cepBep 31eKTPOHHOM MNOYTbI, OCTYMHbIN U3 CETU «IHTEePHET», He A0JIKEH NoAAEepPXMBaTb NpueM
1 nepegavy No4TOBOro CETEBOro Tpadmka, NnpeaHa3Ha4YeHHOro Ana Apyrux HPOPMaLNOHHbIX
cucteM (momMmeHoB).

Peanusaums B MHPOPMALUOHHON CUCTEME:
Mepa 3aLWmnTbl UHOPMaLUN

Knacc 3alniLeHHocTn

K3

K2

K1

33M1.6

+

+

+

YcuneHue 3311.6
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4.7. 3awuTta Bedb-TexHonorum (3BT)

3BT.1 3awmTa N0Nb30BATENbCKNX OAHHbIX

Uenb: ObecneyeHmne 3aWmnThl N01b30BATENLCKUX AAHHbIX, nepenaBaeMsbIX, 06paﬁaTblBaeMbIX n
XpPaHAWKNXCA B COCTaBe Be6-I'IpI/IJ'IO)KeHI/IF|.

TpeboBaHusa K peanusauuu: CeTeBoe MHHOOPMALIMOHHOE B3aMOAENCTBNE MEXAY CyObeKTaMm
AocTyna n obbekTammn focTyna (Nosib3oBaTENAMU U NPUIOXKEHNSMMN) LOSKHO OCYLLECTBAATLCS
nocpeacTBOM NPOrpamMMHOro MHTepgenca NPuIoXKeHn, 3aLlinuTa 4aHHbIX B KOTOPOM
obecneymBaeTCq B COOTBETCTBUM C MEPOM 3almTbl nHGopmaumn 3MN.1.

[ocTyn cybbekToB AOCTYNa K NOJIb30BaTE/IbCKUM OAHHbIM, XpPaHALWMMCA B BEO-NpUIoXXeHnn, a
TaKxXe AOCTYN K yHKLUNSAM BED-NPUI0KEHNSA LOJKEH OCYLLECTBAATLCA B COOTBETCTBUN C MEPOW
3aWmMTbl HGopMauum YMI.2.

CeTeBoe B3anMOAeNCTBNE MeXAY CybbekTamMum n obbekTammn JocTyna (Monb30BaTENSAMU U
NPUI0XKEHUAMIN) OOSIHKHO OCYLLECTBAATLCA C YH4ETOM Mep 3awwmnTbl nHpopmaunm 3KC.1 — 3KC.5.

TpeboBaHUA K LOKYMEHTUPOBAHMUIO: B 3KCMyaTaLMOHHON AOKYMEHTALMMN Ha MHADOPMALIMOHHYO
CUCTEMY A0JIKHbI 6bITb ONpeneseHbl:

06beKkTbl A0CTYNa, coaepxalmecs B Beb-NpunnoxxeHnu;
nepeyeHb TWUMOB Nonb30BaTenen Beb-NprunoXxKeHus.
TpeboBaHMuA K YCUNEHMUIO:

1) B MH(OPMALMOHHON CMCTEME A0JHKHO BbITb NCKIIOYEHO KILWMPOBAHME MOJIb30BaTENbCKMX
LlaHHbIX, onpeaenseMbix onepaTopom, B Beb-bpay3sepe (Hanprumep, NyTeM NUCMOJIb30BaHUA
COOTBETCTBYIOLWMX AnpekTus 3aronoskos Cache-Control, Pragma npoTokona nepefayu
rmnepTekcTa);

2) B MH(OPMALIMOHHON CUCTEME A0/KHBI ObITh OTKJIIOYEHbI PYHKLIMM aBTOMATUYECKOr0 3aMnoJIHEHNS
hopM (Hanpumep, NyTeM YCTAHOBJIEHMS COOTBETCTBYIOLLEr0 3HaYeHUs aTpubyTa Autocomplete
NPOTOKOMa Nepeaayn runepTekcTa) Ans nonen, npefHasHa4YeHHbIX 18 BBOJa NOb30BATENbCKUX
NaHHbIX, ONpeessieMblX OrNepaTopoMm;

3) B MH(OPMALIMOHHON CUCTEME A0/KHA 06eCneynBaThCs 3alMTa NoJb30BaTENbCKUX AaHHbIX OT
KOMMPOMETALIMN NOCPeACTBOM MEXCANTOBOIr0 CKPUMTUHIA NMyTeM HAaCTOMKM COOTBETCTBYHOLLNX
3aro/1oBKOB 6e30MacHOCTM MNPOTOKOa Nepeaayn runepTekcTa;

4) B MHHOPMALIMOHHON CUCTEME 0/IKHA 0becneynBaTbCs 3aliUTa NOJb30BATENbCKUX AAHHBIX OT
KOMMpoMeTaLuy NocpeacTBOM NOAMEHbI (NEPEKPLITUS) 31EMEHTOB rpadYeCcKoro nHTepgeinca
MyTeM KOHTPOJIA BJIOXKEHHOCTN KOHTEKCTOB 0TODpaXKeHus.

Peanusauus B HpOpPMaLMOHHON cUCTEME:
Mepa 3aWmnTbl UHOPMaLUN
Knacc 3almeHHoCTHn

K3
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K2

K1

3BT.1

+

+

+

YcuneHune 3BT.1

3BT.2 YnpasniieHne JoCTyrnoMm noJib3oBaTenei

Lenb: Nckno4eHne HeCaHKLMOHUPOBAHHOIO A0CTYMNa K 06bekTaM A0oCTyna, coaep)kawmmcs B Beb-
NPUIOXKEHUN NHDOPMALIMOHHON CUCTEMBI (MH(POPMALIMOHHOM NHGPACTPYKTYpbl onepaTopa).

TpeboBaHuA K peanusauuu: B nHHOPMaLMOHHON CUCTEME A0/KHbI ObITb 06ecneyeHb!:

NOeHTUUKaLNSA 1 ayTeHTU(MKaLNS Nosib3oBaTesiei Beb-NpuioXXeHns, CMCTEMbI YNpaBieHNUS
KOHTEHTOM Beb-NpunoxXeHns B COOTBETCTBUMN C MepaMu 3alnTbl MHDopMauun NAD.1, NAD.3;

yrnpasJieHne LOCTYNOM Monb3oBaTesnen K QYHKLUUAM U SAaHHBIM, XPaHALLUMCA B BEO-NPUI0XKeHUM, a
TaKXxe B CUCTeMe yrnpaB/ieHN KOHTEHTOM BeO-NPUNoXXeHns, B COOTBETCTBUN C MepPaMm 3aLLnThI
nHopmauun YNA.1 - Ynm.o;

OorpaHuYeHune Yncna napaninesibHblXx CeaHCOB AOCTYrMa K BEO-NPUN0XeHN0 B COOTBETCTBMM C MEPON
3awWwmTel nHgopmauunm YNA.7;

aBTOMaTM4YeCcKoe 3aBepLUEeHME CeaHCOB A0CTYNa K BED-NPUIOXKEHMIO NPU HEAKTUBHOCTA B
COOTBETCTBUMN C Mepon 3awmnTbl nHDopmaumn YMMO.8;

npoBepKa npas AoCTyna cybbekToB A4OCTyNa Npu KaxxaoM obpaleHun (3anpoce) K PyHKUNAM nnm
LaHHbIM BeO-NpunoXxeHms, Bko4as 06paboTKy 3anpocoB Ha YTeHME U MOANGUKALNIO AaHHbIX,
BbI30B API-MeT040B, 3arpy3Ky hanioBs, 3a UCKIOYEHMEM OnNpeaeneHHbIX 00LLeA0CTYMHbIX PeCypCcoB B
COOTBETCTBUM C Mepou 3alnTbl UHGopMauun YIMI.9.

B0O3MOXHOCTb UAEHTUDVKALNUN 1 ayTEHTUPUKALMUM NOMb30BATENS TONBKO Ha CTOPOHE M0JIb30BaTeNs
Be6-NpunoXeHus (Hanpumep, NPoBepKa A0CTyna Ha YpoBHe JavaScript-kona B Beb-bpay3epe)
A0J/KHa ObITh NCK0YEHa.

TpeboBaHMs K B,OKYMEHTMPOBAHUIO: He NpeabaBasioTCS.

TpeboBaHuA K yCUEHMIO:

NOeHTUMOUKaUNSA 1 ayTEHTUMDMKALNSA NPUBMNErMPOBaHHbLIX NoNb3oBaTenen (aAMUHUCTPATOPOB,
aAMMHUCTpaTopoB 6e30nacHoCTN) BED-NPUNOXKEHUS [OIKHBI OCYLLECTBAATLCA C UCMOJIb30BAHUEM
BBOJZ@ BTOPOro (hakTopa rnpu UCnosib30BaHUM MHOFO(aKTOPHOM ayTeHTU(MKaLMN B COCTaBe
MH(OPMALIMOHHON CUCTEMbI B COOTBETCTBUN C MepaMu 3alLmTbl UHGopMauum NAD.1, NAD.3.

Peanusaumsa B MHd)OpMaLI,MOHHOﬁ cuctTeme:
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Mepa 3aWwnTbl UHGOPMaLUN
Knacc 3almieHHoCcTn

K3

K2

K1l

3BT.2

+

+

+

YcnneHue 3BT.2

3BT.3 KoHTponb 1 punbTpaumsa Tpadumka Beb-npunoxxeHum
Lenb: ObecneyeHne KOHTPONSA U PUNbTPaLMM CETEBOro Tpaduka Beb-npuioxeHui.

TpeboBaHusa K peanusauuu: B nHhopMaLMOHHON cucTeMe AomKHa 6bITh obecneyeHa
BO3MOXXHOCTb aBTOMATUYECKOro KOHTPOIA U DUNbTpaLnm ceTeBoro Tpaduka seb-npnnoxxeHums,
NoCTyNaKLWero no CeTeBOMy MHTepdency NporpaMMHOro B3anmMoaencTeuns ¢ Beb-npunoxeHumem, B
COOTBETCTBUMN C MepoW 3awnTbl UHopmauumn 3MN.3.

KOHTPOSIb 1 (hNIbTPALMA AaHHbIX MONb30BaTENbCKMX 3aMPOCOB AOJKHbI ObiTb HanpaB/eHbl Ha
obHapy>XeHune, Kak MUHUMYM, Cneaywmx cobbITU:

HapyLlleHne coaepKalmMmcsa B 3anpoce nosib3oBaTens aHHbIMU YCTaHOB/IEHHbIX B
NH(OPMALIMOHHON CUCTEME OFPaHUYEHNIA MO TNy, pa3mepy, (GopMaTy U 4ONyCTUMOMY
cofepxMMoMmy (Cxembl 3anpoca);

BKJ/IIOYEHME B COCTAB 3anpoca YNpaBasoWmx CUMBOMOB U KOHCTPYKLINA, CNOCOBHBLIX N3MEHUTb
norunky obpaboTkn Beb-npunoxeHMem nosb3oBaTebCKMX 3aNpocoB (Hanpumep, SQL-3anpochl,
JavaScript-kof, CUCTEeMHble KOMaHbl);

BKJ/IOYEHME B COCTAB 3aMpoca ayTeHTUMUKATOPOB AOCTYNa UM MHON YyBCTBUTEbHOW UH(OPMALMK
B OTKPbLITOM BUAE;

(hopMmpoBaHre 3anpocoB aBTOMaTU3INPOBAHHBIMU NHCTPYMEHTaIbHbIMY CPeACcTBaMM NOUCKa 1
3KCMyaTaunm ya3BnumocTen Bed-npunoXKeHumn;

opMmnpoBaHNe 3anpoCcoB aBTOMaTU3NPOBAHHBLIMU NHCTPYMEHTaIbHbIMK CpefCcTBaMm nepebopa
(nonbopa) ayTeHTUPMKALNOHHON NHDOPMALIUN.

KOHTpO/Ib 1 (hnnbTpaLmna ceTeBoro Tpaguka Be6-I'IpVIJ'IO)KeHVIF| L0/KHbI 0becneynBaTbCA Ha OCHOBE
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KakK MUHUMYM ClefyoLwmnx aTpmbyToB Nosib30BaTeIbCKOro 3anpoca NPOoToKOo1a nepeaayun
runepTekcTa:

YHUDULMPOBAHHBIA NAEHTU(MUKATOP 3anNpPOoLLEeHHOr0 MHGOPMALMOHHOIO pecypca;
Beb-meTOL 3anpoca;

3Ha4YeHNs 3arosI0BKOB 3aMpoca;

HaVMeHOBaHNS 1N 3HAYEHMA NapaMeTpPOB 3anpoca;

noeHTupunkaTop Beb-knneHta (Habop 3HavyeHUN 3aronoBKoB aTpnbyTOB BED-KNMEHTA).

KOHTPO/Ib 1 (hnAbTpaLms ceTeBOro Tpagrka Be6-NprunoxXeHnin, NCNonb3yLnX paclunpeHms
NPOTOKONa Nepefayn runepTekcTa v NHbie BEPCUN NPUKNALHbIX MPOTOKOI0B (HanpuMep, NpOTOKO
WebSocket), nomxHbl 0becnednBaTbCa Ha OCHOBE aTpnbyTOB, ONMMCAHHbLIX BO BHYTPEHHEM
CTaHOapTe, cogepxalleM TpeboBaHMA K TUNOBLIM KOH(UIypaUnsM U HaCTPOMKaM NPOrpaMMHbIX,
nporpamMmMHo-annapaTHbIX CpeacTs.

[ns Be6-NpunoxXeHni, BOCTYMNHbIX U3 CETU «IHTEPHET», YKa3aHHble Mepbl 3aLUTbl MH(OPMaLUK
L0JKHBI ObITb peann3oBaHbl C NCMNOJIb30BaHNEM MEXCETEBOMO 3KpaHa ypoBHS Beb-cepeepa, Uam
MHOI0hYHKLIMOHAIbHOrO MEXKCETEBOI0 3KPaHa YPOBHS CETM,

TpeboBaHuA K BOKYMEHTUPOBaHMUIO: He NpeabaBasoTCs.
TpeboBaHuA K YCUNEHMUIO:

B MH(OPMALMOHHOWN CUCTEME KOHTPOJIb U UnbTpauuns Tpaguka Be6-NpuNoXKeHN SOSIKHbI
OCYLLECTBNATLCSA B TOM Y/CJIe METOLOM aHaNU3a BIOXKEHMI (NOSI€3HON Harpy3KKn) NoJib30BaTENbCKMX
3anpocoB;

B MH(OPMALIMOHHON CMCTEME [10/KHbI BbIABAATLCS COOLITUS, CBSA3aHHbIE C HAPYLUEHUAMY B
MoJIb30BaTENbCKMX 3amnpocax creunrKauuy NpoTokKoaa Nepeiaydm runepTekcTa U orpaHnYeHnin Ha
CTPYKTYPY MOJIb30BaTENLCKOrO 3amnpoca.

Peanusaums B MH(POPMALUOHHON CUCTEME:
Mepa 3awWmnTbl MHOPMaL MK

Knacc 3aluLeHHoCTHn

K3

K2

K1

3BT.3

+

+

+

Privacy Advocates | AnbMaHax - https://wiki.privacy-advocates.ru/


https://wiki.privacy-advocates.ru/websocket

Last update: 2026/05/30 19:22 fstek_12.04.2026 https://wiki.privacy-advocates.ru/fstek_12.04.20267rev=1780158122

YcunneHue 3BT.3

3BT.4 Peructpauus cobbiTuii 6e30MacHOCTM B BED-NPUNOXKEHUAX 1 PearnpoBaHme Ha HUX

LLenb: OnpegeneHne cocTaBa U coep)xaHus nHopmaLmm o cobbiTuax 6e30MacHOCTH, NOANEXaLNX
perncTpauun B Beb-npunoxeHnsx.

TpeboBaHusa K peanusaumuu: B nHHOPMaLIMOHHOM CUCTEME B COOTBETCTBUMN C MEPAMU 3aLLNTHI
nHopmaumn PCb.1 — PCB.5 nomxHa bbiTb obecneyeHa pernctpaumsa cobbitnin 6€30nacHoOCTH,
CBAA3aHHbIX C NOMbITKaMM JOCTYNa CybbeKTOB AOCTyNa K 06bekTam AocTyna Beb-npunoXKeHus B
COOTBETCTBUMN C MepaMu 3awmnTbl UH(opmauum YIMA.1 - YMO.9.

B nHdopmaumnoHHOM cucteme fonkHa bbiTb obecneyveHa pernctpauns cobbiTuin 6esonacHoCcTn Ha
YPOBHE MeXCEeTeBOro 3KpaHa ypoBHS Beb-cepeepa v (MAK) MHOMO(YHKLNMOHAIbHOMO MEXCETEBOM0
3KpaHa ypoBHS ceTun, obecneymBatoLLLero KOHTPOb U PuabTpaLMIo CeTEBOro Tpadrka Beb-
NPUSIOXKEHNS.

Ha ypoBHe BEO-NPMI0KEHNS ONONHUTENbHO A0J/KHA OCYLLECTBAATHCA PErNCTPaLmMa cnegyoumx
TUNOB cobbITMN Be3onacHOCTU:

cobbiTnsa 6€30NacHOCTN, CBA3AHHbIE C MAEHTUDUKALMNEN N ayTeHTU(MKaLNen noab3oBaTenen seb-
NPUNOXKEHNN;

cobbiTnsA 6€30MacHOCTH, CBA3AHHbLIE C yNPaBAEHNEM YHETHLIMU 3annMcaMn Nonb3oBaTenen seb-
npunoXxenuns (ans Beb-npnnoXKeHnn, ONyCKaLWmMx Takne N3MeHeHNs);

cobbITns 6€30MaCHOCTN, CBA3aHHbIE C MU3MEHEHNEM TUMOB CyObEKTOB A0CTYyNa, TUNOB 06bEKTOB
noctyna (ana Beb-nNpunoXXeHunin, 1onycKawWwmx Takne n3MeHeHns);

cobbITns 6€30MaCHOCTN, CBA3AHHbIE C M3MEHEHUEM TUMOB AOCTYNa Cy6bBbEKTOB AOCTYNa K 06bekTam
LOCTYyNa, B TOM Yucie K QyHKUMAM BeB-npunoxxeHun (4ns Beb-npunoXKeHun, [onyckatowmx Takme
N3MEHEeHUS);

cobbITns 6€30MaCHOCTN, CBSA3aHHbIE C orpaHmM4yeHmMeM 4mcia napasni€sibHblX CEaHCOB AOCTYMa K Beb-
MPUNOXKEHMUIO,

cobbITns 6€30MaCHOCTN, CBA3aHHbIE C aBTOMATUYECKUM 3aBepleHnem ceaHCoB A0CTYMa K Beb-
NMPUNOXXEHNIO MPN HEaKTUBHOCTW,

cobbITns 6€30MaCHOCTN, CBA3AHHbLIE C M3MEHEHUAMY NapaMeTPOB HACTPOEK BE6-I'IpI/IJ'IO)KeHI/I$I.

Ha ypoBHE MeXXCeTeBOro 3KpaHa ypoBHS Beb-cepBepa U (Man) MHOrOYHKLIMOHAIbHOMO
ME)XCETEBOIr0 3KpaHa YPOBHA CeTu, obecrneynBatoLLero KOHTPOJIb U (UIbTPALINIO CETEBOr0 Tpaduka
BED-NPUIOXKEHNS, [O/MKHA OCYLLECTBASATLCSA PErncTpauns cneayowmx Tuno cobbiTun
b6e3onacHoCTK:

cobbITna 6€30NMacHOCTU, CBSI3aHHbIE C hUbTPaLIMEN CETEBOr0 TPauKa;

cobbITus 6€30NacHOCTH, CBA3aHHbIE C 0OHApYyXXeHNeM NPU3HaKoB BPeLOHOCHOM0 BO3AENCTBNSA Ha
Beb-npunoxeHue.

B I/IHCIZ)OpMaLI.I/IOHHOIZ cucTeme [o0/KHa obecneynBaThbCs nepenada 3apernCTpmnpoBaHHbIX cobbITUM
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6e30nMacHOCTM B CUCTEMY yrpaBaeHns cobbiTusiMm 6e30nacHOCTM MHOPMaL MM, DYHKLNOHMPYIOLLYIO
B MH(OPMaLMOHHOW CUCTEME.

B MHOpMaLVOHHO CCTEME MO pe3ybTaTaM aHaan3a cobbiTuin 6€30MacHOCTY A0/HKHO
obecrneymBaTbCs aBTOMATNYECKOE PearnpoBaHmne Ha HUX MOCPEACTBOM:

6710KMPOBaHMA CETEBOro CeaHCa B3aMMoaencTema ¢ Beb-npnnoxeHnem ans cobbituin 6esonacHocTy,
onpegfeneHHbIX onepaTopom;

yBeOMJIEHUSI aAMUHUCTPaTopa (aAMMUHMCTpPaTopa 6e30nacHOCTH) NHPOPMALIMOHHON CUCTEMBI O
daKTe 1 NpuinHax 6J10KMPOBaHMS CETEBOro CeaHca.

TpeboBaHuA K A,OKYMEHTUPOBAHMUIO: B 3KCNyaTaUMOHHON AOKYMEHTALMMN Ha MHOPMALMOHHYO
CUCTEMY A0JIKHbI 6bITb ONpeneseHbl:

nepeyeHb BeOG-NPUN0XKEHNIA, ONA KOTOPbIX A0/KHA ObiThb HACTPOEHA perncTpaumns cobbiTuin
6e30nacHOCTU;

nepeyeHb CPeACTB 3aWUThl MHDOPMALINW, OCYLLECTBASIOWMNX PerncTpaumio cobbiTuin 6e3onacHoCTy,
CBSI3aHHbIX C BEO-NPUN0XKEHNEM;

MWHUManbHbIA NepeyeHb CobbITUA 6e30MacHOCTK, MoANeXallunx perncTpaumm.
TpeboBaHuA K ycuneHmio: He npeabasnsaoTcs.
Peanusauus B UH(pOpPMaLMOHHON CUCTEME:!
Mepa 3aWunTbl MHOpPMaLUK

Knacc 3almieHHocTn

K3

K2

K1

3BT.4

+

+

+

YcuneHve 3BT.4

3BT.5 MNpoBepka ainnos, nepenaBaeMbix BEO-NPUNOXKEHNAMN, Ha BPEAOHOCHOE NPOrpaMMHoe
obecneyeHne

Lenb: ObecneyeHne aHTUBUPYCHOW 3alLNTbI BEB-MPUIOXKEHNI MHPOPMALMOHHON CUCTEMBI,
BKJlOYaloOLLee:

0b6Hapy>XeHMe KOMMbITEPHbIX MPOrpaMm Ibo NHOWM KOMMbIOTEPHON MHGOPMaLUK,
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npeAHa3HaYeHHbIX A1 HECAHKLIMOHMPOBAHHOIO YHNYTOXEHWS, 6/10KMPOBaHNS, MOAUMDUKALMN,
KOMUPOBAHWS KOMMbIOTEPHON MHGOPMaLUM UM HEATPaNM3aLMN CPeACTB 3aLnTbl UHOPMaLMK,
COKPbITWSA NPUCYTCTBUS APYrOro BPeAOHOCHOr0 NPorpamMMHoro obecneyeHuns B UHGOPMaLMOHHON
CUCTEME, COKPbITUSI CBUAETENbCTB HECAHKLIMOHMPOBAHHOMO AOCTYNa K JilobbiM pecypcam
MHDOPMALIMOHHON CUCTEMBI;

obecneyeHne pearnpoBaHuns Ha obHapy>xeHne BpeAoHOCHOro NpPorpaMMHOro obecneyeHus.

TpeboBaHua K peanusauuu: [lomkHa obecneynBaTbCa NpoBeEpKa BCexX halioB, mepenaBaeMbix
Be6-NPUIOXKEHNSAMM, Ha BPELOHOCHOE NporpaMMHoe obecneyeHne B COOTBETCTBUN C MEPOW 3aLLNTI
nHgopmaumn AB3.1.

lMpoBepKa AOJKHA BKJOYATb aHA/IN3 BCeX NepelaBaeMblX B Tesie 3anpoca anI7IJ'IOB, a TaKXxe
COCTaBAKWKNX TEJI0 3aMfpoCa CKPUNTOB N AaHHbIX, MOCTYNatloWnx B Be6-np|/|no>KeH|/|e.

HomkeH ObITb NCKOYEH aBTOMATUYECKMIA 3aMyCK NepefaHHbIX GaiioB B ONepaLMiOHHON CUCTEME
Ha CTOpOHe BeB-MPUIOXKEHNS AN NOb30BaTeNN (HanpuMep, NyTeM OCYLLEeCTBAEHMS DUAbTPaLMm
NCNOJSIHSIEMbIX (DalinoB, onpeaeneHns COOTBETCTBUS TUMNa (aiifia ero CoaepXMMoMmy,
NpefoTBPALLEHNS MAaCKMPOBAHMS UCMONHAEMbIX (haiifloB MOA MHble hopMaThl).

TpeboBaHuA K [,OKYMeHTUPOBaHUIO: He NpeabsaBastoTCs.
TpeboBaHuA K ycuneHuio:

B MH(OPMALIMOHHON cMcTeMe [o/KHa obecnevymBaTbCs BO3MOXHOCTb NPOBEAEHUS
PETPOCMNEKTMBHOIrO aHaMn3a hainos.

Peanusauus B MHPOPMaLLMOHHON CUCTEME:
Mepa 3aWwnThbl MHDOPMaLUK

Knacc 3almiLeHHocTH

K3

K2

K1

3BT.5

+

+

+

YcunneHue 3BT.5

4.8. 3awmTa NporpaMMHbIX UHTepchencos B3auMopgeucTema npunoxxeHun (API)
(3Nn)
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3MA.1 3awmTa gaHHbIX API

Lenb: NcKNoYeHMe HECAHKLMOHUPOBAHHOIO A0CTYMNa K MHGOOPMaLMOHHON CUCTEME Npun
MCMN0/1b30BaHUMN NPOrpaMMHbIX MHTEP(ENCoB B3anMOLeNCTBUSA npunoxexHumn (API).

TpeboBaHua K peanusauuu: [pu opraHnsaLm CETEBOr0 B3aMMOLENCTBMA MexXay CybbekTamu
AocTyna (Nosb30BaTeNAMN U NPUNOXKEHUAMN) 1 0ObeKTaMmn foCTyna nocpeacTsom APl fonxHa
obecneymBaTbC MUHMMU3ALNS 06beMa NHGDOPMaLIMK, pacKpbiBatoLen CTPYKTYPY MHPOPMALMOHHON
CUCTEMbI, WX NHOW NHOopMaLMK, nepefaBaemMoin nocpeactsom API.

B nHdopmMaumnoHHoN cuctemMe AoskHa obecnevnBaTbCsd MUHUMK3ALMA COCTaBa MHGoOpMaLny,
BO3BpaLLaeMoi B coobLieHnsx ob owmnbkax B3aumonencTams ¢ API, pacKpbIBaloLLEN CTPYKTYPY U
0COBEHHOCTY (PYHKLIMOHMPOBAHMA NH(OPMALIMOHHON CUCTEMBI UAN NHYIO KOH(MAEHLWANbHYIO
NH(OopMaLnIO.

JomxHa obecrneynBaTbCa MUHUMU3ALMSA COCTaBa UHOPMaLUK, cofep Kallencs B
ayTeHTUUKaTopax AocTyna K APl nyTeM NCKOYEHNSA OaHHbIX, PaCKPbIBAOWMX CTPYKTYPY
NH(MOPMALIMOHHOWN CUCTEMBI UJIN UHbIE KOH(PUAEHUMAIbHbIE CBEAEHNS.

Mpw ceTeBOM UH(OPMALIMOHHOM B3aMMOLENCTBUN BHELWHUX CyObEeKTOB AocTyna ¢ APl Yyepes ceTb
«NHTepHeT» goskHa obecneymBaTbCs C y4eTOM Mep 3awnTbl nHdopmaumm 3KC.1 - 3KC.5.

TpeboBaHUA K [,OKYMEHTUPOBaHMUIO: B 3KCMyaTaLMOHHON AOKYMEHTALMMN Ha MHDOPMALIMOHHYO
CUCTEMY AO0JKHbI BbITb ONpefeneHbl:

nepeyHmn AP, npenocTaBnseMblX BHELLIHUM U BHYTPEHHUM NOJIb30BaTeIAM UH(OPMALIOHHON
cucTemon;

TpeboBaHMA K peXxnmMaM 1 HaCTporKam nNporpaMmMHoro obecnedveHms, obecneympaowmm
KOH(MOEHUNANbHOCTb UHGOPMaLNN 1 CyXebHbIX AaHHbIX, MepefaBaeMblX NPW NOJy4YeHUn AoCcTyna
1 B3aumogencteum c APIL.

TpeboBaHMuA K yCUNEHMUIO:

LOJDKEH OCYLLECTBNATLCSA eXXero4Hbl NepecMoTp PEXUMOB U HACTPOEK NPOrpaMMHOro
obecneyeHus, peanusytowero API, C Lenbio BbIBNEHNSA YA3BUMOCTEN ero KOHGUrypauuu.

Peanu3auus B uHpOpMaLMOHHON cUCTEME:!
Mepa 3aLWmnTbl UHOPMaLUN

Knacc 3alnLeHHoCTH

K3

K2

K1

3Mn.1
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+
+

Ycunenue 3MNA.1

3MKA.2 YnpaBneHue JOCTYNoOM noJib3oBaTenen u nNpuaoXKeHumn

Lenb: NcKNoYeHMe HeECAHKLMOHMPOBAHHOIO A0CTYMNa K MHGOOPMaLMOHHON CUCTEME CyDBbEKTOB
A0CTyna (Nosib30BaTeNen 1 NPUIOXKEHNI), B3aUMOLENCTBYIOLWNX C MPOrpaMMHbIM obecrnevyeHnem
NH(OPMaLIMOHHON CMCTEeMbI NocpeacTBoM API, He npoweaLlwmnx npouenypy ayTeHTudukaumm.

TpeboBaHuA K peanusauum: B nHpopMaLnoHHON cucTeMe A0JIKHbI ObITb OCYLLIECTBJIEHbI:

onpegeneHve nepeyHs APl, s KOTopbIX TpebyeTcs KOHTPOb AOCTYyNa Nosib3oBaTenen u
NPUSIOXKEHNN;

obecneyeHne naeHTUPUKaLMUM N ayTEHTUPMKALUK NONb30BaTENEN, B3aMOLENCTBYOLNX C
nporpamMmMHbIM obecnevyeHmem MHHPOPMaLIMOHHOM CUCTEMbI MocpeacTBoM APl B COOTBETCTBMM C
MepaMin 3aWwmnTbl tHhpopmaunm NAD.1, NAD.3;

yrnpasieHne 0OCTYNOM NoJib30BaTene N NPUIOKEHNIA, NoJyvaoLWwmx 4OCTYN K MHGOOPMaLMOHHON
cucTeme rnocpefcTBOM BXOASALWMX B nepedeHb APl, COOTBETCTBUN C MepaMm 3aLlLUTbl MHGOpMaLUn
yna.l-vynpa.o;

orpaHvyeHue Yncsa napassiesbHblX ceaHCoB JocTyna K APl B COOTBETCTBMM C MEPON 3alLUThl
nHgpopmauum YMNAa.7;

aBTOMaTM4YecKoe 3aBepLUeHne ceaHcoB focTyna K APl npy HeaKTUBHOCTMW B COOTBETCTBMU C MEPON
3aWnTbl MHGopMauum YMNA.8;

npoBepKa npas focTyna cybbekToB A0CTYNa Npu KaxxaoMm obpatleHun (3anpoce) K API, 3a
NCKNIOYeHNeM onpefeneHHblX 0bLwenoCcTynHbIX peCypcoB, B COOTBETCTBUN C MEPOM 3aLLNTI
nHpopmaunn YNa.9;

YyCTaHOBJIEHbI OFPaHUYEHUSA Ha YacTOTy 1 0b6bem obpalleHnin K NporpaMMHbIM MHTepdencam (API), a
Takxe NopsaoK aBTOMaTUY4eCKOro BbISIBJIEHMSA 1 MpeceyveHns nonbiTok nogbopa cpencTs
ayTeHTUUKaLmnW.

TpeboBaHuA K [OKYMEHTMPOBAHMUIO: He NpeabsABAsAOTCA.
TpeboBaHuA K ycuneHmio: He npeabasnsoTcs.
Peanusauums B H(pOpPMaLMOHHON cCUCTEME:

Mepa 3aWwnThbl MHOPMaLUK

Knacc 3alinieHHoCT

K3
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K2

K1

3MN.2

+

+

+

YcuneHue 3MN.2

3M.3 MpoBepka Ha cooTBeTCTBME Cneuudukauum API

Lenb: ObecneyeHne KOHTPOJIS 3aNpPOCOB K MHTepdencam B3anMoaenCcTBUSA NPUIOXKEHN C LENbIO
BbIiBNIEHNS 1 BI0KMPOBaHUSA 3aNpoCoB, He COOTBETCTBYIOLLMX YTBEPXAEHHON cneundukaunm APL.

TpeboBaHusa K peanusauuu: [pu opraHnsaLmm CETEBOro MHHPOPMaLMOHHOI0 B3aMOAENCTBNS
Mexnay cybbekTamu goctyna (nonb3oBaTensiMn U NPUIoXKeHUsMM) n obbekTamMmu LOCTyNa B
NH(OPMALIMOHHON cncTemMe nocpeacTeom APl B MHOPMALMOHHOM CUCTEME AO/KHA ObIThb
onpegesneHa crneundukaumsa API.

B nHopMaunoHHON cucteme fomkHa bbiTb obecrnevyeHa BO3MOXHOCTb aBTOMaTUYECKOM MPOBEPKMU
3anpoCcoB Ha NpegMeT COOTBETCTBUA (hopMaTy, CTPYKTYPE M OrpaHUYeHnaM, NnpenayCcMOTPEeHHbIM
pa3paboTaHHon cneundukaumen APl. B nHGHOpPMaLMOHHON CMCTEME A0HKHO BbITb ONpeaeneHo
MHO>XeCTBO NpaBwJi, ONUCLIBAOWMX BUAbI 3aNpOCOB, He COOTBETCTBYIOLLNX cneundukaumn API,
nognexatime aBToMmaTu4eckomy 6,10KMpoBaHMIO CpeaCcTBaMM 3aLUUTbl MHDOPMaLUN 4O MOMEHTA
OKa3aHWA 3arnpocom BO3L4ENCTBUA Ha NPUNOXKEHNe, OCTYNHOoe nocpeacTsom API.

B nH(opMaumnoHHON cucteme fosKeH BbiTh OCYLLEeCTBIEH NEPecMOoTp NepeyHs u cneumdukaumm API
Ha NpeAMeT BbIiBJIEHNS HELJOKYMEHTUPOBAHHbIX, YCTapeBLUMX N Hencnosb3yemMbix APl n pecypcos,
[OCTYMHbIX BHEWHMM MN0JIb30BaTENAM UH(OPMALMOHHON CUCTEMBI MOCPEACTBOM AaHHbIX API,
€XXero4Ho uam npu naMmeHeHunn API.

B MH(opMauMOHHOM CUCTEME OO0JIKHA OCYLLEeCTBAATLCSA NPOBEpPKa nocTynatowmx K APl 3anpocos Ha
COOTBETCTBUE POPMaATY, CTPYKTYPE U OrpaHnyeHnsm, n 6J10KMpoBKa 3anpocoB, He COOTBETCTBYOLLMNX
cneundukaumm API.

TpeboBaHusA K AOKYMEHTMPOBAHMIO: He NpeabsBaseTcs.
TpeboBaHuA K yCUEHMIO:

B MH(OPMALMOHHOWN CUCTEME A0/KEH ObITb OCYLLIECTBJIEH NEPECMOTP NepeyHs 1 cneuundukauumn API
npwv N3MeHeHUN KoLa Unn KOHMUrypauum npunoxXeHnin, peannsyowmnx gaHHoie API;

[n0JKeH obecrneynBaTbCs aBTOMAaTUYECKMIA aHaN3 Tpaduka CeTeBOro NHHMOPMALIMOHHOMO
B3aUMOAENCTBMS MeXAY BHELHMMN cybbekTamn AoCTyna 1 BHeWHUMU APl MHGOPMaLIMOHHOW
CUCTEMbl Ha MPeAMET BbISIBJEHNS HELOKYMEHTNPOBAHHLIX, YCTAPEBLUMX U HENCMOMb3YeMbIX API 1
PECYPCOB, AOCTYMHbIX BHELLUHIM M0JIb30BaATENSAM MHPOPMALIMOHHON CUCTEMbI NOCPEACTBOM LaHHbIX
API.
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Peanusauus B MHPOPMaLLMOHHON CUCTEME:
Mepa 3awWwuThbl MHDOPMaLNN

Knacc 3almueHHocTH

K3

K2

K1

3MN.3

+

+

+

Ycunnenue 3.3

4.9. 3awmTa KOHEeYHbIX YCTPOUCTB (3KY)

3KY.1 YnpaBneHne 0oCTYyrnoM K KOHEYHbIM YCTPONCTBaM
Lenb: NcknoveHne HeCaHKLMOHUPOBAHHOIO A0CTYMNa K KOHEYHbIM YCTPONCTBAM.

TpeboBaHusa K peanusaumm: B nHHOPMALMOHHON CMCTEME MPU 3aLLUUTE KOHEYHbIX YCTPONCTB
[0JXKHbI 06ecneynBaThCs:

NOEHTUMKALMA U ayTEeHTUMUKaLNA Nosib30BaTe el KOHEYHbIX YCTPOUCTB B COOTBETCTBUM C
MepaMin 3aWwmnTbl tHpopmaunm NAD.1, NAD.3;

yrnpasjieHne OOCTYNOM MNoJib30BaTeNel K KOHEYHbIM YCTPOMCTBAM B COOTBETCTBMM C MEpaMU 3aLlUnTbI
nHgpopmauum YMNA.1 - ¥Ynma.o.

Mpu NpenocTaBEHNMN NOIb30BATENAM LOCTYMNa K KOHEYHLIM YCTPONCTBAM A0J/IKEH NMPUMEHSTLCS
MNPUHLAN HAaUMEHbLUUX NPUBUIErnA.

Jlo/1KEeH OCYLECTBAATLCS KOHTPOJIb JOCTYMNa Nosib30BaTeNen K MHTepgecam BBO4a-BbiBOAA
KOHEYHbIX YCTPONCTB.

YKa3aHHble Mepbl 3aLLMTbl UHGOPMALMN Peann3yoTCcs NyTEM NPUMEHEHUS MEXAHN3MOB
6e30nacHOCTM onepaunoHHbIX CUCTEM U (M) CPeacTBaMM UAEHTURMKALUN N ayTEHTUDMKaLNN.

TpeboBaHuA K BOKYMEHTUPOBaHMUIO: He NpeabaBnsoTCs.
TpeboBaHMuA K YCUNEHMUIO:

Ha KOHEeYHbIX yCTpOI7ICTBaX OOJKHbI NPUMEHATLCA OOBEPEHHbIE CpeACTBa CETEBOI0 B3aUMOLENCcTBMUA
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(B TOM Yncne, LOBEPEHHbIE annapaTHble ceTeBble UHTEeP(ENChI);

B COCTaBe KOHEYHOro yCTPOMCTBA AOJIKHbI MPUMEHATLCA annapaTHble CPeACcTBa rapaHTMPOBAHHOIO
OTKJ/IIOYEHMNA He3a4eCTBOBAHHbLIX KOMMOHEHTOB PerncTpaunm akyCTmyeckmx (MMKpooHbl) nam
ONTMYeCcKnx (Beb-kamepbl) CMrHaNoB (B Cly4Yae NPUMEHEHUS B KOHEYHOM YCTPONCTBE TaKux
KOMMOHEHTOB);

L0JDKHA BbINOSHATBLCA PUNbTPaLna KoMaHA, obecrneymnsatoLlas nepefady Ha yCTponCTBa BBOAA U
(nnu) BbIBOA@ B MHPOPMALIMOHHON CUCTEME, B TOM YMCE Ha MHOMOMYHKLUNOHaNbHbIE YCTPOMUCTBA U
NMPUHTEPLI, TOJIbKO pa3peLLeHHbIX KOMaHA C Uenbio NCKII0YEHNA HECaHKLMOHMPOBAHHOIO A0CTYNa K
NHMopMaLnn;

B COCTaBe KOHEYHOr0 YCTPOMCTBA, NpeaHa3HAYeHHOro A5 NMOAK/OYEHUS K HECKOIbKUM
MHOPMALMOHHBLIM CMCTEMaM MH(OPMALIMOHHON MHGPACTPYKTYpPbl OnepaTopa, A0/IKHbI
NPUMEHSATLCS KOMMOHEHTHI, 0becneymBatoLne rapaHTMPOBaHHOE (hr3nyeckoe) pasaeneHme
MHDOPMALMOHHBIX CUCTEM (CErMeHTOB, KOHTYPOB) M HEBO3MOXKHOCTb COXPAHEHUS CO3AaHHbIX
[aHHbIX B SHEPrOHE3aBUCUMYIO NMaMSITh;

LOJDKHA OCYLLEeCTBAATLCA NAEHTU(MUNKALNA KOHEYHbIX YCTPOUCTB MN0Jib30BaTeNei.
Peanusauus B uHpOpMaLMOHHON cUCTEME:

Mepa 3aWmnTbl UHOPMaLUN

Knacc 3alunieHHoCcTH

K3

K2

K1

3KY.1

+

+

+

YcuneHue 3KY.1

3KY.2 ObecneyeHne LeNoCTHOCTU NPOrpaMMHOro obecnevyeHns KOHEYHOro YCTPONCTBa

Lenb: Mickno4eHne HeCaHKLMOHNPOBAHHOIO U3MEHEHUS MPOrPaMMHOro obecneyeHnss KOHEYHOro
YyCTPOWCTBA.

TpeboBaHuA K peanusauum: B nHpopMaLMOHHON cucTemMe AoSIXKHa 06ecneynBaThCs LIENOCTHOCTh
cnenyowero NporpaMMHoro obecneyeHns KOHEYHbIX YCTPONCTB:

onepaunoHHbIe CUCTEMDI,

nporpaMmMHoe obecrneyeHne CpeacTs 3aLnTbl UHPOPMALINN;
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MHOE NporpaMMHoe obecneyeHue, onpenenseMoe B UHHOPMALIMOHHON CUCTEME.

Ha KOHeYHbIX YCTPONCTBAX [0O/KEH OblTh 06ecneyeH 3anpeT Ha YCTAHOBKY U 3anycK (MHCTaNAsLmMo)
Hepa3peLleHHOro K UCMo/b30BaHUI0 NporpaMmMHoro obecneyeHus.

ObecnevyeHune LeNOCTHOCTY NPOrpaMMHOro obecneyeHnss KOHEYHbIX YCTPONCTB peasin3yeTca nyTem
NPYMeHeHNs MexaHn3MoB He30NacHOCTY ONnepaLMOHHbIX CUCTEM W UHbIX CPEACTB 3aLlLnThl
NHMOopMaL K.

TpeboBaHuA K ROKYMEHTUPOBaHMUIO: He NpeabaBnsoTCs.
TpeboBaHMuA K yCUNEHMUIO:

LOMKHa obecneynBaTbCa AOBEPEHHAA 3arpy3Ka onepaunoHHbIX CUCTEM aBTOMAaTU3MPOBAHHbIX
pabo4ymx MecT nonb3oBaTeNen, Ha KOTOPbIX ocyLlecTBaseTca obpaboTka nHgpopmauymm
OrpaHMYeHHOro 4ocTyna v (MNKn) BbINOJIHEHME 3HAYMMbIX (PYHKLUIA onepaTopa;

[0JHKHa obecneymBaTbCs AOBEPEHHAA 3arpy3Ka onepaunoHHbIX CUCTEM CEPBEPOB, Ha KOTOPbIX
ocywectnaeTca obpaboTka MHhopMaLMKN OFrpaHNYEHHOr0 4OCTYNa U (UaK) BbINOHEHNE 3HAYUMbIX
(byHKLUMIA onepaTopa;

n0/KHa obecneymBaTbCa JOBEPEHHAN 3arpy3Ka CeTEBbIX CPEACTB 3aLUUThl UH(DOPMALNN;

N0/MKHa obecneynBaTbCs OBEPEHHAs 3arpy3Ka NporpaMMHoro obecneyeHmns
TeNeKOMMYHUKALIMOHHO0 060pya0BaHNS;

[0JHKHa obecneymBaTbCs HNOKMPOBKA 3anycka NporpaMmmMHoro obecneyveHuns n (nnm) 61okuposka
KOHEYHOro yCTPOMCTBa B Ciy4ae 0bHapyXeHns (PakTOB HapyLUEHWUS LLeSIOCTHOCTHY;

[oJHKeH obecneymBaTbCs KOHTPOJIb LLENOCTHOCTN 623080 CUCTEMbI BBOAA-BbIBOAA KOHEYHbIX
YCTPOWCTB;

[0JHKeH 06ecneynBaTbCs KOHTPOb LENOCTHOCTM MUKPOMNPOrpaMMHOro obecneveHmns n annapaTHbIX
KOMMOHEHTOB KOHEYHbIX YCTPONCTB;

L0JHKeH obecneynBaTbCs 3anpeT NpUMeHeHNs GyHKLUMIA pa3paboTKn 1 OTNaLKU NPOrpamMM Ha
KOHEYHbIX YyCTPONCTBax. Mpn HeobxoAnMOCTN NPpUMeHeHNs DYHKUMUIA pa3paboTkn 1 oTnaakm
nporpamm Lo/HKHO 0becrneynBaTbCs BbiMOSHEHME NPOLeAypP KOHTPOS LeNOCTHOCTY NPOrpaMMHOro
obecneyeHns nocsie 3aBepLUEHNs Kaxaoro npouecca yHKLMOHMPOBaHNSA CPeaCcTB pa3paboTku n
OTNAZKMN NPOrpamm.

Peanusauus B MHPOPMaLLMOHHON CUCTEME:
Mepa 3aWwnThbl MHDOPMaLUK

Knacc 3almiLeHHocT

K3

K2

K1

3KY.2
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Ycunenue 3KY.2

3KY.3 AHTUBMpPYCHaA 3awWwmTa 1 0bHapy>XeHne 1 NpeaoTBpaLLeHNe BTOPXKEHNIN Ha KOHEYHbIX
YyCTpOMCTBaxX

Uenb: O6Hapy)XeHne BTOPXKEHUI (KOMMbIOTEPHbIX aTak), BPeAOHOCHO0 NPOrPaMMHOro
obecrneyeHuns 1 ux HelnTPaIn3aLmnsa Ha KOHEYHbIX YCTPONCTBAX.

TpeboBaHua K peanusauum: [JonxHa obecneynBaTbCs aHTUBUPYCHASA 3alMTa KOHEYHbIX
YCTPONCTB UH(POPMALIMOHHOWN CUCTEMbI B COOTBETCTBUN C MEPOM 3aLLUUTbI MHDopMaLumn AB3.1.

Ha KOHeYHbIX YCTPOMCTBAX, rae OTCYTCTBYET TEXHNYECKAst BO3MOXXHOCTb NPUMEHEHUS CPeaCTB
aHTUBMPYCHON 3aWUTbl (TENEKOMMYHUKALMOHHOE 060pyA0BaHNE, MPUHTEPSI,
MHOIrO0(hYHKLIMOHaIbHbIE YCTPONCTBA M MHbIE KOHEYHbIE YCTPOMCTBA), AOJIKHbI MPUHNUMATbLCSA MEpbI,
obecneymBaloLLie HEBO3MOXHOCTb Peaan3aumnm yrpos, CBs3aHHbIX C BP€AOHOCHbLIM MPOrPaMMHbIM
obecneyeHunem.

TpeboBaHuA K BOKYMEHTUPOBaHMUIO: He NpeabaBasoTCs.
TpeboBaHuA K YCUNEHMUIO:

Ha KOHEYHbIX YCTPONCTBaX UH(MOPMALIMOHHON CUCTEMBI, UMeoLLLen JOCTYN K pecypcam ceTu
«HTepHeT», 0OJKHbI 0becnedYnBaTbCa 0OHapyXeHNe BTOPXKEHUN (KOMMNbIOTEPHbIX aTak) u
pearmpoBaHMe Ha HUX C UCMONb30BaHMEM CMCTEM OBHapyXeHNS BTOPXKEHU YPOBHSA y3na v (unn)
CpencTB 0bHapy>XeHUs U pearmpoBaHUs Ha YpoBHe y3/a;

LO/MKEH obecneynBaTbCa NEPUOAMNYECKNIA PETPOCMEKTMBHBIN aHann3 cobbiTnin 6e3onacHoOCTH
CpencTB 0OHapyXXeHNs U pearnpoBaHMs Ha YPOBHE y3/1a Ha Hanyne NpPU3HaKoB BTOPXKEHUN
(KOMMbIOTEPHbIX aTak);

[0JKHO 0obecneymBaTbCs B3aMMOAENCTBME C penyTaumoHHon 6a3on yrpo3 ans oboraileHns
NHopMaLMen 0 NPU3HaKax BTOPXXEHMI (KOMMbIOTEPHbIX aTak);

LOMKHO obecneynBaTbCa NPUMEHEHME penyTaLoHHOM 6a3bl yrpo3 A1 NpoBEPKM (PainioBbIX
06beKTOoB, CeTEBbIX 1 NPUKIaAHbIX apTedakToB (IP-aapecos, gomeHos, URL) B MacwTabe, 611M3KoM K
peanbHOMY BpeMeHu;

A0JKHa obecneynBaTbCsa nepenada GanoBbiXx 06bEKTOB (MCNONHSAEMbIX (DalNSI0B, apXUBOB) OT
NPUMEHSIEMbIX Ha Y31axX MH(OPMALMOHHOM CUCTEMbI CPELCTB 0OHapy)XeHNS 1 pearmpoBaHus Ha
YPOBHE y3/1a B 3aMKHYTYI0 CUCTEMY (Cpeay) NpefBapUTeNbHOro BbINOJHEHUS MPOrpaMm
(«neco4Huuy») ANg AMHAMUYECKOro aHasim3a B aBTOMaTUYECKOM pexunMe.

Peanusauus B UHpOpPMaLMOHHON cUCTEME:
Mepa 3aWmnTbl NHOPMaLUN

Knacc 3alumweHHoCcTn
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K3

K2

K1
3KY.3
+

+

+

YcunneHue 3KY.3

3KY.4 MOHUTOPWHI NPOLLECCOB 1 COCTOAHMSA YCTPOMUCTBA

LLenb: BbisiBNeHNE HECAHKLMOHMPOBAHHbLIX AeACTBUIA NOJib30BaTeNeN N BbINOJIHAEMbIX NPOLLECCOB Ha
KOHEYHbIX YCTPOMCTBAX NOJIb30BaTEsNIEN N CEPBEPOB.

TpeboBaHua K peanusauum: [JonxeH obecneynBaTbCst MOHUTOPUHI NPOLECCOB N COCTOSHMS
KOHEYHbIX YCTPOWCTB NOJIb30BaTE/IEN 1 CEPBEPOB B COOTBETCTBMM C MEPAMM 3aLLMTbI UHGOPMaLUK
PCBE.1 - PCB.5.

MpU MOHUTOPMHIE NPOLIECCOB U COCTOSHWIN PEKOMEHIYETCS OTCIEXNBATD:

3anycK (3aBepLUeHne) nporpaMm v NpoLLeCccoB (3adaHnii, 3aay), CBA3aHHbIX C 06paboTkon
3alinLLaemMon nHopMaLuuu;

BbIMOJIHEHME MPOLIECCOB C BbICOKMM YPOBHEM MPUBUIETNIA, CKPbITbIX MPOLIECCOB U CUCTEMHbIX CIYX6;
BbIMOJIHEHME NPOLECCOB, UHULIMMPOBAHHbIX CPEACTBAMM 3aLUTbl UHGOPMALUN KOHEYHbIX YCTPONCTB;
BbINOJIHEHME KOMaHA B MHTEPNpeTaTope KOMaHAHOW CTPOKMY;

NonNbITKK AOCTYNa K 3awmwaeMsiM 06bekTam JoCTyna (TEXHMYECKMM CpeacTBaM, y3naMm CeTu,
NINHWAM (KaHanaM) CBSA3M, BHELLHMM YCTPOMNCTBAM, NporpaMMamM, TOMaM, KaTasioram, anniam,
3anncsM, NoJIAM 3anncen N nHbiM 06beKkTam goCTyna);

NONbITKN NAEHTUDUKALUN N ayTEHTUPUKALMN NOb30BaTENEN KOHEYHbIX YCTPONCTB;
NONbITKN yAANEHHOr0 JOCTYNa;

NOAKI0YEHNE BHELLIHMX YCTPOMCTB C NCMNOb30BaHNEM MHTepdeNcoB BBOAA-BLIBOAA;
MOMbITKM OCYLLECTBNIEHNS BECNPOBOAHOr0 AOCTYNa;

M3MEHeHNe NPOrPaMMHOIN KOH(UIYpaLLMN KOHEYHOTO YCTPONCTBA.

YKa3aHHble Mepbl 3aLUMTbl UHGOPMALMN PeaNn3yoTCs NyTEM NPUMEHEHUS MEXAHN3MOB
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6e30MacHOCTM onepaLyMoHHbIX CUCTEM, U (1In) CpeacTB OBHapy)XeHMa U pearnpoBaHMA Ha YpoBHE
y3na, n (Mnn) NHbIX CPeacTs 3alnTbl MHOPMaLUN.

TpeboBaHuA K BOKYMEHTUPOBaHMUIO: He NpeabaBasoTCs.
TpeboBaHuA K YCUNEHMUIO:

npw OCyLLECTBAEHUN MOHUTOPWHIA MNPOLLECCOB N COCTOSAHNS KOHEYHbIX YCTPOWCTB AO/IKHbI
BbISIBNSTHCA @HOMasiMM B 4ENCTBUAX MONb30BaTENIEN U BbIMOJHEHUN NPOLECCOB KOHEYHbIX
YCTPOWCTB;

[OJHKHa obecneymBaTbCs MHTErpauna pe3ysibTaTtoB MOHUTOPWHIa NMpoLUeCccoB N COCTOAHNA KOHEYHbIX
YCTp0I7ICTB, NOoNy4YeHHbIX MO pe3ysibTaTaM OTC/IeXNBaHNUA Pa3HbIX NPOLECCOoB, N X Koppenauna C
LeNblo BbIABAEHUSA NHUMAEHTOB Be3onacHOCTY 1 pearmnpoBaHna Ha HUX.

Peanusauums B MH(POPMALUOHHON CUCTEME:

Mepa 3aLWmnTbl NHOPMaLUN

Knacc 3aluL,eHHoCTH

K3

K2

K1

3KY.4

+

+

+

YcnneHune 3KY.4

3KY.5 KoHTponb 1 hunbTpaunsa Tpadmka Ha KOHEYHOM YCTPONCTBE
Lenb: ObecneyeHne 6e30NacHOCTY CETEBOI0 B3aMMOAENCTBNA KOHEYHbIX YCTPONCTB.

TpeboBaHua K peanusauumu: [JomkeH obecneynBaTbCa KOHTPOJIb CETEBOr0 Tpahka KOHEYHOro
YCTPOWCTBA, BKJIOYAIOLWNNA KOHTPOIb:

[0CTYNa K BHELUHUM pecypcaM NH(HOPMaLMOHHON CUCTEMBI;
[OCTYNa K BHYTPEHHUM pecypcaM MHMOPMaLMOHHON CUCTEMBI.

[lo/KHa OCYLLEeCTBAATLCA (UIbTPaLNS CETEBOro Tpauka KOHEYHOr0 YCTPOMNCTBA MO
onpegeneHHbIM npasuaam unbTpauum (no IP-agpecam, nopTam, NPOTOKONAAM, MO COAEPKUMOMY U
WNHBLIM NpaBuiaM MeXCeTeBblX 3KPaHOB, MHOFOPYHKLMOHaJIbHbIX MEXXCEeTEBbIX SKPaHOB YPOBHA
ceTn).

YKa3aHHble Mepbl 3aLLMTbl UHGOPMALMN Peann3yoTcs NyTeM NPUMEHEHUS MEXaHN3MOB
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6e30nacHOCTY onepaLMoHHbIX CUCTEM, U (M) CpecTB 0bHapy>XeHnsa 1 pearnpoBaHUs Ha yYPOBHe
y3na, v (MNKN) MHBbIX CPEACTB 3alnUTbl UHOPMaL UK.

TpeboBaHuA K [,OKYMeHTUPOBaHUIO: He NpeabsaBastoTCS.
TpeboBaHuA K ycuneHuio:

noJKeH obecrneynBaTbCs KOHTPOb CETEBOro Tpaduka KOHEYHOr0 YCTPOCTBA N0 BPEMEHU AOCTYNa
K onpefeneHHbIM pecypcam;

LOMMKEH BbIMONHATHLCA aHaIN3 CETEBOro Tpauka KOHEYHOI0 YCTPONCTBA, BKJIIOYAIOLLMN
onpegeneHne NOTOKOB AaHHLIX, MHGOpMaLmMio 06 oTNpaBUTeNAaX U NOAyYaTeNsax, MCNoJb3yeMblX
CeTeBbIX MPOTOKOAaX U NopTax, CTaTyCcax CeTeBbIX COeAMHEHNI (OTKPLITOE, 3aKPbITOE);

Ha KOHEYHbIX YCTPONCTBaxX AOJ/DKHbI MPUMEHATLCA annapaTHble CpeCTBa CETEBOr0 B3aMOLENCTBUS
(B TOM 4ncne, LOBEPEHHbIE annapaTHbIE CeTeBble MHTePGENChl), obecneymBatowme GunbTPaLNo
BXOAALLEro v (uim) ncxoasllero ceteBoro Tpaguka ysna no cetesbiM (IP) n (nnum) dpumsnyeckum
(MAC) agpecam;

B COCTaBe KOHEYHOro yCTPOMNCTBA AOJDKHbBI MPUMEHATLCS annapaTHble CpeacTBa rapaHTUPOBAHHON
610KMPOBKN NNHMIA 0OMEHa AaHHbIMMK MO KOMaHae 1 (MnKn) No pacnucaHuio.

Peanusauums B MH(POPMALUOHHON CUCTEME:

Mepa 3aWmnTbl UHOPMaLUN

Knacc 3almiLeHHocTn

K3

K2

K1l

3KY.5

YcuneHue 3KY.5

3KY.6 AHanu3 n pearnpoBaHune Ha cobbliTns 6esonacHoCTH

Uenb: VicknoyeHne HeCaHKLMOHNPOBAHHOIO AOCTYMNa K KOHEYHbIM YCTPOMCTBaM NyTEM aHanM3a
cobbITUM 6e30MacHOCTM N pearnpoBaHns Ha HUX.

TpeboBaHusa K peanusaumm: [JoSHKeH BbINONHATLCS aHAN3 3aPEerncTPUPOBaHHbIX COOLITHN
6e30macHOCTK, Mo pe3ysibTaTaM aHaM3a AO/KHO OCYLLECTBAATHCS pearmpoBaHne Ha BbiSIBIEHHbIE
KOMMbIOTEPHbIE MHUMAEHTDI.

TpeboBaHuA K LOKYMEHTUPOBaHMUIO: He NpeabaBnsoTCs.
TpeboBaHMuA K YCUNEHMUIO:

pearmpoBaHNe Ha BbIIBSIEHHbIE MPU3HAKN KOMMbIOTEPHbLIX MHUNAEHTOB AO/KHO BKIOYaTh OTMPaBKY
yBeOMNEHUIN agMMHUCTPaTopy 6€30MacHOCTN MHPOPMALIMOHHON CUCTEMDbI;
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LOJHKeH obecneYymBaTbCs aHaAN3 3apPerucTpUpPOBaHHbIX Ha KOHEYHOM YCTPOUCTBE CODLITUN
6e30MacHOCTN CUCTEMON yNpaBaeHns cobbiTnuaMn 6e3o0nacHOCTM MHGopMaLuuy;

LO/MKHO obecneynBaTbCa pearnpoBaHme Ha obHapy)KeHne KOMMbITEPHbIX MHLUMAEHTOB CPeACTBAMM
ynpaBneHns MHUNAEeHTaMn NHGOOPMaLIMOHHON 6e30MacHOCTM (B CyYae NPUMEHEHMA CpeacTBa
obHapy>XeHnsa 1 pearmpoBaHMa Ha YPOBHE y3/1a C Y4ETOM Mepbl 3aLunTbl MHDopMaunn 3KY.3 un
HanM4nsa B MHPOPMALMOHHON CUCTEME CMCTEMBI YNpaBaeHns cobbliTnsmm 6e3onacHoCTH
NHopMaLnn);

No/KHbI 0becnevynBaThbCS 6}'IOKI/IDOBaHI/Ie n (Man) N30n9Una KOHEYHOr O yCTDOIZCTBa, Ha KOTOpPOM
BblfiBJIEHblI KOMMbIOTEPHbIE MHLUWOEHTHI.

Peanusauus B MH(pOPMaLMOHHON CUCTEME:
Mepa 3awnThbl MHDOPMaLUK

Knacc 3almiLeHHocT

K3

K2

K1

3KY.6

+

+

+

YcnnerHue 3KY.6

4.10 3awmTta MOOMBbHBIX YCTPOUCTB (3MY)

3MY.1 NoeHTudurKauma n ayTeHTUUKauns nonb3osaTtenen

Llenb: cknoveHne focTyna K MHGOOPMaLMOHHOW CMCTeMe Mosib3oBaTesien MOBUNbHBLIX YCTPONCTB,
He npoweawmnx npoueaypy MaeHTUMUKaunum n aytTeHTuduKaumm.

TpeboBaHusa K peanusauum: pu NpMMEHEHUN Nob30BaTENAMU MOBUBbHBIX YCTPONCTB ANS
L0CTYyNa K NHOOPMALMOHHON CUCTEME, a TakXKe Npu NpefocTaB/ieHUn A0CTyNa NoJib30BaTesNiaM K
NHGopMaLuK, cogepxallenca B UHPOPMaLMOHHON CUCTEME, B LeNIAX BbIMNOJHEHNS CBOUX CNTYXXeOHbIX
oba3zaHHOCTEN (PyHKLMI) [OMKHA ObITh peannsoBaHa NAeHTUMUKaALMNA 1 ayTEHTUDUKALNS
nosib3oBaTenen B COOTBETCTBMM C MepaMm 3anTbl nHpopmaunm NAD.1 - NAD.4.

Mpu ayTeHTUUKALMM NONb30BaTENS HAa MOBMIBHOM YCTPOMCTBE UCMONb3YeTCs NpocTas
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(maponbHad) ayTeHTUdMKaumna. OanHa napons AomKHa bbiTb HE MeHee 6 CMMBOJI0B. MakCMManbHoe
KONNYEeCTBO HEeYCMeLHbIX NOMbITOK BBOAA HEMNPaBUILHOIo Naposs 4o 6J0KMPOBKN yHeTHOW 3anncu
nosb3oBaTens - 5, 610KMpPoBKa MOBUALHOIO YCTPOMCTBA MM YH4ETHOW 3anuncu nosib3oBaTens B
cnyyae fOCTMIXKEHMS YCTAaHOBAEHHONO0 MaKCMMaibHOM0 KOJIMYECTBa HEeYCMeLHbIX MOMbITOK
ayTeHTUdUKaunm Ha 15 MUHyT, CMeHa naposen He bonee YyeM Yepe3 30 aHen. 3anpellaeTcs
NMOBTOPHO NUCMONbL30BaTh 12 NocnegHMX Nnaponaen ona 4octyna K MobuabHOMY YCTPONCTBY.

YKa3aHHble Mepbl peanm3yoTcs 3a cHeT NPUMEHeHNs B VIH(*)OpMaLI,I/IOHHOVI cncTeme onepaunoHHbIX
cucTeMm n (nnm) cpencTBaMu MAEHTUMPUKaLUM 1N ayTeHTUUKaLmu.

TpeboBaHuA K B,OKYMEHTMPOBaHMIO: He NpeabaBasioTCs.
TpeboBaHua K ycuneHmio:

1) navHa napons 454 BXoAa Nosib30BaTeNs B MOOWIbHOE YCTPOMCTBO A0JIXKHa ObiTh He MeHee 10
CVMMBOJIOB.

Peanusauumsa B UHPOPMaALMOHHON CUCTEME:
Mepa 3aWwnTbl UHPOPMaLUN

Knacc 3alniLeHHocTH

K3

K2

K1

3MYy.1

+

+

+

YcunneHue 3MY.1

3MY.2 YnpaBneHue foCTynoM nonb3oBaTenen K MOBWIbHbIM YCTPONCTBAM
Lenb: icknoyeHne HeCaHKLMOHNPOBAHHOIO A0CTYMNa NoJjib3oBaTeNnen K MobnbHLIM yCTPONCTBAM.

TpeboBaHuAa K peanusauumn: [JomxkHbl 0becnevymBaTbCA Mepbl MO YNPaBAEHNIO AOCTYMNOM
nosib3oBaTenen K MObUabHbLIM YCTPOMCTBAM B COOTBETCTBUM C MepaMm 3almTbl nHGopmaunn YNa4.1
- YNQA.9, a Takxe no ynpasaeHUo NpaBaMn 40OCTyMNa NoJjib30BaTesNien K MPUIOKEHUAM,
YCTAHOBJIEHHbIM Ha MOBUIbHBIX YCTPONCTBAX, K MH(hOPMaLnK, CoaepxaLlencs B MobuasHoM
YCTPOWNCTBE, N UHbLIM 06bEeKTaM foCTyna.

Mpy NPUMEHEHNM M0JIb30BaTENAMU MOBUIIbHBIX YCTPOWUCTB A8 AOCTYNa K MH(POPMALIMOHHON
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CUCTEME, a TakXKe Npu NPeaoCcTaBeHUN AOCTYNa NOJb30BaTENsSAM K MHADOPMaLIMM, COAEpPKaLLENCs B
MOBUIbHBIX YCTPONCTBAX, AOJKEH NPUMEHSATLCS NMPUHLNUM HAUMEHbLLX NPUBUAETUNA.

YKa3zaHHble Mepbl 3aLUTbl HOPMaLUN peanmn3yoTca NyTeM NpUMEHEeHNS onepauoHHbIX CUCTEM, 1
(nnn) cpeacTB MAEHTUMUKALUKN N ayTeHTUDUKaLUK, 1 (MIK) CUCTEM yrpaBneHns MoBUNbHbIMK
YyCTPOMNCTBaMM.

TpeboBaHuA K BOKYMEeHTUPOBaHMUIO: He NpeabaBasoTCs.
TpeboBaHuAa K ycuneHmio: He npeabaBnsaoTcs.
Peanusauus B UH(pOpPMaLMOHHON CUCTEME:

Mepa 3aWwnTbl UHPOPMaLUN

Knacc 3almieHHoCcTn

K3

K2

K1

3MY.2

+

+

+

YcuneHne 3MY.2

3MY.3 ObecneyeHmne LenoCcTHOCTM

Lenb: ObecneyeHne LENOCTHOCTU NPOrPaMMHON cpelbl MOBUIbHBIX YCTPONCTB.

TpeboBaHusa Kk peanusaumm: B MHHOPMALMOHHON CUCTEME AO/IKEH OCYLLECTBAATLCS KOHTPOJIb
LLe/IOCTHOCTM ClleflytoLEero nporpamMmHoro obecneyeHnst MOBMbHbIX YCTPONCTB:

onepaLoHHbIE CUCTEMBI;
nporpaMmHoe obecrneyeHre cpeacTs 3alUThl MHPOPMALINK;
NpUKIaaHoe nNporpaMmmHoe obecrieyeHve (MPUNoXKeHus).

KOHTPOJIb LEeSIOCTHOCTY NporpaMmMHoro obecnevyeHns MoGUIbHbLIX YCTPONCTB peasn3yeTcs 3a cHeT
NPYMEHEeHNS onepaunoHHbIX CUCTEM, 1 (MAKN) CUCTEM YyNpaBsieHUs MOBUSIbHLIMKU YCTPONCTBaMK, 1
(MNKN) MHBIX CPEACTB 3aLUNTbl MHOPMaLUN.

TPEGOBaHHH K OOKYMEHTUPOBAHMUIO: He npeabABAATCA.

TpeboBaHuA K ycuneHuio:
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Lo/mKeH obecneynBaTbCa 3anpeT NPpUMeHeHUs PyHKLMIA pa3paboTKn n oTnafku NnporpaMM Ha
MOOUBbHbBIX yCTponcTBax. Mpn HeObX0AMMOCTU NPUMEHEHUS PYHKLMIA pa3paboTKu 1 oTnafKu
nporpamMM LO/KHO obecrnevmBaTbCA BbINOJIHEHME NpoLeayp KOHTPOAS LeIOCTHOCTY NPorpaMMHOro
obecneyeHns nocne 3aBepLUeHNs Kax4oro npouecca MyHKLUMOHUPOBaHWA CpeacTB pa3paboTkm un
OT/NafKW Nporpamm;

[0/HKHa obecneymBaTbCs HNOKMPOBKa 3anycka NporpamMmmMHoro obecneyvenus n (nnm) 61okuposka
MOBMIBLHOMO YCTPOWCTBA B C/lyHae 0bHapyXeHNs (haKTOB HapyLUEHWS LLeNOCTHOCTY;

L0/KHa obecrneymBaTbCa AOBEpPeHHas 3arpy3ka MobnnbHbIX ONepaunoHHbIX CUCTEM, Ha KOTOPbIX
ocyuiecTsnseTca obpaboTka UHOPMaLUM OrpaHNUYEHHOr0 A0CTYNa W (M1n) BbINOJHEHWE 3HAYUMbIX
byHKLNA.

Peanusauus B MHOPMaLMOHHON CUCTEME:
Mepa 3awnThbl MHDOPMaLMK

Knacc 3almiLeHHocT

K3

K2

K1

3MY.3

+

+

+

YcnnexHue 3MY.3

1,2
3MY.4 3awmTta gaHHbIX

Uenb: ObecneyeHne 3awmnThbl JaHHbIX UHHOPMALMOHHON CUCTEMbI, 0bpabaTbiBaeMbIX Ha MOBOWIbHBIX
YCTPOWCTBAxX 1 nepeaaBaeMblx MeXay UHPOPMALIMOHHOW CUCTEMON 1 MOBWbHBIMU YCTPONCTBAMMK.

TpeboBaHua K peanusauuum: MporpaMmHoe obecrneyeHre Ha MOBUbHBLIX YCTPONCTBAX,
ncnosibdyemoe Ana AoCTyna K MHGOOPMaLMOHHON CMCTEME, HE A0JIKHO COXPaHATb AaHHbIE B
obLenoCcTynHble KaTanorn MobuabHOro YCTPONCTBA.

MporpaMMHoe obecneyvyeHne MobUNbHbLIX YCTPOUCTB A0JIKHO COXPaHATb JaHHbIE MHHOPMALMOHHOW
CUCTEMbI TONIbKO B M30/IMPOBAHHYI0 06/1aCTh NAaMATH, K KOTOPOW MMEET A0CTYN TOJIbKO YKa3aHHoe
nporpaMmmHoe obecrneyeHue.

Co3naHue pe3epBHbIX KONWUA AaHHbIX NHPOPMALMOHHON CUCTEMbI B 06LWeA0CTYNHbIX 061a4HbIX
cepsucax B ceTu «MIHTepHeT» C MOMOLbIO MOBUNBLHBIX YCTPONUCTB MM YCTAHOBJIEHHOIO Ha HUX

https://wiki.privacy-advocates.ru/ Printed on 2026/10/17 00:03



MeTopuyeckuin pokymeHT OCTIK Poccum o1 12.04.2026 «CocCTaB 1 cofepxaHme MeponpuaTuin n mep no

2026/10/17 00:03 125/187 3awWwuTe nHopMaLmm, coaepxxallencs B MHPOPMaLMOHHBIX CUCTEMaX»

nporpaMmMHoro obecneyeHns fomKHO 6bITb 3ab10KMPOBaHO.

YKa3aHHble Mepbl 3aWUTbl MHPOPMALMM Peanun3yoTca NyTeM NPpUMeHeHUs onepaLMoHHbIX CUCTEM 1
(nnun) cuctem ynpasnieHus MobUIbHbIMU YCTPONCTBAMM.

O6MeH faHHbIMU MeX Ay UH(OPMALNMOHHON CUCTEMON U MOBMNbHBIMK YCTPONCTBAMU NOCPeACTBOM
ceTun «IHTepHeT» [oJKEH OCYLLECTBNIATLCA C YH4ETOM peasim3aunm Mepbl 3awmTbl MHGOPMaLNn
3KC.1.

TpeboBaHuA K [,OKYMEHTMPOBAHMUIO: He NpeabsABASAIOTCA.
TpeboBaHMuA K YCUNEHUIO:

1) LOKHO OCYLLECTBAATLCA yAasleHMe UHopMaLMn Ha MOBMIbLHOM yCcTponcTae (cOpoc K 3aBOACKUM
HaCTpOMKaM) Npu NPeBbILLEHNN AOMYCTUMOro YMC/1a HeYCMeLHbIX NOMNbITOK Pa3bIoKMPOBKK
MobuabHOro yCcTponcTea 6osee 4em B ABa pasa;

2) BoMKHa ObITb NCKIIIOYEHA BO3MOXXHOCTb COXPAaHEHMS MH(OPMALLMKN 13 MPOrPaMMHOI0
obecneyeHuns Ha MOBUNBHOM YCTPOICTBE, NCMO/b3YEMOM ANA JOCTYMNA K MH(POPMALMOHHON CUCTEME,
C MOMOLLIbIO CHYMKOB 3KpaHa;

3) AO/KHA NPOBOANTLCA 04MCTKA NaMATH MOBUSILHOrO YCTPOWCTBA U NepeyCcTaHOBKA NPOrpaMMHOro
obecneyeHus npu nepegaye MobnNbLHOro yCTPOMCTBA OT OLHOMO MOJIb30BaTENs APYroMYy.

Peanusauumsa B UHPOPMaALMOHHON CUCTEME:
Mepa 3awWmnTbl MHOPMaL MK

Knacc 3aluiLeHHoCcTH

K3

K2

K1

3MY.4

+

+

+

YcnneHue 3MY.4

3MY.5 AHTMBMpPYCHasa 3alLnTa

LUenb: MpoTUBOAEACTBUE BHEAPEHWIO U PACNPOCTPAHEHUIO BPELOHOCHOMO NPOrPaMMHOro
obecneyeHns Ha MOBWbHBLIX YCTPOMNCTBAX.

TpeboBaHua K peanusauum: [o/xHa obecneynBaTbCs aHTUBMPYCHas 3aLUnTa MOBMbHBIX
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YCTPONCTB UH(POPMALIMOHHOM CUCTEMbI B COOTBETCTBUN C MEPOM 3aLLUUTbI MHDopMaLumn AB3.1.

AHTVBUPYCHas 3aWUTa MOBMbHbBIX YCTPONCTB peann3yeTcs nyTeM NpUMeHeHNs CpeacTB
aHTVBUPYCHOW 3aLLUMNTHI.

TpeboBaHuA K AOKYMEHTUPOBaHMUIO: He NpeabaBnsoTCs.
TpeboBaHus K ycuneHuio: He npeabasnsioTca.
Peanusauumsa B MHPOPMaALMOHHON CUCTEME:
Mepa 3aWwnTbl UHPOPMaLUN

Knacc 3alniLeHHocTn

K3

K2

K1

3MY.5

+

+

+

Ycunexve 3MY.5

3MY.6 KOHTPOJ1b NPUI0XKEHUN

Uenb: ObecneyeHune ynpaBneHns yCTaHOBKOR, 3anyCckoM U (PYHKLMOHUPOBAHWEM NPOrpaMMHOro
obecneyeHnss MOBMNBLHOIO YCTPONCTBA (MPUNOXKEHUAMN).

TpeboBaHua K peanusauum: Mo OTHOLEHWIO K MOBUILHOMY YCTPOWCTBY LOJIXKHbI OCYLLECTBAATHCS:
KOHTPOJIb YCTAHOBKM, 3aMnycka, PYHKLUOHNPOBAHUS 1 0OHOBIEHUS NMPUIOXKEHNI;
3anpeT Ha YCTaHOBKY W 3aMyCK Hepa3peLleHHbIX K UCMOJIb30BaHUIO MPUSTOXKEHWIA;

3anycK 1 PYHKLNOHUPOBAHNE NPUSIOXXEHMIA C MUHUMabHbLIMU NpaBaMu, HeobxoanMbIMK Anst paboThbl
MPUNOXEHUS.

[lomxHOo obecrneynBaThbCA ynpaBieHe npaBaMm 4OCTYNa MNPUAOXKEHWI, YCTAHOBIEHHbIX Ha
MOBM/IbHBIX YCTPOMCTBAX, K MHTepdencam MobunbLHOro yCTponcTBa U pecypcaM MobunbHoM
onepaunoHHON CUCTEMbI (Hanpumep, onepaTMBHON NaMATU, LOCTYNY K CeTU «IHTEPHET», K ApYyrum
NPUI0XKEHNAM).

JomkeH ObITb peann3oBaH 3anpeT UCNOb30BaHUA (YHKLUIA YAANEHHOTO YNPABAEHUS MOOUIbHBLIM
YCTPOWCTBOM CTOPOHHUMU MPUSIOXKEHUAMU, HE BXOAALLMMU B COCTAB U He ABAAOLUMUCS
CpeAcTBaMu 3alUThl MHPOPMALIN.

YKa3aHHble MEpPbI 3alNThbI I/IH(DOpMaLI,I/II/I peanin3ytoTCAa 3a CHET NPUMEHEHUNA ONEPaUNOHHbBIX CUCTEM U
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(nnun) cuctem ynpasieHUs MobUIbHBIMU YCTPONCTBAMM.

TpeboBaHuA K JOKYMEHTUPOBAHMUIO: B 3KCNyaTaUMOHHON AOKYMEHTALUUN Ha UHOPMALMOHHYIO
CUCTEMY LOJKHbI ObITh ONpegeneHbl COCTaB NPOrpaMMHOro obecneyvyeHuns, noanexaliero yCtaHoBke
Ha MOBUNbHbLIX YCTPOMNCTBAX (MPUSIOXKEHWIA).

TpeboBaHuA K yCUNEHUIO:

1) fOJKHO OCYLLECTBNATLCA LEHTPaAn30BaHHOE YpaBJieHNe NapaMeTpamMy HaCTPONKK 1 NpaBaMm
NPWJIOXKEHNIA, BKJIIOYaA MPOrPaMMHbIE KOMMOHEHTbI CPeACTB 3alMThbl MHGOPMaLMK, YCTAaHOBIEHHbIX
Ha MOBUNLHOM YCTPONCTBE;

2) Ans yveTa UCnosb3yeMblX MOOUSIbHBIX YCTPOWCTB A0JKHbI MPUMEHSATbLCS aBTOMaTU3NPOBaHHbIE
CpeacTBa MHBEHTapM3aLmm.

Peanusauums B MH(POPMALUOHHON CUCTEME:
Mepa 3aLWmnTbl NHOPMaLUN

Knacc 3aluL,eHHoCTH

K3

K2

K1

3MY.6

+

+

+

YcuneHune 3MY.6

3MY.7 OrpaHu4yeHne n KOHTPOIb PYHKLNOHANbHOCTH

Uenb: OrpaHnyeHne BO3MOXHOCTEN HApyLUMTENS MO NOJlyYeHUo A0CTYNa K MOBMbHbLIM
YyCTPOWNCTBAM Yepes NX MHTepdencsI.

TpeboBaHua K peanusauum: Mpn orpaHNYeHNN N KOHTPOJE PYHKLIMOHAIbHOCTY B MOBWIbHOM
YCTPONCTBE LO/KHbI ObITb:

onpeaeneHsl 6eCcNpoBOAHbIE KaHasbl Nepeaayn AaHHbIX, 4ONYCTUMbIE K UCMOJIb30BAHMIO Ha
MOBUbHBIX YCTPONCTBAX;

onpegfeneHbl NHTepencol BBOAA-BbIBOAA, LONYCTUMbIE K UCNOb30BaHMIO Ha MOBUbHBIX
YCTPOWCTBAX;

peanin3oBaH 3anpeT Ha NCNOoJib30BaHNE 6eCI'IpOBO,EI,HbIX KaHaJ10B rnepenavn AaHHbIX U I/IHTepCbel7ICOB
BBOOa-BblBOAa, HEAOMYCTUMbIX K MCMNOJIb30BaHUIO Ha MOBWIbHbIX yCTp0I7ICTBaX.
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YKa3aHHble Mepbl 3alUTbl MHPOPMALMM Peanmn3yoTca 3a CHeT NPUMEHeHN onepaLnoHHbIX CUCTEM U
(nnun) cnctem ynpasieHUs MobUIbHBIMU YCTPONCTBAMM.

TpeboBaHuA K [,OKYMeHTUPOBaHUIO: He NpeabsaBastoTCS.
TpeboBaHuA K ycuneHuio:

LO/KHa ObITh peann3oBaHa B3aMMHas ayTeHTUPUKaLUSA MOOUIbHBIX YCTPONCTB 1 TOYEK
6ecnpoBofHOro fOCTyNa, UCMOb3yeMbIX A5 MOAK/OYEHNS MOb30BaTeNeil MOBUIbHbIX YCTPOWCTB
K MH(POPMALMOHHBIM CUCTEMAM;

LOMKHbI ObITh @annapaTHO OTKJOYEHbI (3a610KMPOBaHbI) HEMCNOJIb3yeMble NHTepdencol MOOUNbHbIX
YyCTPOWCTB.

Peanusauus B MHPOPMaLLMOHHON CUCTEME:
Mepa 3aWwnTbl UHGOPMaLUN

Knacc 3awuweHHoCcTm

K3

K2

K1

3MY.7

+

+

+

Ycunexne 3MY.7

3MY.8 OnpegneneHne 1 KOHTPO/Ib FEONO3nNL NN

Uenb: ObecneyeHre NonyveHuns, perncTpaLmm n KOHTPoNS GakTUYeCKOro MeCTOMOJIOXKEHNA
MOBUbHBLIX YCTPOWCTB, MOAK/OYEHHbIX K MHHOPMALMOHHOW CUCTEME.

TpeboBaHusa K peanusauum: [JomnkHa obecneynBaTbCs perncTpaumsa nHopmaumm o
MeCTOMN0N0XKEHUN MOBMABHOrO YCTPONCTBA, C KOTOPOro OCYLLEeCTBASeTCS 4OCTYN K
NH(OPMaLIMOHHON cucTeME.

[OMKHbBI PEFNCTPUPOBATLCA (DaKTbl HEBO3MOXXHOCTM ONpeaeneHns reono3numm MobuisHoro
YyCTPONCTBa (Hanpumep, BCNeACTBUE HEAOCTYNHOCTM CUrHaNO0B CMYTHUKOB, CUFHAJI0B COTOBbIX
BbILLEK AW ApYyrux 6ecnpoBoAHbIX TOYEK, N0 MHAOPMaLMM O KOTOPbLIX AeNaeTCs BbiBOA O
reono3numm MobunbHOro yCTponcTea).

TpeboBaHuA K J,OKYMEHTMPOBaHMIO: He NpeabaBasioTCs.

TpeboBaHMuA K yCUNEHMUIO:
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1) DoMXHO BbITb peann3oBaHO OrpaHNyYeHne 4oCTyNna K MHGHOPMALMOHHOW CUCTEME B 3aBUCMOCTHU
0T reono3ununm MobnabHOro yCTPOMCTBa;

2) ans onpeaeneHns reonosnLun No CUrHasam CoOTOBbIX BbILLEK UM APYrnx 6ecnpoBOAHbIX TOYEK
L0J1XKHbI UCMOJIb30BaTbCS CEPBEPLI, KOTOPbIE PACMOJSIOXKEHbI Ha TeppUTOpPUKN Poccuinckon depepauuu.

Peanusauus B uHpOpPMaLMOHHON cUCTEME:

Mepa 3aWmnTbl UHOPMaLUN

Knacc 3alneHHoCTHn

K3

K2

K1l

3MY.8

YcuneHue 3MY.8

3MY.9 Peructpaumns, aHanms n pearmpoBaHue Ha cobbiTua 6e3onacHoCTM

Lenb: OnpepeneHne cocTaBa 1 COLEPXaHUSA MHopMaL MM o cobbiTuax BeszonacHOCTH, Noanexalymx
perncTpauum B MOBUNbHbLIX YCTPONCTBAX.

TpeboBaHua K peanusauum: [o/xHa obecneynBaTbCsa perucTpauns cobbiTnin 6esonacHoCcTu B
onepaunoHHOR cncTteme MobUILHOMO YCTPOCTBA B COOTBETCTBUM C MEPaMU 3aLLUTbl MHGOPMaLIMK
PCB.1 - PCB.5.

[lo/>KeH BbIMNONHATLCSA aHaNN3 3aperncTpupoBaHHbIX CobbiTMN Be30MacHOCTK, NO pe3ybTaTaM
aHasI3a LOJHKHO OCYLLEeCTBNATLCA pearmpoBaHue Ha BbIiBSIEHHbIE KOMMbIOTEPHbIE NHUMOEHTDI.

TpeboBaHuA K LOKYMEHTUPOBaHMUIO: He NpeabaBasoTCs.
TpeboBaHMuA K yCUNEHMUIO:

pearmpoBaHMne Ha BbISIBNIEHHbIE MPU3HAKN KOMMbIOTEPHbLIX MHUNAEHTOB AO/IKHO BKIOYaTh OTMPaBKY
yBEe4OMNEHUN agMUHUCTPaTopy 6€30MacHOCTN NHPOPMALIMOHHON CUCTEMBI;

[O0JHKHbI 0becnednBaTbCa 610KMpOBaHNE 1 (MK) M30a9UNS MOBUNLHOIO YCTPOMCTBA, Ha KOTOPOM
BbISIB/IEHbI KOMMbIOTEPHbLIE UHLUNOEHTbI.

Peanusauus B MH(POPMaALLMOHHON CUCTEME:
Mepa 3awWwuThbl MHDOPMaLNN

Knacc 3almueHHocTy

K3

K2
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K1
3MY.9
+

+

+

YcnneHue 3MY.9

4.11. 3awmMTa TeXHOJNIOrMMu «<MHTepHeTa Belwien» (3UB)

3VB.1 NpeHTudukaumnsa n ayTeHTUnkaumsa

Lenb: NcknoveHne focTyna K MHGMOPMaLMOHHON CMCTEME YCTPONCTB «MHTEPHETA BELLEn», He
npowegLwmnx npouenypy NaeHTU@UKaumm n aytTeHTudmKkauum.

TpeboBaHusa K peanusauum: [JomnkHa obecneynBaTbCs UAEHTUPUKALNSA YCTPONCTB «MHTEPHETA
BelLen» B COOTBETCTBUM C Mepon 3amTbl nHpopMaunm NAD.2.

NoeHTngmKauma yCTponCcTB «MHTEPHETa Bellen» O0JHKHa obecnevymBaTbCs Mo NOrMYECKUM UMEHaM
(MM8a ycTponcTBa v (Mm) naeHTuduKaTop), nornvecknm agpecam (Hanpumep, IP-agpecam) n (nnwm)
no msnyecknm agpecam (Hanpumep, MAC-agpecam) nam no KOMOMHaUMN NMEHW, NOTMYECKOro 1
(nnn) unsnyeckoro aapecoB YCTPONCTB «MHTEPHETA BELLEN».

AyTeHTUMKaLNS yCTPONCTB «MHTEPHETA Bellen» A0/KHa obecneynBaTbCs C UCMOSIb30BAaHUEM
MPOTOKOJ/IOB ayTEHTUDMKaLNN.

He monyckaeTcs oCyWeCcTBAATb ayTEHTUDMKALNIO YCTPONCTB «MHTEPHETA BELLen» C
CNOJIb30BAHWEM Maposieit, YCTAaHOBAEHHbIX MO YMOIYaHMIO.

TpeboBaHuA K A,OKYMEeHTUPOBaHUIO: He NpeabsaBAsfoTCs.
TpeboBaHuA K ycuneHumio:

LO/MKHa bbiTb 0becneyvyeHa naeHTUGMKaLNS YCTPONCTB «MHTEPHETA BELLLEN» Ha OCHOBE MPMBATHbIX
NOEeHTUONKATOPOB (NCEBLOHMMOB), HE OTPaXKAIOLLMX peasibHble HAVMEHOBAHNS U Ha3HaYeHne
YCTPOWCTB;

ayTeHTUMMKaLNS YCTPONCTB «MHTEPHETA BeLLe» AO/MKHA OCYLLECTBASTLCS C MCMO/b30BaHNEM
cepTugmkaToB 6e30nacHOCTY;

A0JKHa obecneynBaTbCa B3aMHas ayTeHTUPUKaLNS YCTPONCTBA «MHTEPHETA BELLei» 1 ApYyroro
B3aUMOAENCTBYIOLLEr0 YCTPONCTBA A0 Havana UX MHHOPMALMOHHOI0 B3aUMOAENCTBIS;

[0JKHa obecrneynBaTbCs ayTeHTUPUKALNSA YCTPOUCTB «MHTEPHETa BeLlen» Mo YHUKabHbIM
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BCTPOEHHbIM CPeACTBaM ayTEHTUDUKALUN.
Peanusauus B MH(pOpPMaLMOHHON CUCTEME:
Mepa 3awumTbl MHOpMaLUK

Knacc 3awuLLeHHoCcTm

K3

K2

K1

31B.1

+

+

+

Ycunexve 31B.1

31B.2 YnpassieHne [oCTyrnoMm

Uensb: MicknoyeHre HeCaHKLMOHUPOBAHHOIO AOCTYMNa K YCTPONCTBAM «MHTEpPHETa BeLLen».

TpeboBaHua K peanusauuu: Mpu peannsaumm ynpaBieHns OOCTYNOM K YCTPONCTBAM «MHTEPHeTa
BeLLen» O0JKHbI ObITb YCTaHOBJIEHbI:

MeToAbl yNpaBAeHUsa OCTYNOM K YCTPONCTBAM «MHTEpPHEeTa Bellen» (Hanpumep, MeTon poJieBoro
yrnpaBJieHUs LOCTYMNOM, METOA YNPaBAEeHNS 4OCTYNOM, OCHOBaHHbIA Ha aTpnbyTax yCTPOMNCTB
«MHTEepHeTa Bellen», MeTo yrnpas/ieHns LOCTYNOM, OCHOBAHHbIA Ha CINCKaXxX yrpassieHus
[OCTYNoM) B COOTBETCTBMM C Mepamm 3awmTbl MHopmaumn YMO.1 - YN1.9;

BUAbI YCTPOWCTB «MHTEPHETA BeLLEe», pa3peLleHHble A8 NPUMeHeHNs B MHOPMALIMOHHOW
cucTeMme;

BMIbl 4oCTyna (becnpoBOAHON, NPOBOAHON (KOMMYTUPYEMbINA) U MHbIE BUAbLI AOCTYMNa), pa3peLleHHble
ANa focTyna K obbekTaM focTyna MHPOPMaLMOHHON CUCTEMbI C UCMOJIb30BaHNEM YCTPONCTB
KUHTEPHETa BELLEN»;

MPOTOKOJIbl B3aMMOLENCTBUSA YCTPONCTB «MHTEPHETA BELLEN», pa3peLlleHHble AN NPUMEHEHS B
MHDOPMALIMOHHOW CMCTEME.

|_|pl/l npenocCtaBaeHn OoCTyna K yCTp0I7ICTBaM «NHTEPHETa BeLLen» O0JIKeH NMPUMEHATLCA NPUHLUNN
HanMeHbLINX I'IpI/IBI/IJ'IeFI/IIh.

TpeboBaHuA K AOKYMEHTMPOBAHMIO: He NpeabsaBasioTCs.
TpeboBaHuA K yCUNEHMIO:

1) nomxHO obecneymBaTbCs LEHTPANN30BaHHOE yrpaB/ieHe AOCTYNOM YCTPONCTB «MHTEPHETA
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BeLLens;

2) LonXHbI 0becneymBaTbCa MOHUTOPUHT M KOHTPOb AOCTYNa YCTPONCTB «MHTEPHETa BeLlen» Ha
npeLMeT BblIIB/IeHUS YCTaHOBNEHNS HECAHKLNOHUPOBAHHbLIX COeANHEHU YCTPONCTB «MHTEpPHeTa
BeLLen» C MHPOPMaLMOHHON CUCTEMON;

3) Do/KeH BbITb peasin3oBaH KOHTPOJIb 3@ HECAHKLMOHUPOBAHHLIMWN M3MEHEHUAMWN HACTPOEK
YCTPONCTB «MHTEPHETA BELLEN»;

4) nomxHO obecneymBaTbCs onpefeneHne MeCTOHaX0XAeHNS YCTPONCTB «MHTEpHEeTa BeLLen»;

5) BomxHo obecneynBaTbhCs 61OKMPOBaHME [OCTYMNa C HECAHKLMOHMPOBAHHOIO YCTPOMCTBA
«MHTEpHeTa Bellen» B UHPOPMaALMOHHYIO CUCTEMY;

6) LOMKHbI NCMONb30BaTbCA (UAbTPLI CO0bLLEeHN (KoMaHA), obecneymnBatoLLme nepeady ot
YCTPONCTB «MHTEPHETa Bellen» (LaTYMKOB), @ TaKXe K YCTPONCTBAM «MHTEpHeTa BeLen»
(MCNONHUTENbHBIM MEXaHM3MaM U JaTYMKaM) TOJIbKO pa3peLlleHHbIX COObLLEeHN (KOMaHA);

7) BomxHa bbITb 0becnevyeHa 6e30nNacHOCTb NepefaBaeMblX AaHHbLIX B BbIYUCANTENBHON CETU
«UHTEpHeTa BeLllen» C NCNOJIb30BaHNEM, B COOTBETCTBUMN C 3aKOHOA4ATEIbCTBOM POCCMICKON
depnepaunm, KpUNTOrpaPmyecKNx MeTonoB 3amnTbl MHGOPMaLNK;

8) nonxeH bbiTb 0becneyeH 3anpeT NnpuMeHeHnsa 6eCNpPoBOAHbLIX KaHaI0B CBA3M A5 nepefaym
NHOPMaLMN YCTPOMNCTBOM «MHTEPHETA BELLEN»;

9) yCTPONCTBA «MHTEPHETA BELLENn» U BbIHUC/INTESIbHON CETU YCTPONCTB «MHTEPHETA BELLEeN» B
LLeNIoM, UCMOoJib3yeMble B MHPOPMALIMOHHbIX CUCTEMAX B LLeSX BbINOJHEHNSA UMW CBOMX (DYHKLINN,
LOMKHbI ObITb N30/1IMPOBaHbI OT CETEN CBA3N, NpefHa3HaYeHHbIX 418 AOCTyna K ceTu «IHTepHeT» n
(nnn) nHom obLwenoCTyNHON CETU CBA3N.

Peanusauus B MHPOPMaLLMOHHON CUCTEME:
Mepa 3awnThbl MHDOPMaLMK
Knacc 3almiLeHHocT

K3

K2

K1

31B.2

+

+

+

Ycunenwne 31B.2

3/B.3 3alwmTa AaHHbIX
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LLenb: MNpenoTepalleHme yTevek, HeCaHKLMOHMPOBAHHOIO N3MEHEHNSA UKW OFPaHUYeHNs OOCTyna K
JaHHbIM YCTPONCTB «MHTEPHETa BELEn».

TpeboBaHusa Kk peanusauum: [pn peannsauuy Mep no 3alnTe faHHbIX YCTPOWCTB «MHTEPHETa
BeLLe» [OJHKHbI 06ecneymBaThCs:

MHBEHTapu3aLnsa yCTPOWCTB «MHTEPHETA BeLel» C LieNblo BbISBJIEHNS HENCMO/b3YEMbIX YCTPONCTB,
a TakXXe YCTPONCTB, He NPeAYyCMOTPEHHBIX K NCMOJIb30BaHWIO;

BO3MOXXHOCTb MOAKJIIOYEHNS TONIbKO K pa3pelleHHbIM YCTPOMCTBaM «MHTEPHETA BeLLen» Ans
BbIMOJ/IHEHWS YCTAHOBNIEHHbIX DYHKLWIA;

orpaHnyeHune opMaTa AaHHbIX (KOMaHZA), BBOAUMbIX B YCTPONCTBA «MHTEPHETA BeLLen»;

OTKJI04YEeHMe B YCTPONCTBAX «MHTEpPHEeTa BeLLlen» Hencnosib3yemblX CpeacTs (MPOTOKOI0B)
NoOOK/OYEHNSA (KOMMYHUKaLUKN) MeXAy YCTPOMCTBAMU «MHTEPHETa BeLLen» B BbIHUCINTESIbHON CeTU
YCTPOWCTB «MHTEPHETA BELLEN»;

BblAesIeHNe ceTelr YCTPONCTB «MHTEpPHETa BeLen» B 0TAeSIbHble CerMeHTbl MH(OPMaLMOHHON
CUCTEMBI;

3allMTa JaHHbIX YCTPOWCTB «MHTEPHETA BELLe» OT PAaCKPbITUS, MOANMUKALMN U HABS3bIBAHUS
(BBOAA NOXKHOW UHGOPMaLLMK) NpK X Nepeaade no KaHasam CBA3M, UMEIOLLMM BbIXO 3a Npeaenb
KOHTPOJIMPYEMOI 30HbI;

OTKJ/IIOYEHMNE HENCNOJIb3YeMbIX PYHKLNOHAIbHbIX BO3MOXHOCTEN YCTPONCTB «MHTEPHETa BeLLEen».
TpeboBaHuA K BOKYMEHTUPOBaHMUIO: He NpeabaBasoTCs.
TpeboBaHMuA K YCUNEHUIO:

1) nonxHo obecneymBaTbCA UCKIOYEHNE BO3MOXHOCTY BBOAA AaHHbLIX (KOMaHA) B yCTPONCTBa
«MHTEepHeTa BeLlen» NoCpeACTBOM peannsaunm orpaHnYnTeNbHbIX MHTEP(ENCcoB No BBOAY
NHopMaLnu;

2) pnomkeH obecneynBaTbCs aHaNn3 CETEBOro Tpadmka CEeTeN yCTPOMNCTB «MHTEPHETa BeLen» ¢
LieNbio BbISIBNEHNA NPU3HAKOB peasn3aumnmn KOMMNbIOTEPHbIX aTak.

Peanusauumsa B MHPOPMaALMOHHON CUCTEME:
Mepa 3awWmnTbl MHOPMaL UK

Knacc 3alnLLeHHoCTH

K3

K2

K1

31B.3
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+
+

Ycunenune 31B.3

31B.4 KOHTPOMb LEeNoCTHOCTH
Lenb: ObecneyeHne LeNOCTHOCTUN YCTPONCTB «MHTEPHETA BELLEN».

TpeboBaHusa K peanusauuu: Mpu peannsaumm Mep No KOHTPOJIO LLeJIOCTHOCTM YCTPONCTB
«UHTEpPHeTa BeLlen» OoHKeH obecnevynBaTbCd KOHTPOb:

LeIOCTHOCTM annapaTHON YacTU KOMMOHEHTOB YCTPONCTB «MHTEPHETa BeLllen», @ TakXXe BbiBAeHNS
(haKTOB HECAHKLIMOHMPOBAHHOIO f0OaBIeHNA HOBbIX YCTPOMUCTB «MHTEPHETA BELLEen»;

COCTaBa NporpaMMHoro obecneyeHns yCTPONCTB «MHTEPHETA BeLLeNn», a Tak)Xe BbisiBNIeHNS (haKToB
HeCaHKLMOHMPOBaHHOro gobaeneHns HOBOro NPorpaMMHoOro obecnevyeHms ycTponcTs «MHTepHeTa
BeLwen»;

LeSIOCTHOCTM 0BHOBJIEHUI NPOrpaMMHOro obecnevyeHns BolYUCINTENbHON CETU YCTPOUCTB
«UHTEepHeTa BeLLen»;

LeJIOCTHOCTM (paisioB, COAEPKALLMX NapaMeTpbl HACTPONKM (KOHDUIypaLIMio) NPOrpaMMHOro
obecneyeHns yCTPONCTB «MHTEPHETA BELLEN».

[o/KeH BbINOHATLCA aHaNN3 yA3BMMOCTEN NPOLUUBOK YCTPOWCTB «MHTEPHETa Belel». B cnyyae
BbISIBJIEHUS] YS3BMMOCTE [O/KHO BbIMNOSHATHCS 0OHOBNEHNE BEPCUIA MPOLLMBOK YCTPONCTB
«MHTEpHETa BeLLen» Ha BepCun (Mpu X Hann4mm), He coaep Kallne N3BeCTHbIe YS3BUMOCTMW.

TpeboBaHuA K [OKYMEHTMPOBaHMUIO: He NpeabsABASAIOTCA.
TpeboBaHuA K yCUNEHUIO:

LOJKEH OCYLLECTBAATLCS KOHTPOJIb LLeIOCTHOCTU MUKPOMPOrpaMMHOro obecneyeHuns ycTponcTs
«MHTEpHeTa BelLlen» nyTeMm BepudrKauum ceptudrkaTa 6€30MacHOCTA U (MAN) KOHTPOJbHBIX CYyMM;

[OJDKEH OCYLLECTBNATLCA eXXeHeaelbHbIA AN C MeHbLUEe NepUoANYHOCTbIO, yCTaHaBMBAEMON B
NHMOPMaLIMOHHON CUCTEME, KOHTPOIb OTCYTCTBUSA HECAHKLMOHNPOBAHHbIX U3MEHEHWNI B
napameTpax HaCTPOMKN YCTPONCTB «MHTEPHETA BELLEN»;

LOMKHbI 0becrneymBaThCA BbigBAEHME U BNOKMPOBKA 3anyCKa NPorpaMMHOro obecneyeHums
YCTPOWCTB «MHTEPHETA BeLLen», LLle/IOCTHOCTb KOTOPOr0 HapyLleHa.

Peanusauums B MH(POPMALUOHHON CUCTEME:
Mepa 3awWunTbl MHHOPMaL K

Knacc 3aluweHHoCTHr
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K3

K2

K1

31B.4

+

+

+

YcuneHue 3/B.4

3WMB.5 Pernctpauus, aHanm3 n pearnposaHune Ha cobeiTns 6esonacHoCcTH

Uenb: OnpeaeneHne coctaBa 1 Cofep>kaHns MHhopMaLnm o cobbiTusix 6e30nacHOCT, NoaaexaLlnx
perncTpaumnm B yCTPOMCTBAX «MHTEPHETA BELLEN».

TpeboBaHusa K peanusauum: [JonxkHa obecneynBaTbCs pernctpaumsa cobbiTuin 6€3onacHoCTH B
YCTPONCTBAX «MHTEPHETa BeLLen» B COOTBETCTBUM C MepaMm 3awmTbl nHpopmaumu PCb.1 - PCB.5.

[ osmxeH BbINOJIHATLCA aHaNn3 3apPeErncTpnpoBaHHbIX cobbiTnn 6e3onacHoCTK, No pe3ysibTaTaM
aHaJin3a OOJ/IKHO OCYLLUeCTBATbCA pearnpoBaHMe Ha BbiABJ/IEHHbIE KOMMNbIOTEPHbIE MHLUWNOEHTDI.

TpeboBaHuA K [,OKYMEeHTUPOBaHUIO: He NpeabsaBastoTCS.
TpeboBaHuA K ycuneHuio:

1) pearnpoBaHne Ha BbiAB/IEHHbLIE MPU3HAKWN KOMMbIOTEPHbLIX NHUNOEHTOB AO0J1IXXKHO BK/IIOYATb
OTrMNpaBKy yBe,EI,OMJ'IEHI/IIh AOAMUHUCTPaTOpPY 6e3onacHoCTH I/IH(*)OpMaLI,I/IOHHOVI CNCTEMBI;

2) DOJKHbI 0becneymBaTbCs HNOKMpPOBaAHME U (MK) N30NALMA YCTPOUCTB «MHTEPHETA BELLIEN», Ha
KOTOPbIX BbISIBNEHbI KOMMbIOTEPHbLIE MHUNAEHTHI.

Peanusauus B MHPOPMaLLMOHHON CUCTEME:
Mepa 3aWwnThbl MHOPMaLMK

Knacc 3almiLeHHocT

K3

K2

K1

31B.5

+

+
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+

YcuneHue 3UB.5

4.12 3awmTa ToYeK becnpoBogHoro goctyna (36]1)

36.1 NoeHTndunKauma n ayTeHTudunkaums

Uenb: NcknioyeHne aocTyna o6bekToB 1 cybbekToB 6eCnpoBOAHOM0 AOCTYNa K MH(POPMALIMOHHON
cUcTeMe, He NpoLIeALWnX NpoLeaypy NAEHTUMUKALUN N ayTEHTUHNKALINA,

TPGGOBaHMﬂ K peanu3aummn: [Jo/KHbI obecneymnBaTbCA:

NOeHTUdUKaLMa 1 ayTeHTUMUKaLNA Nonb3oBaTenen, 3anpawnBatowmx 4ocTyn K 6ecnpoBoaHon
NOKaJsIbHOW BbIYUC/IUTEIbHON CeTU (BHYTPEHHUX MOJIb30BaTesIen, NPUBUIErMPOBAHHBLIX
nosib3oBaTenen, afMUHNCTPATOPOB), B COOTBETCTBUMU C MepaMn 3alLnTbl MHopMaummn NAD.1,
NAD.3;

noeHTUUKaLUmns yCTponcTs, 3anpallmBaloLLmnx 4oCcTyn K 6eCnpoBogHON I0KaNbHON BbIMUCANTENIbHOW
ceTun, B COOTBETCTBUMN C Mepoi 3alnTbl MHopMauumn NAD.2;

VI)J,eHTI/IQ)I/IKaLI,VIFI TO4YeK 6eCI'IpOBOLI,HOFO A00CTyna 6€CI'IDOBO)J,HOVI JIOKaNIbHOW BbIYUCNTENBHON CETH.

NoeHTugrkaumnsa Todek 6ecnpoBofHOro AocTyna Ao/MKHa obecneynBaTbCa NO IOrMYECKMM UMEHAM
(HanpvmMep, CUMBOJIBHOMY Ha3BaHuMIO BecrnpoBogHOM To4YKM focTyna SSID), nornyeckum agpecam
(Hanpumep, IP-agpecam) u (nan) no usnyeckmm agpecam (Hanpumep, MAC-agpecam) unum no
KOMOUHALMN UMEHU, IOTNYECKOro 1 (Mnun) prusnyeckoro agpecos To4kM 6ecnpoBogHOro AoCTyna.

NoeHTngrKauma yCTponcTs Npu NoagKIOYEHUN K To4KaM 6ecnpoBoAHOro f4ocTyna B
NHDOPMaLIMOHHON CnCcTeMe obecnevymBaeTcs No JIOrMYECKUM MMeHaM (MMs ycTpoincTtea v (nnm) ID),
nornyeckum agpecam (Hanpumep, IP-agpecam) un (nnm) no pusnyecknm agpecam (Hanpumep, MAC-
agpecam) YCTPOMCTBA UK NO KOMOUHALMN MMEHKN, NOTNYECKOro 1 (nnn) prusnyeckoro agpecos
YyCTPONCTBA.

He nonycKaeTcs OCyLLeCTBAATL ayTeHTUPUKALMIO ToYeK 6eCcrpoBOAHO0 AOCTYyMa C
CMO/b30BaHNEM Maposieit, yCTaHOBAEHHbIX MO YMOIYaHNIO.

YKa3aHHble Mepbl 3aLUTbl UHDPOPMALIUM Peanmn3yoTcs 3a CHeT NPUMEHEHUS B UH(POPMALIMOHHON
CUCTeMe CPeacTB NAEHTUMKALMN N ayTEHTU(MKALMMK, peann3oBaHHbIX 1 (M1) NPUMEHSAEMbIX B
Toykax 6ecnpoBoAHOro AocTyna, nHoM obopyaoBaHum 6€CNPoOBOLHON JIOKAJIbHOW BbIHUCNTESIbHOW
CeTn, yCTPOMCTBax Nosib3oBaTesnen.

TpeboBaHuA K BOKYMEHTUPOBaHMUIO: He NpeabaBnsoTCs.
TpeboBaHMuA K YCUNEHMUIO:

1) pomxkHO obecneymBaTbCs COKPbITUE UMeHUN ceTu (SSID) B CINCKe OOCTYMHbIX CeTew;
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2) ANa ynpaBaeHns YY4eTHLIMU 3annMcaMn U Y4€THBIMW faHHbIMK Cy6bekToB HecnpoBogHOr0 AOCTYNa
B 6€CNpoBOAHON NOKaNbHOW BbIYUCANTENBHOM CETU AO/KHbI MCNOJb30BaTbCA CUCTEMbI (CPeacTBa)
yNpaBJIeHUS YHETHbIMMW 3aNnNCaMu;

3) CMMBOJIbHOE Ha3BaHWe 6ecrnpoBOAHON TOYKMN AOCTYNA, CAyXallee 4S8 NaeHTUhDNKauum ee
Mosb30BaTENSMU 1 YCTPONCTBAMYU MOJIb30BaTENEN, TOYKOW J0CTYNa He A0/KHO TPAHCIMPOBATHLCS
LUIMPOKOBELLATESNIbHO 1, COOTBETCTBEHHO, HE AOJIKHO OTPaXKaTbCs B CMUCKE BUAUMBIX TOYEK AOCTYnMa
Ha YCTPOWCTBAxX NOJb30BaTeNEN U NHbIX CyOBEKTOB A0CTYNa;

4) ayTeHTUMKaLMUS YCTPONCTB NPU NOAKIIOYEHUN K TOYKaM 6ecnpoBoiHOr0 A0CTyna B
MHDOPMALIMOHHON cncTeMe obecneynBaeTCs C UCMOJb30BaHNEM MPOTOKOJIOB ayTeHTUMUKALIN.

Peanusauus B MH(pOPMaLMOHHON CUCTEME:
Mepa 3awnThbl MHDOPMaLUK

Knacc 3almiLeHHocT

K3

K2

K1

364.1

+

+

+

Ycunenne 36/.1

1

3b6/[.2 YnpasneHne [OCTYMNOM

Uenb: Vicknto4yeHne HeCaHKLMOHNPOBAHHOIO A0CTYNa K To4Kam 6ecnpoBofHOro AocTyna.

TpeboBaHusa K peanusauumu: [JoxHb 0b6ecnevymBaTbCs Mepbl MO YNPaBAEHNIO AOCTYMNOM
cybbekToB K To4kam 6ecnpoBOAHOr0 AOCTYNa B UHDPOPMALIMOHHON CUCTEME B COOTBETCTBUN C
MepaMu 3alWmnTbl nHGopmaumm YNLO.1 - YN1.9, a Takxe obecnevymBaTbCs:

bmnbTpauma yCTponcTB Nosib3oBaTeNeN, NCNOJb3yeMbIX s 6ecnpoBoAHOro A4ocTyna, (Hanpumep,
no ¢pmsnyvecknm agpecam (MAC-agpecam) onsa yrnpaBneHua paspeleHnsMm no 4octyny K
6ecnpoBogHON NOKaNbHON BbIYUCANTENBHON CETH;

npenocTaBsieHMe [0CTymna K NapaMeTpam (M3MEeHEHMIO NapaMeTpPoB) HAaCTPONKM TOYEK
6ecnpoBOAHOr0 AOCTYMNa TOJIbKO aAMUHUCTPATOPaM MH(POPMALMOHHON CUCTEMbI;

npefocTaBsieHne 4oCcTyna K 6ecnpoBo4HON JIOKaJIbHON BbIYUCAUTENIbHOWN CETU (K TOYKaM
6ecnpoBogHOro AOCTyNa, XpaHUMOW NHDOPMaLMK, yCcayraM (CepBrucam) U NPUNOXKEHNAM) TOJIbKO
NnoNb30BaTeNAM, NpoWeALNM NAEHTUMUKALMIO N ayTEHTU MKALNIO.
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YKa3aHHble Mepbl 3aLUTbl MHDOPMaLIUMN Peanmn3yoTcs 3a CHeT NPUMEHEHUS B UH(OPMALIMOHHON
CUCTEeMe CPpelCcTB yrpaBieHna AOCTYNOM, peasn30BaHHbIX U (M1M) NPUMEHSAEMbIX B TOYKAX
6ecnpoBoagHOro AocTyna, MHOM 0bopyaoBaHUN 6eCcnpoBOAHON NIOKAbHOWN BbIYUCIUTENBHON CETH,
YCTPOMCTBaxX NoJib30BaTENEN.

MNpu npefocTaBneHUM NOJib30BaTeNAM AOCTYMNA K TOYKaM 6ECI'IpOBO,EI.HOFO A0CTYynMa NOoJIXKeH
NPUMEHATLCA NPUHUWNN HaMEHbLUNX r|p|/|B|/|nerV||7|.

TpeboBaHuA K [OKYMEHTMPOBaHMUIO: He NpeabsABASAIOTCA.
TpeboBaHMuA K YCUNEHUIO:

1) posKHa BbITb UCKJTIOYEHA BO3MOXHOCTb HECAHKLIMOHMPOBAHHbIX N3MEHEHUI HAaCTPOEK TOYEK
becnpoBogHOro focTyna;

2) 0o/HKHO obecneynBaTbCsA OrpaHNYEHME BPEMEHMN CeccMmn A0CTyna nosib3oBaTenen u
aBTOMaTMYeCcKoe 3aBepLUeHne CoeqUHEeHNI Npu NPEeBbILLEHNN 3a4aHHOI0 BpeEMeHN JOCTYyNa;

3) AOMKHBbI NPMUMEHATLCA CNCTEMBI YpaB/eHNA 6ECI'IpOBO,£I,HbIMVI ceTamum,;

4) BOMKHbI MPUMEHSATHLCA CUCTEMbI KOHTPOJIA (YNpaBfieHnsa) AOCTYNOM YCTPONCTB NPy NOAKIOYEHNN
K 6eCcnpoBO4HON TOKAJIbHOW BbIHYUCNTESIbHOWN CETHU.

Peanusauus B H(pOpPMaLMOHHON CUCTEME:
Mepa 3aWwnTbl UHGOPMaLUN

Knacc 3awuiweHHoCcTm

K3

K2

K1l

360.2

+

+

+

Ycunexve 3b1.2

3b[.3 3awuTa Nonb30BaTENbCKUX AaHHbIX

Uenb: MpenoTBpalleHne yTeyek, nepexsata v MOAUGUKALUN NMOb30BAaTENbCKMX AaHHbIX NPW
NOAKJ/IYEHUN K TOYKaM 6ecnpoBOAHOMO JOCTyna.

TpeboBaHua K peanusauum: [py NoaKIIOYEHUN NOJSIb30BaTENEN K TOYKaM 6eCcnpoBOAHOr0 AOCTYMNa
B MH(HOPMALIMOHHOW CUCTEME A0/IKHBLI 06ecneynBaThCs:

BblaesneHne 66CI'IpOBOD,HbIX JIOKaNbHbIX BbIYUCANTENbHbLIX CETEN B OTAE/bHbIE CErMEHTbI
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NH(OPMALIMOHHON CUCTEMBI;
WHBEHTapu3aumsa To4ek becnpoBogHOr0 AOCTYNa;

NOAK/OYEHME TONbKO K pa3peLleHHbIM To4kaM 6ecnpoBo4HOr0 AOCTYNa A5 BbINOJHEHNUS
YyCTaHOBJIEHHbIX 0053aHHOCTEN (hyHKLNA);

obecneyeHne BO3MOXHOCTU peannsaLmm coeanHeHnn ¢ To4kamm 6ecnpoBOLHOr0 LOCTYNa TOJIbKO
4yepes KOHTPOJIMpyeMble NHTepdenChbl ToHeK BecnpoBoAHOro AOCTYNa 1 yCTPOWCTB NOJib30BaTenemn
(B TOM 4ncne, NyTeM NpMMEHEHNs CpeacTB 3alnTbl MHGOpMaLmK);

KOHTPOJIb NOAK/IIOYEHNS YCTPONCTB Nonb30BaTeNen K To4kam 6ecnpoBogHOro gocTyna
nosib3oBaTenen B MIHPOPMALMOHHON CUCTEME 40 Havasla MHPOPMALMOHHOMO B3aUMOLENCTBUS C
NH(OPMaLIMOHHON CMCTEMON.

Ha Toykax 6ecrnpoBogHOro 4ocTyna HencnoJsiblyemble PyHKLMOHAJIbHbIE BO3MOXHOCTU AO/IKHbI
ObITb OTKOYEHbI (3a610KMPOBaHBI).

J0/KEH BbINOJIHATLCSA aHaNN3 YA3BMMOCTE NPOLLMBOK 1 NPOrPaMMHOro obecneyeHns To4ek
6ecnpoBogHOro focTyna. B ciyyae BbiSiBNEHUS YS3BMMOCTEN LOJIXKHO BbIMOJIHATLCS 06HOBEHNE
BEpCUIA NPOLUNBOK M NPOrpaMMHoOro obecnevyeHns Todyek 6ecnpoBOAHOro AoCTyna (Npy UX Haanymum)
Ha BEpPCUW, He coliepKallune ysa3BrUMOCTMU,

TpeboBaHuA K AOKYMEHTMPOBAHMIO: He NpeabsaBasioTCs.
TpeboBaHuA K yCUEHMIO:

A0JKeH obecneynBaTbCa aHaInM3 CeTeBOro Tpaduka ceTei 6ecnpoBofHOro A0CTYNa C Lesbto
BbISIB/IEHWS NMPU3HAKOB peann3aLuy KOMMNbIOTEPHbIX aTak;

OOJIKHa NpPpoBOANTLCA MHBEHTapPU3aUnda ToO4YEK 6eCI'IpOBO,EI,HOFO OOCTyMa C uenblo BbiABIEHNA
HENCIMOJIb3YyEeMbIX yCTp017ICTB, a TaKXe yCTp0|7ICTB, HE NMpenyCcMoOTpPEeHHbLIX K NCMOJIb30BaHUIO,;

[OJ)KHO 0becneymBaTbCs OTKOYEHME q)yHKLI,VIOHaJ'IbHOVI BO3MOXXHOCTW aBTOMaTU4€CKOIro
noakr4eHn4d yCTpOI7ICTB nonb3oBaTesien K TO4KaMm 6eCI'IpOBO,£I,HOI'O 0OCTYyMa,

AnoJKeH obecrneynBaTbCs aHaNN3 CETEBOro Tpaduka 6ecnpoBOAHON JIOKaNbHON BbIYNCAUTEbHO
CETU C LeNblo BbISIBJEHNS HECAHKLIMOHMPOBAHHbIX NOLKJ/IYEHWN;

OOJ/DKHbI MPUMEHATHCA MEXAHMU3MbI (PUSIbTPaLNK (Ol'paHl/I‘-IEHI/Iﬂ ,EI,OCTyI'Ia) npn NoOKIYEHNN K
TOYKaM 6eCI'IpOBO,EI,HOFO [0CTyna no hn3nyeckmm v (nnn) nornyeckmm afpecamM.

Peanusaums B MH(pOPMaLMOHHON CUCTEME:
Mepa 3aWwnTbl MHDOPMaLUK

Knacc 3almiLeHHocT

K3

K2

K1
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360.3

+

+

+

Ycunenne 361.3

36/[.4 KOHTPOJIb LLeJIOCTHOCTH

Lenb: ObecneyeHne LeNoCTHOCTN To4ek BecnpoBoAHOM0 AoCTyna.

TpeboBaHua Kk peanusauuu: [o/HKHb 06eCneynBaThCs CeyoLIne Mepbl MO KOHTPOJIO
LIeIOCTHOCTYM ToYek 6ecnpoBOAHOro A0OCTYNa B MHOPMALIMOHHONW CUCTEME:

KOHTPOJIb Le/IOCTHOCTY NporpaMMHoro obecneyeHns Tovek 6€cnpoBoAHOro 4OCTynNa, B TOM Yucne
BEPCUI MMKPOMPOrpamMMHOro obecneveHus;

KOHTPOJIb COCTaBa armnapaTHbIX KOMMOHEHTOB TOYEK 6ECI'|pOBO,EI,HOFO 0OCTYynMa,
OTKNIIOYEHWNE HENCTOJIb3YEMBbIX I/IHTep(peVICOB;
pa3melleHne To4eK 6€CI'IpOBO,EI,HOI'O O0O0CTYynMa B npegenax KOHTpOJ'IVIpyeMOVI 30HbI;

yCTaHOBKA aKTyaslbHblX 0OHOBMAEHUI ANs ToYeK 6eCcnpoBOAHOIr0 AOCTYMA U YCTpaHeHue
ySI3BMMOCTEW, CBA3aHHbIX C 6e30MacHOCTbI0 6eCNPOBOAHbLIX COEANHEHWIA.

TpeboBaHuA K BROKYMEeHTUPOBaHMUIO: He NpeabaBnsoTCs.
TpeboBaHuA K YCUNEHMUIO:

1) posmKeH oCyLecTBAATLCA eXeHeeNbHbIA UK C MeHbLUEen NepuoaNYHOCTbIO, yCTaHaBAMBAEMON B
NH(MOPMALIMOHHOWN CUCTEME, KOHTPOJIb OTCYTCTBUS HECAHKLNOHUPOBAaHHbLIX N3MEHEHWI B HaCTPONKax
B TO4YKax becnpoBoaHOro 4ocTyna;

2) [OJ/KEH OCYLLIECTBAATLCA KOHTPO/b LI@JIOCTHOCTY MUKPOMPOrpaMMHOro obecrneyeHns Tovek
6ecnpoBoHOro A0CTyNa NyTeM BepudrKaLum LdPOBOA NOANUCK AN KOHTPOJIbHBIX CYMM;

3) [oKHO obecneynBaThCst UCKIIIOYEHME BO3MOXHOCTI M3MEHEHUS M0JIb30BaTENEM NMOAK/IOYAEMOrO
YCTPOWCTBa HAaCTPOEK ToYeK HeCnpoBOAHOI0 NOCTYNa;

4) ponxeH obecneynBaTbCa KOHTPOJIb LLIEIOCTHOCTM KOHGUIYypaLuUn U MapaMeTpoB HaCTPOMKM TOYEK
6ecnpoBoHOro focTyna.

Peanusauumsa B UHPOPMaALMOHHON CUCTEME:
Mepa 3aWwnTbl UHOPMaLUN

Knacc 3alnLLeHHOCTH

K3

K2
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K1

36[0.4

+

+

+

Ycunnenue 36[.4

3b6[.5 OrpaHun4yeHne ypoBHEN CMrHanoB

Llenb: ObecneyeHre HEBO3MOXXHOCTY (3aTPyAHEHNS) [OCTYMNa K To4KaM 6ecnpoBoAHOro A0CTyNa
3-3a NpefesioB KOHTPOJUPYEMOI 30HbI.

TpeboBaHua K peanusauun: LoKHbI NPUMEHATLCA TOYKM BeCnpoBOAHOro AOCTYMNa, UMeLwmne
BO3MOXXHOCTb HAaCTPOMKM YPOBHS MOLLHOCTW CMTHana.

[omkHO obecrneynBaThbCA OrpaHNyYeHe YPOBHEN CUTHAN0B ToYeK 6eCnpoBOAHOIr0 AOCTynNa.
3Ha4YeHna ypOBHEWN CUrHaN0B To4eK HecnpoBOAHOM0 AOCTYMNa AO/KHbI YCTaHABANBATLCA C Y4ETOM
pr3n4eckmx rpaHnL MHPOPMaLIMOHHON CUCTEMBI (CEFMEHTOB MHPOPMALIMOHHON CUCTEMBI) C LLESbIO
obecneyvyeHnss MUHUMAaJIbHOr0 YPOBHS CUIHaNa Ha (M3MYECKUX rpaHmLax.

TpeboBaHusA K B,OKYMEeHTMPOBaHMIO: He NpenbaBasoTCs.
TpeboBaHMuA K yCUNEHUIO:
1) LO/MKEH OCYLLEeCTBASATLCA MOHUTOPUHT YPOBHER CUrHaN0B To4Yek 6ecnpoBofHOro AOCTYNa;

2) Do/mkHa bbITb COCTaBfIEHa KapTa MOKPbLITUS CMrHanammn To4ek 6ecnpoBoAHOr0 4OCTyNa
noMeLeHNn NHPOPMaLNOHHON CUCTEMbI (CErMeHTOB MH(OPMaLMOHHON CUCTEMBI), pa3MeLleHne
To4yek 6ecnpoBoAHOro A4OCTYMNa U YPOBEHb MOLLHOCTM UX CUrHAN0B A0JKHbI ObiTb ONpeaesneHsbl ¢
y4eTOM KapTbl MOKPbLITUS;

3) BOMKHA OCYLLEeCTBAATLCA (hUAbTPaALMS YaCTOTHOrO AMana3oHa nepeaayn AaHHbIX TOYKM
6ecnpoBofHOro LOCTyNa AN UCKYEHNA HECAHKLMOHNPOBAHHOI0 A0CTYNa K MH(opMauuu,
nepenasaemMon no 6ecnpoBogHOMY KaHasny.

Peanusauus B MHPOPMaLLMOHHON CUCTEME:
Mepa 3aWwnThbl MHDOPMaLMK

Knacc 3almiLeHHocTH

K3

K2

K1

364.5
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+
+

+

Ycunenne 360.5

3b[.6 Peructpaumns, aHanns n pearmpoBaHue Ha cobbiTusa 6e3onacHOCTK

Llenb: OnpeneneHne coctaBa n cogep)xaHuns nHgopmaumm o cobbiTnax 6e3onacHOCTK, NoASEXaLLNX
perncTpauumn B 6eCnpoBOAHbIX JIOKabHbIX BbIYNCANTENbHbIX CETSX.

TpeboBaHusa K peanusauuu: [JonxkHa obecneynBaTbCcs peructpaumsa cobbiTuin 6€3onacHoCT B
ceTax 6ecnpoBOAHOro A40CTyNa B COOTBETCTBMM C MepaMu 3alinTbl nHdopmaumm PCB.1 — PCB.5.

Jo/KeH BbINONHATLCA aHaNN3 3aperncTpupoBaHHbIX CobbITU 6e3onacHOCTKM, No pesysibTaTaM
aHann3a JOJKHO OCYLLEeCTBAATLCS pearnpoBaHMe Ha BbisIB/IEHHbIE KOMMbIOTEPHbIE NHLUUAEHTHI.

TpeboBaHuA K BOKYMEHTUPOBaHMUIO: He NpeabaBnsoTCS.
TpeboBaHMuA K YCUNEHMUIO:

1) pearvpoBaHune Ha BbISIBAEHHbIE MPU3HAKW KOMMbIOTEPHbIX MHLUNAEHTOB AO/KHO BKJOYaTh
OTNpaBKy yBeAOMJIEHUA aAMUHUCTPaTOopy 6e30nacHOCTM MHGOPMALMOHHON CUCTEMBI;

2) DOJKHbI 0becneymBaTbCs HNOKMpPOBaHME U (Mnn) n3onauma Todek 6ecnpoBoAHOr0 4OCTYNa, Ha
KOTOPbIX BbISBAEHbI KOMMbIOTEPHbIE MHUNAEHTHI.

Peanusauus B UH(pOpPMaLMOHHON CUCTEME:
Mepa 3aWwnTbl UHGOPMaLUN
Knacc 3awuweHHoCcTm

K3

K2

K1l

360.6

+

+

+

Ycunexve 3b/1.6

1
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4.13. AHTMBMpPYCHan 3awmTa (AB3)

AB3.1 AHTUBMpPYCHas 3aLiMTa yCTPOUCTB

Lenb: ObecneyveHne aHTUBUPYCHOM 3aLLMTbl MHGOOPMALMOHHON CUCTEMbI Ha YCTPOMNCTBAX,
BKJIIOYalOLLLee:

obHapy>XeHne KOMMbIoTEPHbLIX NPOrpaMM MbO NHOM KOMMNbIOTEPHON MHGOpMaL MK,
npeAHa3HaYeHHbIX 419 HECAHKLNOHMPOBAHHOIO YHUYTOXEHMSA, 610KMpPOBaHNS, MoANGMKaLNN,
KOMUPOBaHMA KOMMbIOTEPHON UHDOPMALUKN NN HENTPan3aLmMm CpeacTB 3allnTbl MHopMaumm,
COKPbITUS NPUCYTCTBMA APYrOro BPeAOHOCHOro NporpaMMHoro obecneyeHns B MHOPMaLMOHHON
CUCTEME, COKPbITUS CBUAETENIbCTB HECAHKLIMOHMPOBAHHOIO A0CTYNa K NobbIM pecypcam
NHHOOPMALIMOHHON CUCTEMBI;

obecneyeHune pearnpoBaHus Ha obHapy>XeHne BPeOHOCHOM0 NPOrpaMMHOro obecrneyeHus.

TpeboBaHua K peanusaumm: Peannsauns aHTMBUPYCHON 3aLUNTbl YCTPOWCTB A0/KHA
npeaycMaTpuBaTh:

onpeaeneHne GUaMYecknx U BUPTYasbHbIX YCTPONCTB, BXOAALLMX B COCTAB MHOPMALMOHHON
CUCTEMbI, Ha KOTOPbLIX HE0BXOAMMO NPUMEHeHNe CPeCTB aHTUBMPYCHON 3aLLUNTHI;

YCTaHOBKY, KOH(PUIYpPUPOBAHME U ypaBieHNe CPeACTBAMU aHTUBMPYCHON 3aLLUNTHI;

NpeaoCcTaBeHne NpaB AOCTyNa CPeACcTBAM aHTUBMPYCHOW 3alUThl K 06beKTaM MH(MOPMALIVOHHON
CUCTEMbI, KOTOPbIE A0/KHbI ObITh NMOABEPrHYTHI NMPOBEPKE CPEACTBOM aHTUBUPYCHOM 3aLLNThI;

HaCTpOI7IKy cpeacTs aHTI/IBI/IpyCHOI7I 3allWTHI, 06eCI'Ie‘-II/IBa}0LLI,y}O nposegeHmMe nepnogn4ecknx
NPOBEPOK yCTpOIZCTB Ha Ha/an4me BpeEJOHOCHOIo NporpamMmMHOro obecneyeHuns;

HaCTPOWMKY CPeACTB aHTMBMPYCHOW 3alMThbl HA YCTPONCTBAX MH(OPMALIMOHHOWN CUCTEMBI, Yepes
KOTopble B Hee MOXeT ObITb BHEPEeHO BpeoHOCHOe NporpaMMHoe obecreyeHre, obecneynsatoLLyio
npoBepKy B MaclwTabe BpeMeHn, 611M3KOM K peanbHOMY, 06beKTOB ((halsioB) N3 BHELLHNX
NCTOYHUKOB (CbEMHbIX MaLUWHHBIX HOCUTENIEN NH(OPMALIUK, CETEBbIX NOAKIIIOYEHUI, B TOM YUCSIe K
ceTsaM obLLero nosib30BaHWA, U APYruxX BHELIHUX NUCTOYHUKOB);

BbISIBJIEHME BPEIOHOCHOI0 NMPOrpaMMHOro obecnevyeHns 1 pearmpoBaHme Ha ero obHapy>XeHne Ha
YyCTPONCTBAX 1 CepBepax CPeAcTBOM aHTUBMPYCHOW 3aLUThl MPU MNOAK/OYEHNN CbEMHbIX MALLUUHHBIX
HoCUTenen NHopMaLMK, a TakxXe NepMoanYeckn am no KoMaHae B npouecce hyHKLUMOHMPOBAHNMS
YCTPOWCTB 1 CEPBEPOB B COOTBETCTBUM C IKCMJIyaTaALMOHHOWK IOKYMeHTaLUuen;

onpeaeneHne 1 BbiNoJHEHNE AENCTBUIA MO PearmpoBaHnto Ha obHapy>xeHne B MHPOPMALIMOHHOA
cucTeme 06bHEKTOB, MOABEPTLLMXCA 3aPaXKEHNIO BPeAOHOCHBIM NMPOrpaMMHbIM obecriedeHrem;

obHoBNeHMe 6a3 AaHHbIX NPU3HAKOB BPELOHOCHbIX KOMMbIOTEPHbLIX NPOrpaMm (BMPYCOB) B
COOTBETCTBUM C MH(OPMaLMeit, NocTynatoLLleid oT pa3paboTymka cpeacTBa aHTUBUPYCHO 3alLWThI, B
nopsiike, yCTaHOB/IEHHOM B 3KCMJlyaTaLMOHHOW JOKYMEeHTaLuK;

NPOBEPKY YCTPOUCTB Ha Ha/myune BpeaoHOCHOr0 nporpaMmMmHoro obecneyeHns nocne obHoBNEHNS
6a3 OaHHbIX NPU3HAKOB BPEAOHOCHbLIX KOMMbIOTEPHbIX NPOrpamMmm (BMPYyCoB).

YKa3aHHble Mepbl 3alMTbl UHPOPMaLMKN peann3yoTCs 3a CHET NPUMEHEHNS CPeACTB aHTUBUPYCHON
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3aLLUNTHI.

TpeboBaHUA K [OKYMEHTUPOBaAHMUIO: B 3KCNyaTaLMOHHON AOKYMEHTALUMMN Ha MHDOPMALIMOHHYO
CUCTEMY AO0JKHbI 6bITb ONpeneneHbl:

MoOpPsZI0K YYeTa YCTPOWNCTB, Ha KOTOPbIX HE06X0AMMO NPUMEHEHNE CPeACTB aHTUBUPYCHON 3aLLNTI;

nopAAoK 1 NpaBuia NpoBeaeHNAa nepnoanyeCKnNX NpoBEPOK yCTpOI7ICTB N CEpPBEPOB Ha Han4mne
KOMMNbIOTEPHbIX BUPYCOB,;

AENCTBUA MO pearmpoBaHnio Ha 0bHapyXeHne B MHOPMALIMOHHO CUCTeMe 06BEKTOB,
NOJBEPrLLMXCA 3aPaXKeHNI0 BPeAOHOCHbLIM NPOorpaMMHbIM obecrieyeHrem;

NnopsaaoK 1 npasuna obHoBNeHNA 6a3 AaHHbIX MPU3HAKOB BPEOOHOCHbLIX KOMMNbIOTEPHLIX MPOrpamMm
(Bupycos).

TpeboBaHuA K yCuneHuio:

B MH(OPMALIMOHHON cMcTeMe L0/KHO obecneynmBaTbCs BbisBIEHWE BPEAOHOCHOIO NPOrpaMMHOro
obecrneyeHuns n pearmpoBaHne Ha ero obHapy>XeHne Ha YCTPONCTBAX CPEACTBOM aHTUBMPYCHON
3alUMThI 40 3arpy3Ky OnepaLMoHHbIX CUCTEM;

B MH(HOPMALMOHHON cucTeMe A0/HKHO obecneynBaTbCs LLeHTpaan30BaHHOE yrnpasfieHne
aHTUBMPYCHON 3aLUUTON 3a CYET NPUMEeHeHNsa cpelcTB, obecneymBaloLnX LeHTPaIM30BaHHOE
yrnpasJieHne cpeAcTBaMy aHTUBUPYCHOW 3aLUNThI;

B MH(HOPMALMOHHON cucTemMe foskKHa obecneynBaTbCs HACTPOMKA CPeACTB aHTUBMPYCHON 3aLLUThbI
Ha YCTPOMCTBaX MH(MOPMaLIMOHHON CUCTEMBI, Yepe3 KOTOopble B Hee MOXXeT BblTb BHEAPEHO
BPE€AOHOCHOE NporpamMmmHoe obecneyeHune, obecneymBatoLlas NpoBepky B MacliTabe BpemeHw,
613KOoM K peanbHOMY, 06BbEKTOB ((halnnoB) N3 BHELIHNX UCTOYHWUKOB MNP 3arpy3Ke, OTKPbITAN UK
NCNOJIHEHUN TaKUX annos.

Peanusauus B MHPOPMaLLMOHHON CUCTEME:
Mepa 3aWwnTbl MHDOPMaLUK

Knacc 3aluieHHocTH

K3

K2

K1l

AB3.1

+

+

+

YcunneHue AB3.1
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AB3.2 AHTUBMpPYCHaA 3alUMUTa 3JIEKTPOHHOWN MOYThI
Lenb: ObecneyeHne aHTUBUPYCHOM 3aLLMTbl S/IEKTPOHHOW NOYTHI, BKJIIOYaloLLEe:

0bHapy>XeHne KOMMbITEPHbLIX MPOrpaMm Ibo NHOM KOMMbIOTEPHON MHGOPMaLUK,
npefHa3HaYeHHbIX A5 HECAHKLMOHMPOBAHHOMO YHNYTOXEHUS, 6NOKMPOBaHNS, MOANDUKALMK,
KOMMPOBAHMNS KOMMbIOTEPHON NH(POPMaLUN NN HENTPAAU3aLNN CPEACTB 3aLUNThbl MHGOPMaLMK,
COKpPbLITUS MPUCYTCTBMS APYrOro BPeAOHOCHOIO MPOrpaMMHOro obecneyeHuns B MHHOPMaLMOHHON
CUCTEME, COKPLITUS CBUAETENLCTB HECAHKLMOHMPOBAHHOIO A0CTYNa K 106bIM pecypcam
MHDOPMALIMOHHON CUCTEMBI;

obecneyeHune pearnpoBaHnsa Ha 06Hapy)KEHVIe BpeanoHOCHOIro nporpaMmMHoOro obecneyeHus.

TpeboBaHua K peanusauum: Peannsauns aHTUBUPYCHONM 3aLLUNTbI 3/1EKTPOHHON NOYTbI [O/KHA
npefycMaTpuBaTh:

obHapy>xeHmne B CO0BLLEHNAX 3NEKTPOHHON NOYThl BPEAOHOCHOr0 NPOrpaMMHOro obecneyeHus;

pearnpoBaHue Ha obHapy>xeHue yrpo3 6eszonacHoOCTM MHopMaumum nytem 6J0KMPOBaHMNS
(yaaneHus) BpeAOHOCHOIro NPorpaMMHOro obecneyvyeHmns n3 coobLLEHNA SNEKTPOHHON MOYTHI,
NHGOPMUPOBaHMA 06 06HapyXeHHbIX yrpo3ax 6e30macHOCTM HOPMaLMK, OMOBELLEHNSA O
BbIMNOJIHEHHbIX AENCTBUSAX (YAaneHUn coobLEeHNN SINEKTPOHHOM NOYTbI NN BNOXKEHWI, NOMELLEHNN B
KapaHTWH).

YKa3aHHble Mepbl 3alLMTbl UHPOPMaLMKN Ppeann3yroTCs 3a CHeT NPUMEHEHNS CPeACTB aHTUBUPYCHON
3aLLUMTbl 3N1EKTPOHHOM MOYTHI.

TpeboBaHuA K [,OKYMEHTUPOBaHMUIO: B 3KCNyaTaLMOHHON AOKYMEHTALMMN Ha MHDOPMALIMOHHYO
CUCTEMy A0JDKEH ObITb onpeaeneH NopsAoK OCYyLLECTBAEHNS aHTUBMPYCHOW 3aLLUMUTbl 3EKTPOHHON
MoyYTbl.

TpeboBaHMuA K YCUNEHUIO:

B MH(OPMALMOHHOWN CUCTEME [0/HKHO obecneyvmBaTbCa 0bHapyXeHNe KOMMbIOTEPHbIX BUPYCOB BO
BIOXKEHMAX COOBLLEHNI SNEKTPOHHOM MOYThI, COAEPXKALUNX AaHHbIE, MHKAMNCYIMPOBaHHbIE B
npeobpa3oBaHHOM (KOAMPOBAHHOM) BUAE, N apXMBUPOBaAHHbLIE haibl.

Peanu3auus B uHpOpMaLMOHHON cUCTEME:!
Mepa 3aLWmnTbl UHOPMaLUN

Knacc 3alnLeHHoCTH

K3

K2

K1

AB3.2
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+

+

YcnneHune AB3.2

AB3.3 AHTUBMpPYCHas NpoBepKa ceTeBoro Tpaduka

LLenb: ObecnevyeHne aHTUBUPYCHOM 3alLUTbLI CETEBOro TpaduKa, BKIOYaOLLEE:

obHapy>XeHne KOMMbIoTEPHbLIX NPOrpaMM b0 NHOM KOMMNbIOTEPHON MHGOpMaL MK,
npefHa3Ha4YeHHbIX 419 HECAHKLNOHMPOBAHHOIO YHUYTOXXEHMA, 610KMpOBaHNSA, MOANGMKaLNN,
KOMMPOBaHMA KOMMbIOTEPHON NHDOPMALUN NN HENTPan3aLmm CpeacTB 3allnTbl MHopMaumm,
COKPbITUS NPUCYTCTBMA APYrOro BPeAOHOCHOro NporpaMMHoro obecneyeHns B MHPOPMaLMOHHON
cuUCTeMe, COKPbITUSA CBUAETENbCTB HECAaHKLMOHMPOBAHHOIO AOCTYMNa K NtobbiM pecypcam
NH(OPMALIMOHHON CUCTEMBI;

obecneyeHune pearnpoBaHus Ha obHapy>XeHne BPeOHOCHOMO NPOrpPaMMHOro obecrneyeHus.

TpeboBaHuA K peanusauumn: Peannsaumns aHTUBUPYCHON 3alUThl CETEBOr0 TPadUKa A0SXKHA
npeaycMaTpuBaTh:

aHTVBUPYCHYIO NPOBEPKY (halifioB, N3BIEKAEMbIX U3 CETEBOr0 TPauKa;

aHan3 CbaI7IJ'IOB, N3BNEKaeMbIX N3 CETEBOro Tpauka, Ha NpeaMeT HaM4nsa BPe4oHOCHOro
nporpamMmMHoro obecneyeHuns B MacwTabe BPEMEHMN, 6113KOM K peasibHOMY,

aHanu3 hannoB, N3BJEKAEMbIX U3 CETEBOr0 Tpaduka, Ha NPeaMeT HaMyus BpeLOHOCHOMO
nporpaMMHoOro obecneyeHms ¢ UCMOb30BAHNEM CUTHATYPHOro MeToAa 06HapyXeHMs, X3LL-CYMM U
APYrUX UHONKATOPOB;

pearunpoBaHue no pesysbTaTaM aHTUBMPYCHON NPOBEPKU (halioB, N3BIEKAEMBIX N3 CETEBOIr0O
Tpauka, B COOTBETCTBUM C NOPSAKOM, YCTAHOBNEHHbIM B 3KCMyaTaLUNOHHON LOKYMEHTaUUN.

YKa3aHHble Mepbl 3aLUTbl UHDOPMALIUN Peann3yoTCcs 3a CHET NPUMEHEHUS CPeACTB aHTMBUPYCHOM
3aWKnThl U (MAK) MHOFOMYHKLMOHAJIbHBIX MEXCETEBbIX 3KPAHOB YPOBHS CETU, U (MSIN) UHBIX CPEeACTB
3alNTbl MHOPMaLuK.

TpeboBaHuA K JOKYMEHTUPOBAHMUIO: B 3KCNyaTaUMOHHON AOKYMEHTALUUN Ha UHOPMALIMOHHYIO
CMCTEeMY J0JKeH bbITb onpeneneH NopsaaoK oCyLeCTBIEHUA aHTUBUPYCHOM 3alLMThl CETEBOIO
Tpaduka.

TpeboBaHuA K yCUNEHMUIO:

B MH(OPMALIMOHHON cMcTeMe [o/KeH obecnevmBaTbCs aHanus panios, N3BJIEKAEMbIX N3 CETEBOI0
Tpauka, Ha NPeaMeT HaAn4Yns BPeJOHOCHOMO MPOrpaMMHoro obecneyeHmns C NCNosib30BaHNEM
3BPUCTUYECKUX METOLI0B OOHAPYXEHUS;

B MH(OPMALIMOHHON cMCTeMe [0/KEeH obecnevynmBaTbCs aHanu3 panios, U3BJIEKAEMbIX U3 CETEBOI0O
Tpauka, Ha NpeaMeT HaAnyYus BPeAOHOCHOMO NPOrpaMMHoro obecrneyeHunst Ha NPUKIaAHOM YPOBHeE
ANS YCTAHOBNEHHbIX B 3KCMJ1yaTaLMOHHON AOKYMEHTALMN NPUIOXKEHN (BED-NPUI0KEHNIA,
KIMEHTOB halNoBbIX XPaHWUNLL, MECCEHAXXEPOB U NHBIX MPUIOXKEHNI);

B I/IHCIZ)OpMaLI,I/IOHHOIZ cncTteme gosKeH OCylEeCTBIATLCA aHa/IN3 N3BJIEKAEMbIX N3 CETEBLIX NMaKeTOB
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LaHHbIX, UHKAMNCYMPOBaHHbIX B Npeobpa3oBaHHOM (KOAUPOBAHHOM) BUAE, HA NPEAMET HaJIM4us
BPEOHOCHOr0 NPOrpaMMHOro obecrneyeHuns.

Peanusauus B uHpOpPMaLMOHHON CUCTEME:
Mepa 3aLWmnTbl UHOPMaLUN
Knacc 3almieHHoCcTn

K3

K2

K1

AB3.3

+

+

+

Ycunenuve AB3.3

AB3.4 MNpuMeHeHne 3aMKHYTOM CUCTEeMbI (Cpeabl) NpeaBapuTeNbHOrO BbIMOJHEHUSA NPOrpamMm
(«necoYHnLbI»)

Lenb: BoisiBNieHne B I/IHCI;)OpMaLlVIOHHOVI cncteme BpegoHOCHOro nporpaMmMHoro obecneyeHuns nyTem
3alyCKa noTeHunaiabHO BPEOAOHOCHbIX 06bekToB B 3aMKHYTOIZ I'IpOFp8MMHOI7I cpene ncnonHeHms
(«necoyHmLe») N aHann3a NoBeaeHns YKa3aHHbIX 0bbeKkToB.

Tpeﬁoaauml K peanun3dauunn: B C/ly4a€ BbIABJIEHNA B I/IHq)OpMaLI,I/IOHHOIZ cncrteme notTeHunasabHOro
BPeOOHOCHOro obbekTa KOHTPOJIA " (nnn) noTeHunanbHoOro BpPeOOHOCHOr o noeeneHmMA obbekTa
KOHTPOJ1A OOJIXXHbI obecneynBaThbCS:

BO3MOXXHOCTb Nepenayn Konum noTeHumanbHO BPeAOHOCHOro 06bekTa B 3aMKHYTYI0 CUCTEMY
(cpeny) NnpenBapuTesIbHOMO BbIMOAHEHUSA NPOrpamMm («Meco4HuULY») B LLeSISX ero AMHaMmyeckoro
aHann3a;

AVHAaMUYeCKNI aHaM3 NoTeHLUNaIbHO BPeAOHOCHOro 06beKkTa B 3aMKHYTON cucteme (cpene)
NpeaBapuUTeNbHOrO BbINMOJIHEHWSA MPOrpPaMM («NeCOYHULE»);

noJlydeHne pesybTaToOB ANHAMMYECKOro aHaan3a NoTeHUna bHO BPeAOHOCHOro 06bekTa B
3aMKHYTOWN cucTeme (cpeae) npeaBapuTenbHOr0 BbIMOJHEHUSA NPOrpamMM («NecoYHNLE»).

TpeboBaHuA K BOKYMEHTUPOBaHMUIO: He NpeabaBasoTCS.
TpeboBaHMuA K yCUNEHMUIO:

B I/IH(pOpMaLI,I/IOHHOIh cncreme ooJsNKHa NPpUMeHATbLCA 3aMKHYTaAa CUCTeMa (cpeua) npeaBapunTenbHOro
BbIMOJIHEHNA NPOrpamMm («necoyHmuar»), no3eonstoLLas obecneynBaTb BO3MOXHOCTb UMUTALUN
Noib30BaTE/IbCKUX AENCTBUN C nogo3punTesibHbIMU obbekTamu;
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B MH(OPMALMOHHON CUCTEME A0JIKHA NPUMEHATLCA 3aMKHYTasA CUCTeMa (cpefa) npeaBapuTebHOro
BbIMNOJIHEHMA NPOrpaMM («nNecoyHuLa»), obecneyvmsarowas BOSMOXXHOCTb 3arpy3ku obpasos
BMPTYasibHbIX MaLUWH, BXOAALWMX B COCTaB UH(POPMALIMOHHON CUCTEMBI.

Peanusauus B UH(pOPMaLMOHHON CUCTEME:
Mepa 3aLWmnTbl UHPOPMaLUN

Knacc 3almieHHoCcTHn

K3

K2

K1

AB3.4

YcuneHue AB3.4

4.14. ObHapy>XXeHue ¥ NnpenoTBpalLeHne BTOP>XXEeHUN Ha CeTEeBOM YPOBHe
(COB)

COB.1 ObHapy»eHue 1 NnpefoTBpaLleHne BTOPXKEHNUI Ha nepumeTpe

Uenb: ObHapyXeHue 1 npefoTBpaLLleHne BTOPXXEHNA (KOMMbIOTEPHbIX aTakK) CO CTOPOHbI BHELUHNX
HapyLmTenen Ha nepumeTpe MHPOPMaLMOHHbBIX CUCTEM.

TpeboBaHusa K peanusauuu: Mpu o6HapyXeHUN 1 NPefoTBPaALLEHNM BTOP)KEHNIN Ha NepUMeTpe
0OJKHbI 0becnevynBaThCS:

nony4yeHne CeTeBOro Tpadurka (Konmm ceTeBoro Tpaguka) Ana aHanmsa;

obHapyxeHune (NpefoTBpaLleHne) BTOPXKEHUIN (KOMMNbIOTEPHLIX aTak) Ha NnepuMeTpe
NH(OPMALIMOHHOWN CUCTEMBI;

pearmpoBaHNe Ha KOMMNbIOTEPHbIE aTakK (Hanpumep, yBeAoOMJIeHMe agMMHUCTpaTopa 6e3onacHoCTy,
6noKmpoBaHme Tpaurka) B COOTBETCTBMM C IKCMJIyaTaLMOHHON LOKYMEHTaUNeN;

aBTOMaTU3MPOBAHHOE NoJyyYeHne 1 0bHoBeHMe Ba3 pelatoLmnx Nnpasua N MHAMKATOPOB aTak
CpencTB 3alnTbl MHpOPMaL MM C pecypcoB pa3paboTymka CpeacTBa v (Man) C HaCcTpanBaeMbIX
NOKasbHbIX PeCypCcoB Mo pacnucaHunio n (nam) no TpeboBaHuio.

YKa3aHHble Mepbl 3aLLMTbl UHPOPMALMKN PEaNN3YOTCS 3@ CHET NPUMEHEHNS CUCTEM 0OHapPY>XXeHUs
BTOPXXEHMWI YPOBHS CETU, 1 (M1) MHOFOGYHKLNOHAbHBIX MEXCETEBbLIX 3KPAHOB YPOBHS CETU, 1
(MIN) MHBIX CPeACTB 3aLUNTbI MH(hOPMaLLMW.

TpeboBaHMA K B,OKYMEHTMPOBAHMIO: B 3KCMN/yaTaLMOHHON AOKYMEHTALMN Ha MHPOPMALIMOHHYIO
CUCTeMy N0JKEH bbIThb onpefesieH Nopsaok 06Hapy>XeHNs U NPeaoTBPaLLEHNS BTOPXKEHUI Ha
nepumeTpe.

TpeboBaHua K ycuneHmio:
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1) B nHOpMaLMOHHON cucTeMe AO0JKHbI pa3pabaTbiBaThCsA (MOAEPHM3MPOBATLCA) peLlatoLme
npaBuia C Lesibio NpefoTBPaLLeHNs KOMMbIOTEPHbIX aTak, CneunguyHbIX 4159 MHPOPMALMOHHON
CUCTEMbI, @ TaKXXe HOBbIX KOMMbIOTEPHbIX aTak, MH(OPMaLMs 0 KOTOPbIX Bbia nonyvyeHa u3
OTKPbITbIX WX UHBIX UCTOYHUKOB;

2) [O/KHO OCYLLECTBAATLCA 0OHApY>XeHNE BTOPXKEHUIA HA MPUKIAAHOM YPOBHE;

3) Jo/KHa obecneymBaTbCA BO3IMOXKHOCTb aHaM3a U3BNEKaeMbIX U3 CETEBbIX MAaKeTOB AaHHbIX,
NHKaMNCyMPOBaHHbIX B Npeobpa3oBaHHOM (KOAMPOBAHHOM) BUAE, Ha NpeaMeT 0bHapyXeHus
BTOPXXEHUI (KOMMNbIOTEPHBIX aTak);

3) nomKHa obecneynBaTbCst BO3MOXHOCTb XPaHEHUS hparMeHTOB COBpaHHOro ceTeBoro Tpaduka;
5) [oKHa obecneynBaTbCst BO3MOXHOCTb PETPOCNEKTUBHOIO aHaM3a CEeTEBOro Tpaduka;
6) Oo/KHa obecneyrBaTbCs BO3MOXXHOCThL BbISIBIEHWS aHOMaIMA CETEBOro Tpaduka;

7) posKHa obecneynBaThCs BO3MOXHOCTb aHan3a BIOXKEHN N 0O0bEKTOB, U3BJIEKAEMbIX U3
CeTeBoro Tpaduka (MCNosHseMbIX halioB, CChIJIOK, apXMBOB 1 APYrX 06BEKTOB), C BO3MOXHOCTbIO
NX nepefayn B 3aMKHYTYIO NPOrpaMMHYL0 cpefy UCMOIHEHUS («NeCoYHNLY») AN AUHAMUYECKOro
aHaJiIn3a B aBTOMATUYECKOM PEXUME;

8) BOJKHBI MPUMEHATLCSA CPEACTBa 3alMTbl MHopMaL MK, obnagatoLmne KOMnIeKCHbIMU
(PYHKUMOHaIbHBIMU BO3MOXHOCTAMY N0 0OHaPYXEHUIO BTOPXXEHWIA, aHaN3y CeTeBOro Tpaduka Ha
npeLMeT Haln4ms BpeLOHOCHOro NporpaMMHoOro obecnevyeHuns, B TOM Yncse ¢ UCNoJsib30BaHNEM
3aMKHYTOW NPOrpamMMHON cpelbl UCNOJIHEHUSA («MeCOYHULbI»);

9) nonxHO obecneynBaTbCA UCNOJIb30BaHME penyTaunoHHON 6asbl yrpo3 A5 NPoBEepPKU CeTeBbIX U
npuknagHelx apTedakTos (IP-agpecos, fomeHoB, URL) B MacwTabe, 61M3KOM K peasibHOMY BpeMeHu;

10) £OJKHbBI NPUMEHATHLCA NAaCCUBHbIE (3HEProHe3aBnCMble) TeEXHUYeCKue CpeacTBa
OQHOHanpaBNeHHOro OTBETBJIEHNS CEeTEeBOro TpaduKa N5 Nosy4YeHnsa Konum CeTeBoro Tpaduka
cuctemMamu obHapyXeHns BTOPXKEHWU YPOBHA CeTU A5 aHan3a.

Peanu3auus B HpOpMaLMOHHON cUCTEME:
Mepa 3aWmnTbl UHOPMaLUN

Knacc 3almeHHoCTn

K3

K2

K1

COB.1
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YcnneHue COB.1

COB.2 ObHapy»XeHue 1 NnpenoTBpaLleHne BTOPXKEHUI B CErMeHTaxX MHGOPMaLMOHHON CUCTEMBI

Lenb: O6HapyxeHne 1 NpefoTBpalleHNne BTOPXKEHNIA (KOMMbIOTEPHbIX aTak) CO CTOPOHbI BHELLHUX 1
BHYTPEHHWX HapyLIWUTesen B cerMmeHTax MHPOPMALMOHHON CUCTEMBI.

TpeboBaHua K peanusauuun: [JomxkHO obecneynBaTbCa 06HapyXeHne (NpefoTBpaLleHme)
BTOPXXEHUI (KOMMbIOTEPHbLIX aTak) B CerMeHTax (Ha rpaHuuax CerMeHToB) MH(OPMaLMOHHON
CUCTEMBI.

B KayecTBe Taknx CerMeHTOB pacCMaTpPUBaOTCS:

CeTeBble CErMeHTbI (HanpuMep, BHYTPEHHAS CeTb MHPOPMALMOHHOW CUCTEMbI, CETb FOCTEBOI0
focTyna);

(PYHKUMOHabHbIE CEerMeHThl (Hanpumep, ceTb ANa 06paboTKy (hPMHAHCOBLIX AaHHbIX, CETb 4N1A
NnoJib30BaTENIbCKUX NHTEPENCOB);

CErMeHTbl C Pa3/IMYHLIM YPOBHEM 3HAYMMOCTM UHDOPMaLUN;
CErMeHTbl C Pa3/INYHbIMMK KJlTAaCCaMM 3aLLNLLEHHOCTH;

CErMEeHTbI C Pa3/IMYHbIMM TUNAMM YCTPOWCTB (HanpuMmep, aBTOMaTU3NPOBaHHbIe paboyne MecTa,
CepBepbl, TENEKOMMYHMKaLMOHHOE 06opyaoBaHMe).

[lonxeH obecneymBaTbCs aHaIN3 CETEBOrO Tpahka MeX Ay CerMeHTaMn Ha HaM4me BTOPXXEHUN
(KOMMbIOTEPHBIX aTak).

JomxHo obecneynmBaTbCs aBTOMaTU3MPOBAHHOE NOyYeHne n 06HoBNeHNe Ba3 pellatoLnX NpaBua 1
MHAMKATOPOB aTaK CPeACTB 3aluUThl MHAOPMALIMK C pecypcoB pa3paboTynka cpeacTsa v (nam) ¢
HacTpanBaeMblX JIOKaIbHbIX PECYpPCOB MO pacincaHuio n (nau) no TpeboBaHuto.

YKa3aHHble Mepbl 3alLMTbl UHPOPMALMKN Peann3yoTCs 3@ CHET NPUMEHEHNS CMCTEM 0BHapY>XXeHUs
BTOPXXEHMWI YPOBHS CETU, U (MI1) MHOMOGYHKLMOHAbHBIX MEXCETEBbLIX 3KPAHOB YPOBHS CETU, 1
(UMW) VHBIX CPeACTB 3aLLNThI MH(OPMALLMN.

TpeboBaHuA K L,OKYMEHTUPOBaHMUIO: B 3KCNayaTaLMOHHON AOKYMEHTALMMN Ha NHDOPMALIMOHHYO
cMcTeMy foskeH bbiTb onpefeneH Nnopagok obHapy)XeHnsa 1 NpefoTBPaLLEeHNA BTOPXEHNIA
(KOMMbIOTEPHbIX aTaK) B CerMeHTax MHHMOPMALMOHHON CUCTEMBI.

TpeboBaHuA K ycuneHuio:

[O0JHKHO obecneymBaTbCs 6ﬂ0KVIpOBaHI/|e CeTeBOro Tpauka nam n3onauma CerMeHTa, B KOTOPOM
06Hapy)KeHbI KOMMbIOTEPHBLIE aTakKW,

[O0JHKHO obecneymBaTbCs LEeHTPa/In30BaHHOE YyrnpaBsieHne (aD,MVIHVICTpI/IpOBaHVIe) KOMMOHEHTaMM
CNCTEMBI 06Hapy)KeHI/IF| BTOp)KGHI/II?I, YCTAHOBNEHHbLIMW B Pa3/IN4HbIX CEMMEHTAX I/IH(*)OpM&]LI,I/IOHHOI?I
CNCTEMBDI.

https://wiki.privacy-advocates.ru/ Printed on 2026/10/17 00:03



MeTopuyeckuin pokymeHT OCTIK Poccum o1 12.04.2026 «CocCTaB 1 cofepxaHme MeponpuaTuin n mep no

2026/10/17 00:03 151/187 3awWwuTe nHopMaLmm, coaepxxallencs B MHPOPMaLMOHHBIX CUCTEMaX»

Peanusauus B UHpOpPMaLMOHHON CUCTEME:
Mepa 3aWwmnTbl UHPOPMaLIUN

Knacc 3alnLeHHoCTH

K3

K2

K1

COB.2

+

+

+

Ycunenune COB.2

4.15. CermeHTauLMAa U MeXceTeBoe 3KpaHupoBaHue (MC3)

MC3.1. CermeHTauUns ceTun
Lenb: ObecneyeHne n3onaumnm cerMeHToB MHGOPMaLMOHHON CUCTEMbI APYr OT Apyra.

TpeboBaHua K peanusaumm: B MHHOPMALMOHHON CMCTEME A0/MKHA ObITb peasn3oBaHa
cermMeHTaums MHPOPMALIMOHHON cucTeMbl. CerMmeHTaUmus MHHOPMALIMOHHON CUCTEMbI MPOBOANTCS
NyTeMm BblAeNeHUs:

CeTeBbIX CErMEHTOB (HanpuMep, BHYTPEHHSASA CeTb MHGOPMALMOHHON CUCTEMBI, CETb FOCTEBOI0
[ocTyna);

(byHKLMOHaNbHbIX CErMEHTOB (HanpuMep, ceTb AN 06paboTkn (UHAHCOBLIX AAaHHbIX, CETb A4
NoJIb30BaTENbCKUX UHTEP(ENCOB);

CerMeHToB C pa3/in4HbIM YPOBHEM 3HAYNMOCTH I/IHCpOpMaLI,I/IVI;
CErMeHTOB C Pa3/IMYHbIMN KNaCCaMW 3allNLLLIEHHOCTN,

CErMeHTOB C pa3/IMYHbIMU TUMAMM YCTPONCTB (HanpuMep, aBTOMaTM3NpPoBaHHbIe paboyne mecTa,
cepBepbl, TeIEKOMMYHUKaLMOHHOe obopyLoBaHme);

CEerMeHTOB BUPTYanbHOWN Cpesbl;
CerMeHTOB KOHTENHEPHOW cpefbl.

Mpu cermeHTauun MHHOPMALIMOHHON CUCTEMBI [O/KHbLI 06eCneynBaTbCa KOHTPOb 1 PUIbTPaLMS
CeTeBoro Tpagumka Ha rpaHuLLax CerMeHTOoB.
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Mpu cermeHTaLUN MHHOPMALIMOHHOW CUCTEMBI 1I0/KHA MPOBOAUTHLCS NPOBEPKA KOPPEKTHOCTH
CerMeHTaumm NHHOPMALIMOHHON CUCTEMbI B COOTBETCTBUM C KCMJTyaTaLUMOHHOW AOKYMEHTALNEN, HO
He peXxe 0[HOro pasa B rog.

JomxeH 6bITb 0becneyveH NPUHLAM MUHMUMAJIbHBIX MPUBUIEr A NPY B3aUMOLENCTBUM MeXyY
cerMeHTamu, Npu nNpefocTaBaeHUN AoCTyna CybbeKToB A0CTYrNa B CerMeHTbl MHDOPMaLMOHHON
CUCTEMBI.

YKa3aHHble Mepbl 3alMTbl UHPOPMALMKA Peann3yoTcs 3a CHET NPUMEHEHNS B MHGOPMALIMOHHON
CUCTEME MEXCETEBbIX 3KPAHOB, 1 (M) MHOFO(YHKLVOHAIbHBIX MEXCETEBLIX 3KPAHOB YPOBHS CETHU,
1 (nnKn) cpeacTB OLHOHAMNPAaB/EHHON Nepeaayn MHopMaL MK, a Takxe (Npyu HeobxoanMMocCTH) 3a
cyeT PU3NYeCcKor N30NALUN OTAENbHbIX CErMEHTOB MH(OPMALIVOHHOW CUCTEMBI, ONpeaensieMbixX
onepaTopom.

TPEGOBaHMH K OOKYMEHTUPOBAHMUIO: B 3KCI'I}'IyaTaLI,I/IOHHOIh OOKYMEHTaUWN Ha I/IH¢)OpMaLI,I/IOHHy}O
CNCTeMy OoJKeH ObITb onpeneneH nopAanoK cerMmeHTaunn VIHCpOpMaLI,I/IOHHOVI CNCTEMBDI.

TpeboBaHuA K ycuneHuio:

[0JKHa b6bITb peajin3oBaHa MUKpPOCErMeHTaLlA Ha YPOBHE CETMEHTOB I/IHCpOpMaLI,I/IOHHOIz CUCTEMDbI,
obecneyunBatoLlas mx pa3geneHne Ha N30/MPoOBaHHbIe CErMEHTbI;

[0JHKHa 6bITb peann3oBaHa BO3MOXXHOCTb NPeAoCTaBNeHNA AOCTYMNa BHELWHUX N0Jib30BaTeNEN K
NPUIOXKEHNAM (CepBMCaM) MHPOPMALIMOHHOM cucTeMbl 6€3 NpefocTaBNeHNs 4OCTYNa K UHbIM
CerMeHTaMm MH(OPMaLMOHHON CUCTEMbI;

A0/KHa ObITh peann3oBaHa aBTOMaTU3aLMS YNPaBAEHUS NPaBuUIamMn GUbTPALIN B CErMeHTax
MHOPMALIMOHHOW CUCTEMbI A8 06ecrneyeHunst CorfacoBaHHOCTW NPABW Ha PA3SIYHbIX MEXCETEBbIX
3KpaHax;

L0JKHBI LLEHTPAIM30BaHO PErNCTPUPOBATLCS COOLITUS HNOKMPOBKYM MOMbLITOK AOCTYNa B 06xo4
onpenensieMblx ONepaTopoM NpaBul MEXCETEBOr0 3KPaHMPOBAHWS C MPUMEHEHNEM CPELCTB
MOHWUTOPWHIa NHGOpMaLNoHHON 6e30MacHoOCTH.

Peanusauusa B MUHPOPMaALMOHHON CUCTEME:
Mepa 3aWwnTbl NHOPMaLUN

Knacc 3alnLLeHHoCTH

K3

K2

K1

MC3.1
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Ycnnedune MC3.1

MC3.2. OpraHunsauns oeMnanTapn3oBaHHOM 30HbI

Uenb: Co3faHne KOHTpompyemoro 6ygepHoro cermeHTa UHMOPMALIMOHHOM CUCTEMbI ANs
6e30MacHOro B3auMoencTBns C BHEIHUMI UH(DOPMALIMOHHBIMU CUCTEMAMMN U CETAMMU,

TpeboBaHusa K peanusauuu: B nHHOPMaLIMOHHOM CUCTEME A0/KHA ObITh peann3oBaHa
AeMUNNTapn30BaHHaa 30Ha NS pa3MeLLeHNs KOMNOHEHTOB UH(POPMALIMOHHOW CUCTEMBI,
obecneymnBatonx B3anMoaencTene C BHELWHUMIN NUHDOPMALIMOHHBIMU CUCTEMAMU U CETAMU, BKJIKOYAS
ceTb «/IHTEepHeT».

JleMunnTapr3oBaHHas 30Ha 40J1XKHa ObITb N30/IMPOBAHA OT BHYTPEHHUX CErMEHTOB
MHDOPMALMOHHON cMcTeMbl, 0bpabaTbiBaoWUX NHHOPMALINIO OrPaHNYEHHOr0 AOCTYNA, C
NMPUMEHEHNEM MEXCETEBbIX 3KPAHOB, U (1) MHOTOYHKLIMOHAbHBIX MEXCETEBbLIX 3KPAHOB YPOBHS
ceTu, n (unn) cpeacTs oAHOHANPaBAEHHOW Nepeaayn UHMOPMaLMN.

Bce ceTeBble cOeVHEHNS MEX Y AEMUANTAPU30BAHHON 30HOW, BHELLUHUMU MHAOPMALIMOHHBIMY
cMCTEMaMW, CETSMMN U BHYTPEHHUMU CErMEHTAMI [O/KHbI MPOXOAUTb Yepe3 CPeACTBa MEXCETEBOMO
3KPAHMPOBAHMSA 1 (MIM) MHOMO(YHKLIMOHA/IbHbIE MEXCETEBBIE 3KPaHbI YPOBHS CETHU.

TpeboBaHUA K [OKYMEHTUPOBaAHMUIO: B 3KCNNyaTaLMOHHON AOKYMEHTALUMMN Ha MHDOPMALIMOHHYO
cucTemy AoJsKeH ObITb onpeaeneH NopsAoK OpraHn3aunm AEMUINTAPU30BAHHOW 30HbI.

TpeboBaHuA K ycuneHuio:

[0/1XKHa 06ecneynBaThCs 3alUTa KOMMNOHEHTOB UHOPMALIVMOHHON CUCTEMBI, HAXOAALLMUXCS B
OEMUINTAPU30BaHHOW 30HE, C NPUMEHEHUEM CPEACTB MEXCETEBOro SKPaHNPOBaHUS YPOBHS Beb-
cepsepa;

JLOJKHbI MCMOJIb30BaThCS 06paTHbIE MPOKCU-CEPBEPDI AN OPraHM3aLUy OCTYNa K KOMMOHEHTaM
NH(POPMALIMOHHON CUCTEMbI, HAXOAALMMCS B AEMUANTAPU30BAHHON 30HE;

annapaTHas nnaTdopMa CpeacTB 3awnTbl UHGOPMaLUN (B TOM YUCE MHOTO(MYHKLNOHAJIbHBIX
MeXCEeTeBbIX IKPAHOB YPOBHS CETU), UCMOb3YEMbIX B AEMUIMTAPMU30BaHHOM 30He Ans 6e3onacHoro
B3aMMOLENCTBNSA C BHELUHUMU NH(POPMALMOHHBIMY CUCTEMAMU U CETAMM, A0JDKHA OrpaHUYMBaTh
[OCTYN Yepes ceTeBble UHTEP(ENChl K ONepaTUBHON NaMATU yKa3aHHbIX CPEACTB 3aLLnThbI
MHMOPMaLMM TONIbKO B pa3peLlleHHOM Anana3oHe agpecoB U NCKIIYaTb BO3MOXHOCTb A0CTYyMa (Kak
Ha YTEeHMe, TaK M Ha 3anuncb) K OCTalbHOW YaCTW ONepaTMBHON NaMSATK CO CTOPOHbLI CETEBOI0
NHTepgdenca.

Peanusauus B MH(OPMaLMOHHON CUCTEME:
Mepa 3awnThbl MHDOPMaLUK

Knacc 3almiLeHHocT

K3

K2
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K1l

MC3.2

+

+

+

Ycunexne MC3.2

MC3.3. KOHTpOJIb CeTEBOro A0CTyna u puabTpaumna Tpaguka

Uenb: ObecneyeHne 6€30MacHOro CETEBOr0 B3aMMOAENCTBUS MEX Y CErMEeHTaMM
MHOPMALMOHHONW CUCTEMbI, @ TAaKXe BHELUHUMU NH(OPMALMOHHBIMI CUCTEMAMU U CETSMU.

TpeboBaHusa K peanusaumm: B nHGOPMaLMOHHON cUCTeMEe A0/MKEH ObITb peasn30BaH KOHTPOJb
CeTeBOro fOCTyna 1 uabTpaLmus BCEro Tpaduka Ha rpaHnLax Mexay CerMeHTamm
MHMOPMALMOHHON CUCTEMbI, @ TaKXXe Ha rpaHuLe C BHEWHUMU MHEOPMALMOHHBIMU CUCTEMAMM U
CeTAMU, BKIIOYas CeTb «MHTEepHET».

KOHTPO/Ib AOJIKEH OCYLLECTBAATLCS C MPUMEHEHUEM MpaBua MUabTpauumn Tpadurka, pa3paboTaHHbIX
C YY4E€TOM aKTyaslbHbIX Yrpos, 1 (1iv) C NpUMeHeHneM CpeacTB O4HOHANPaBAEHHOW nepenayn
NHopmaLmun.

B nHhopMaLMOHHOW cMcTeMe f0JKHbI ObITb OnpeAeneHbl NpaBuia KOHTPOS U pUibTpaLum
ceTeBoro Tpaduka. PunbTpaunm noanexaT BXOAALME N NCXOAsLLNE CeTEBbIE COeANHEeHNs. B
NH(POPMALIMOHHON CUCTEME A0JIKHbI PEFMCTPUPOBATHLCSA COObITUS 6E30MacHOCTM, CBSA3AHHbIE C
HapyLLUEeHWEM MNpPaBua CETEBOr0 B3aMMOENCTBUSA, ONPEAENSEMbIX ONEPATOPOM.

HonKHO obecneynBaTbCA pe3epBHOE KONMMpoBaHWE NepevHA npaBnsl MEXCETEBOI0 3KPaHNPOBaHUA

YKa3aHHble Mepbl 3alUTbl MHPOPMALMM Peanmn3yloTCa 3a CHeT NPUMEHEHNS B MH(OPMaLMOHHON
CUCTEME MEXXCETEBLIX IKPAHOB, U (M) MHOTO(YHKLMOHANbHBIX MEXCETEBLIX IKPAaHOB YPOBHSA CETH,
n (nnn) cpencTB O4HOHAMNpPaBJIEHHON Nepenayn nHgpopMaumm, a Takxe (Npyn HeobxoamMMocTn) 3a
cyeT (PU3NYEeCKON N3015UNN OTAENbHbBIX CErMEHTOB NH(MOPMaLMOHHON CUCTEMBI, ONpeaensieMblxX
ornepaTopoM.

TpeboBaHuA K BOKYMEHTUPOBAHMUIO: B s3KCNyaTaUMOHHON OKYMEHTALMMN Ha MHOPMALMOHHYO
cucTemy AoJSKeH BbITb onpeaeneH Nopsaok KOHTPOJIA U UAbTPaLMK CETEBOr0 TpaduKa.

TpeboBaHuA K yCUNEHMUIO:

Ha annapaTHOM YPOBHe [0/KHa BblTb peasin3oBaHa NakeTHas UabTpaLmnsa Ha OCHOBE (PU3NYECKUX U
(nnn) ceTeBbIX aipecoB OTNpaBuUTeNen, n (Man) nonyyvaTenen ceTeBoro Tpaguka C NPUMMeHeHnem
Me)KCEeTEBbIX IKPAHOB, U (1JIM) MHOrO(YHKLIMOHAIbHBIX MEXCETEBbIX IKPAHOB YPOBHSA CETMN.

Peanu3sauusa B UHPOPMaALMOHHON CUCTEME:
Mepa 3awwmnTbl MHOPMaL MK

Knacc 3alnieHHocTn
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K3

K2

K1

MC3.3

+

+

+

Ycunexne MC3.3

MC3.4. MaCcKnpoBaHMe CUCTEMbI

Lenb: 3aTpyaHeHVEe NpoBeAeHNa aHann3a MHMPOPMaLMOHHON CUCTEMbI U NOSTyYEeHUS CBEEHUN 0 ee
KOH(Mrypaunm n 0CO6EHHOCTAX (PYHKLMOHNPOBAHMA BHELLIHMMUN HapyLimTensMm 6e3onacHoCcTu
NHMOopMaL K.

TpeboBaHusa K peanusauuu: B nHPOPMaLMOHHON CUCTEME AO0JIKHbI ObITb ONpeaeneHsbi
KOMMOHEHTbI MHMOPMaLMOHHON CUCTEMBI, PACNOJIOXKEHHbIE Ha FPaHuLEe C BHEWHUMW CUCTEMaMU U
ceTaAMMN, BKJIKOYaA ceTb «/IHTepHeT», noAsieXxxallne MacKMpoBaHuo.

Mpu MacKNPOBaHUN LOJXKHA OblTb UCK/IOYEHA BO3MOXHOCTb HECAHKLIMOHNPOBAHHOI O ONpeaesieHns
CeTeBbIX alpecoB, HAUMEHOBAHWIA Y3/10B, TUMOB 1 BEPCMI MPOrpamMMHoro obecrneyeHus
MHDOPMALMOHHON CUCTEMBI.

OTBeTbl Ha ceTeBble 3anpPoCbl K KOMMOHEHTaM VIH(*)OpMaLI,I/IOHHOVI CnCTEeMbI, noanexakwnm
MaCKMNpPOBaHUO, HE OO0J/IKHbI paCKpbiBaTb CBEAEHNA O VIH(DOpMaLI,VIOHHOVI cncrteme (Hal'lpI/IMep,
CeTeBbIX afpecos, HaVMMeHOBaHWI Y3J10B, TUNOB " Bepcvu7| nporpamMmMHoro obecneyeHuns).

Peanusauns MacKMpOBaHNA He [O/KHA HApYLaTb WTAaTHbIE NPOLECCHl (OYHKLMOHMPOBaHNS
MHDOPMALMOHHON CUCTEMBI.

TpeboBaHuA K BOKYMEHTMPOBaHMIO: He NpeabaBasoTCs.
TpeboBaHMuA K YCUNEHMUIO:

OOJIKHbI MPUMEHATBCA TEXHOIOTMN COKPbLITUA CETEBbLIX afpeCcoB CePBNCOB OJ14 YNpaBieHUA
OOCTYNOM K aAMUHNCTPaTUBHbLIM CEPBUNCAM;,

L0JKHBI UCMOJIb30BaTbCA CUCTEMbI 3aMeJIeHNs CETEBOIr0 CKaHNPOBAHMS;
N0JKHO ObITh 0BecneyeHo NrHOPUPOBaHKE 3aMpPOCOB C BHELIHNX UCTOYHUKOB;

LOJKHbI MPUMEHATBLCSA CPeACcTBA MAacKMpPOBaHUs aTpubyToB ceTeBoro Tpaduka ansa 3aTpyaAHEeHNS
aHanmsa.

Peanusauus B UHpOpPMaLMOHHON CUCTEME:

Mepa 3aLWmnTbl UHPOPMaLUN
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Knacc 3alneHHoCTHn

K3

K2

K1l

MC3.4

YcuneHune MC3.4

MC3.5. Co3paHue NOXKHbIX CUCTEM

LLenb: BbissBNeHME NONbITOK HECAHKLMOHMPOBAHHOIO AOCTYNa HapywmnTenen B UHHPOPMaLMOHHON
CMCTEeMe C NCMNOJIb30BaHMEM CnelmanbHO CO34aHHbIX (IMYANPOBAHHBIX) IOXHBLIX MHGOPMALMOHHbIX
cucteM U (Mam) X KOMMOHEHTOB.

TpeboBaHua K peanusauuu: B MHPOPMaLMOHHON CUCTEME AOJIKHbI MPUMEHATLCS CNeLnasbHO
CO3[@aHHble (3MYIMPOBAHHbIE) NIOXKHbIE NHPOPMALMOHHbLIE CUCTEMBI U (USIN) NOXHbIE KOMMOHEHTHI
NHDOPMALIMOHHOM CUCTEMBI, NMpeaHa3Ha4YeHHble Ana 06HapYy)XeHNs, perncTpaunm n aHanmsa
AEeNCTBUI HapylwmnTenen 6e3o0nacHOCTU MHOPMaLIUK B MpoLecce peannsaumm yrpos 6e3onacHoCTm
NHMOpMaL K.

JIOXKHble MH(POPMALMOHHbIE CUCTEMbl UJIN UX KOMMOHEHTbI 40JIXKHbI:

NMUTNPOBATbL PYHKLMOHNPOBAHNE peasibHON MHPOPMALIMOHHOWM CUCTEMbI NI €€ KOMMOHEHTOB
(cermeHTOB);

06Hapy>X1BaTb 1 PErNCTPUPOBATL AENCTBUS HapyLnTenen 6e3onacHOCTU MHAOPMaLIUK No
peanun3aunm KOMMNbITEPHON aTakuy;

nepefaBaTb COOPAHHY0 MHHOPMALINIO B CUCTEMbI MOHUTOPWHIA MHKOPMALIMOHHO 6e30MacHOCTM.

JI0XXKHbI€ NH(OPMALIVOHHbIE CUCTEMbI AO/KHbI ObITh U30MPOBAHbLI OT MHPOPMALIMOHHON CUCTEMBI,
obnafaTh NPU3HaKaMM YHKLMOHUPYIOLLMX CEPBUCOB 1 HE [0/HKHbI COAEPXaTb MHGOPMaLUIO
OrpaHUYeHHOro JoCTyna.

TpeboBaHusA K B,OKYMEeHTMPOBaHMIO: He nNpenbaBasoTCs.
TpeboBaHMuA K yCUNEHUIO:

Ha KOMMOHEHTaxX VIHCIDOpMaLI,I/IOHHOVI CNCTEMbl OO0/KHbI CO30aBaTbCA JIOXKHbIE AaHHbIE. HaanMep,
MOryT CO0340aBaTbCA cnepytowne Tunbl JIOXKHbIX OaHHbIX:

opmaT TekcToBbIX hannos u Tabnumu doc, docx, odt, xls, xIsx;
NOXXHble AaHHble, pa3MelllaeMble B CUCTEMHbIX KOMMOHEHTaX OnepaLnoHHbIX CUCTEM;
NOXXHble AaHHble, pa3MellaeMble B NPUKIAAHOM NPOrpaMMHOM obecrneyeHnmn onepaunoHHbIX CUCTEM;

NOXXHbIE NH(OPMALIMOHHbIE CUCTEMBI UM UX KOMMOHEHTbI A0JIXKHbI NPEA0CTaBASATbL BO3MOXHOCTb
O[HO3HAYHOr0 ONpeaeNeHNs UX Kak CyLLeCcTBYOLLEN NHPOPMALIMOHHON CUCTEMbI, 6E3 BO3MOXXHOCTM
onpeneneHns KOMMOHEHTA Kak 3/1eMeHTa MHOPMaLMOHHOW CUCTEMBI.
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Peanusauus B UHpOpPMaLMOHHON CUCTEME:
Mepa 3aWwmnTbl UHPOPMaLIUN

Knacc 3alnLeHHoCTH

K3

K2

K1

MC3.5

YcnneHune MC3.5

4.16. 3awuMTa OT KOMMNbLIOTEPHbIX aTakK, HanpaBJiIeHHbIX HAa OTKa3 B
obcnyxusaHum (300)

300.1 3awuTa OT KOMMNbIOTEPHbIX aTak, HanpaB/IeHHbIX Ha 0TKa3 B 06Cy)X1BaHWK, Npu A0CTyne
BHELLHMX MOJib30BaTeNIen K NpukIagHbIM cepeucam, NnpenoctaBisemMmbiM NHPOPMALIMOHHON CUCTEMON

Lenb: ObecneyeHne 0OCTYNHOCTU MHPOPMALIMOHHON CUCTEMbI, B TOM YMC/IE BXOASALLMX €e COCTaB
06bEKTOB 3alWUThl MHOPMaLUK (MPUKIAAHLIX CEPBMCOB, CETEBLIX CEPBMCOB) MPU peann3aumm
HapyLWNTeNeM KOMMbIOTEPHbIX aTaK, HanpaBfieHHbIX Ha 0TKa3 B 06CY>XBaHWN.

TpeboBaHusa K peanusaumuu: B nHHOPMaLIMOHHOM CUCTEME A0/KHbI ObITb PEANN30BaHbI
cnepyouine Mepbl:

cepBepbl, obecneynBaioLLe 1 NPeaoCTaBASIOWMNE NPUKNaLHbIE CePBUCHI UHPOPMALMOHHON CUCTEMbI
BHELLUHVM MOJIb30BaTENSIM MHHOPMALMOHHON CUCTEMBI, AOJIXKHbI Pa3MeLlaThCs B
NEeMUIMTapU30BaHHOW 30HE, COOTBETCTBYIOLLEN Mepe 3alnTbl MHdopMaumm MC3.2;

Ha rpaHuLe OeMUINTAPU30BaHHOM 30HbI UKW A0 NOCTYNAEHUS B AEMUINTAPN30BAHHYIO 30HY
CceTeBOM TpahVK M3 BHELLHEN CeTW OOJKEH NoABEPraTbCa PuUabTpaLMM N O4YUCTKE OT
COCTaBAALWMX, CBA3AHHbLIX C KOMMbIOTEPHLIMK aTakaMu, HarnpaB/ieHHbIMA Ha OTKa3 B
0bCNy>XMBaHUK, C NCMONb30BaHNEM CPEACTB 3aluUTbl MHPOPMaLMM OT BO3AENCTBUN, HanpaBeHHbIX
Ha 0TKa3 B 06Cy>XMBaHMN MHDOPMALMOHHBIX (aBTOMaTM3MPOBaHHLIX) Ha CTOPOHE ornepaTopa
NH(OPMaLIMOHHOW CUCTEMbI, U (MNK) Ha CTOPOHE NpoBanaepa, n (Mn) opraHnsaumu,
nNpenoCcTaBNAoLWEN YCNYTK CBA3N, 1 (M) OpraHn3aLnn, OKa3blBatOLWLEN YCAYT MO KOHTPOJIO,
hmnbTpaumm n 6NOKMPOBAHMIO CETEBLIX 3aMpocos, obnafatLmMx NPU3HaKaMm KOMMNbIOTEPHbIX aTak,
HanpaBJ/IeHHbIX Ha 0TKa3 B 06CyXnBaHMW.

TpeboBaHuA K ROKYMEHTUPOBaHMUIO: He NpeabaBasoTCs.
TpeboBaHuA K ycuneHuio: He npeabaBasTcsa.
Peanusauums B MH(pOPMaLMOHHON CUCTEME:

Mepa 3awnThbl MHOPMaLMK
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Knacc 3alneHHoCTHn

K3

K2
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300.1

+

+

+

Ycunenwve 300.1

300.2 KoHTponb 1 hunbTpauma Bxogawero Tpaduka

Lenb: Vicknio4yeHne HeNermTUMHbIX MOTOKOB BXOASALWEro Tpadka CepBMCOB MHPOPMALIMOHHON
CUCTEMBI.

TpeboBaHusa K peanusauuu: Mpun peannsaunm KOHTPONS U PUNbTPaALMM BXOASLLErO TpaduKa B
NH(OPMALIMOHHOWN cucTeMe LOMKHO BbiTh obecneyeHo:

NpUMeHeHne NpaBua MUNbTPaLMM BXOAALLEr0 TpadMKa B MOMEHT nocsie 0bHapyXeHus
KOMMbIOTEPHOW aTaKu, HanpaBJeHHON Ha 0TKa3 B 06C/y)KMBaHWK;

NpUMeHeHne NpaBui GUNbTPaLMM BXOAALLErO TPpauKa Ha CETEBOM 1 TPAHCMOPTHOM YPOBHSAX
NHDOPMALMOHHBIX CUCTEM;

NpUMeHeHne NpaBui MUAbTPALMM Ha OCHOBE MATPULLbl KOMMYHUKALIMIA NHPOPMALMOHHBLIX CUCTEM C
ceTbto «MIHTEepHEeT» Ha TPAHCMOPTHOM YPOBHE MHOPMALIMOHHbIX CUCTEM U MOALEPXKAHUE ee B
aKTYyaslbHOM COCTOSHWY;

onpenesieHne ceTeBbliX aapecos, C KOTOPbIMU O0J1XKHO 6bITb 06ecneyeHo B3anMoaencTBmE
I/IH(*)OpMaLI,I/IOHHOIZ CNCTEMDI, N MPUMEHEHNE CMTNCKOB Pa3peLlEHHbIX CETEBbLIX aJpPeCOB;

pmnbTpauma gaHHbIX MHGHOPMALIMOHHON CUCTEMBI 3a CHET ornpenesieHns CTpaHOBON
NPUHAONEXHOCTW CETEBbIX aAPECOB LIEHTPA MOHUTOPUHIA M YNpaBAeHUs CeTIMU CBA3N obLiero
nonb3oBaHuA (GeolP) nyTem UCkNoYeHNs Tpadgrka, He OTHocsAwerocs K IP-agpecam Poccumnckom
®epepaunu, B yCJI0BMAX peasin3aumm KOMMbIOTEPHbIX aTak, HanpaB/ieHHbIX Ha 0TKa3 B
06Cny>XnBaHUK, NpY KOTOPbIX He yaaeTcs obecnevynTb AOKHbIN YpoBEHb hunbTpaumum (obecneyntb
LOCTYMHOCTb MH(OPMALMOHHON CUCTEMbI) Ha OCHOBE MaTPULLbl KOMMYHUKALNMN NHPOPMALIMOHHbIX
cuctem.

Ons 3aWwmnTbl UHHOPMALMOHHbBIX CUCTEM U PubTpaLmm Tpaduka KOMMbIOTEPHbIX aTak,
HanpasieHHbIX Ha 0TKa3 B 06CNy)X1BaHWUW, HA NPUKNALHOM YPOBHE B TOM YUCSIE AO/IKHbI
MCMN0Nb30BaTbCA Creumann3vpoBaHHble NPorpaMMHbIe, MPorpaMMHo-annapaTHbie cpeacTsa U (1im)
yc/lyrv npoBanaepoB XOCTUHIa UK OpraHn3auni, NnpegocTaBNAoWNX YCIYrn CBA3N, 1 (1un)
OpraHM3auni, OKa3biBaoLWMX YCSIYr N0 KOHTPOJIO, hunbTpaumny n 610KMPOBaHMIO BXOAALLETO
Tpadguka, cnocobHbix paboTaTh Ha NPUKIALHOM YPOBHE NH(POPMALIMOHHBIX CUCTEM.
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TpeboBaHUA K BOKYMEHTUPOBAHMUIO: B 3KCnyaTaUMOHHON AOKYMEHTALMMN Ha CUCTEMY 3aLLUNTbI
NHGOPMALIUK JO/KHbI ObITh ONpeaeneHsl:

nepeyeHb MHTEP(ENCOB N CEPBMCOB NHPOPMALIMOHHBIX CUCTEM, KOTOPbIE A0JIKHbI ObITb MOCTOSAHHO
AOOCTYMHbI U3 ceTU «/MIHTepHET» 1 NoANeXaT 3aliTe OT KOMMbITEPHbLIX aTak, HanpaB/eHHbIX Ha
0TKa3 B 06CNyXMBaHWK;

CoCTaB nogpasgeneHnin (paboTHMKOB), y4aCTBYIOLNX B NPeaoCTaBNeHMM (OTKPbITUM) AOCTYNa
nosb30BaTeNsAM M3 ceTu «AHTepHeT» NHTepdEencoB 1 CEPBMCOB MH(POPMALMOHHBLIX CUCTEM,
nognexalumx 3alinTe OT KOMMbIOTEPHbIX aTak, HanpaBJ/IEHHbIX Ha 0TKa3 B 06CNyXXMBaHUN, NX
byHKLMN 1 NOHOMOYNS, NOPALOK B3aUMOLENCTBUSA NPY NPOBEAEHUN MEPONPUATUNA;

TpeboBaHMe 0 XpPaHEHUN B TEYEHUMN TPEX NeT NHDOoPMaLMn 0 haKTaxX peannsaunmnm KOMMNbIoTEPHbIX
aTak, HanpaBJIeHHbIX Ha 0TKa3 B 06CNyXXMBaHUN: faTa 1 BPEMS Havasla U OKOHYaHMS peannsaunm
aTak, TUN aTakn (Ha ceTeBOM, TPaHCMOPTHOM U NPUKIALHOM YPOBHSX), 06beM (FbuT/c, ceTeBblx
NnakeToB/C, B CJly4ae aTak MPUKIagHOro ypoBHS - 3anNpoCcoB B CEKYHAY), NepeYvyeHb CeTeBbIX aapecos,
ABASIOLLNXCA NCTOYHNKOM aTaK (3a NCKNOYEHNEM CyYaeB NOAMEHbI IP-afpecoB), N CeTEBbIX
afpecos, NOABEPXKEHHbIX aTakaM.

TpeboBaHuA K yCUNEHMIO:

B MH(OPMALIMOHHON cMCTEMe [0/KHO bbiTh 06eCcneyeHo NpUMeHeHNe NpaBua GUbTPaLUK
BXOAALLEro TpadmkKa Ha NOCTOSHHON OCHOBE;

B MHOPMALMOHHOWN CUCTEME A0/KHO 6bITb 06ecnevyeHo Hannyme BO3MOXHOCTY aHanu3a TLS-
Tpauka nyTemMm ero pacKpbITUA UM NHGOPMaLMK O HEM, NOJy4aeMON B BUAE XXYPHAI0B COObITMI
[oCTyna K 06bekTaM MHHOPMALMOHHON CUCTEMBI.

Peanusauus B MHPOPMaLLMOHHON CUCTEME:
Mepa 3awnThbl MHDOPMaLMK

Knacc 3almiLeHHocT
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+
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+

Ycnnenue 300.2

300.3 MOHUTOPWHI COCTOSIHUA CEPBUCOB N NHTEpdencos
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Lenb: ObecneyeHne HEMPEPLIBHOI0 KOHTPOJIA COCTOAHNUA OOCTYMNMHOCTU I/IH(,bOpMaLI,VIOHHbIX cncTemMm m
KJIIOYEBbIX NOKa3aTenemn NPoOn3BOANTENBHOCT CEPBUCOB U CPencCTB, NCMOJIb3YEMbIX ON4 3allUThl OT
KOMMbOTEPHbIX aTaK, HaMpaBJIEHHbIX Ha OTKa3 B 06CJ'Iy)KI/IBaHI/II/I.

TpeboBaHus kK peanusauum: Mpyn BbINOJHEHUN MOHUTOPUHIA COCTOSIHUS CEPBUCOB U MHTEPDENCOB
B MH(OPMALMOHHON CMcTeMe [O/KEH bbiTb 06ecneyeH MOHUTOPWHT:

nokasaTesneln 3arpy3ky LeHTPasIbHOro NpoLeccopa, onepaTMBHON NaMsTH, CETEBLIX NHTEePdENCoB
(6uT/C 1 NakeToB/C) CepBEPOB, BUPTYasbHbIX MALLUH, CETEBOr0 060pyA0BaHNMS, @ TaKXe
HaxoAsALWMUXCH Ha NepuMeTpe CPeacTB 3aLUTbl MHMOPMALINN;

nokasaTesieil KoAn4yecTBa 0QHOBPEMEHHO YCTAHOB/IEHHbIX CETEBbIX COEAUHEHUI ANS CPEeACTB
(6anaHCUPOBLLNKOB Harpy3ku, MeXXCEeTEBbIX 3KPAHOB YPOBHSA CETU, MEXXCETEBLIX 3KPAaHOB YPOBHS
Beb-cepBepa 1 Apyrnx CpeacTs), peannsyolnx ceTesble QPYHKLNN C KOHTPOIEM COCTOAHNS
coeguHeHun;

KOJIMYECTBa 3amnpoCcoB Ha NPWKIaAHOM YPOBHE MH(OPMALMOHHbLIX CUCTEM ANst CPeACTB U CePBUCOB,
DYHKLUNOHUPYIOLLMX Ha NPUKNALHOM YPOBHE;

KOJIMYECTBa U TUMOB OLLIMOOK, OTAaBaeMbIX B OTBETAX NPUIOXKEHNAMMN U CEPBUCAMM
MHDOPMALMOHHON CUCTEMBI.

B nHdopmaumnoHHoOM cucteme fonkHa bbiTb 0becnevyeHa HENPEPLIBHOCTb perncTpauum cobuiTnii o
HeOOCTYMNHOCTM CEPBNCOB U UHTEP(ENnCcoB MHGMOPMALMOHHON CUCTEMBI.

TpeboBaHuA K [OKYMEHTUPOBaAHMUIO: B 3KCNyaTaLMOHHON AOKYMEHTALMMN Ha MHDOPMALIMOHHYO
CUCTEMY A0JKHbI BbITb ONpeneneHbl:

KJ1IO4YEBLIE MOKa3aTe M NMPoOn3BoANTENIbBHOCT CEPBUCOB N CPEACTB, NCMOJIb3YyEMbIX ONA
MOHUTOPWUHTa;

nopsaoK pearnposaHnsa Ha cobbITUS, CBSA3aHHbIE C HEAOCTYMHOCTLIO CEPBUCOB U MHTEPdENCoB
NH(OPMALIMOHHOWN CUCTEMBI.

TpeboBaHuA K yCcuneHuio:

B C/ly4ae UCMNOJIb30BaHMA yCayr NpoBanAepoB XOCTUHIA, 1 (MNK) opraHv3auunin, NnpefocTaBAsoWmX
yCNyru CBs3u, 1 (1in) opraHn3saLmm, oKasblBaoLWmMX YyCayrm no KOHTPOSI0, (GuabTpaLum
6110KMpoBaHUIO BXOAALLEro Tpadurka, B MHPOPMaLMOHHON CUCTeMe foJKeH ObiTh obecneyeH
MOHUTOPUHI COCTOSHUS OCHOBHbIX MeTPUK paboTbl cepBuca n ero 3pheKTUBHOCTY;

B MHOPMALMOHHOWN cucTeMe f0J/KeH ObiTb 0becnevyeH MOHUTOPUHI A4OCTYMHOCTU UH(POPMALIMOHHON
CUCTEMbl Ha NPUKIaLHOM YPOBHE UH(POPMALMOHHbBIX CUCTEM, UCMOJIb3YS UHCTPYMEHTbI KOHTPONA,
PacnosioXKeHHble B ceTu «HTepHeT».

Peanusauumsa B MHPOPMaALMOHHON CUCTEME:
Mepa 3awWmnTbl MHOPMaL MK

Knacc 3alnLLeHHoCTH

K3

K2
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Ycunexune 300.3

300.4 banaHCcuMpoBKa Harpysku

Uensb: MoBbILLEHNE YPOBHSA 0TKa30yCTONYMBOCTM CEPBMCOB MH(OPMALMOHHON CUCTEMbI B YCJTIOBUAX
peanun3aunm KOMMbIOTEPHbIX aTak, HanpaBieHHbIX Ha 0TKa3 B 00CyXUBaHUN.

TpeboBaHusa K peanusauuum: pu obecneveHnn 6GanaHCMPOBKN Harpy3kKn B MUHGMOPMALMOHHOW
cucteme Heobxoammo obecneynTb NOAKIOYEHNE MHHOPMALIMOHHOW CUCTEMBI MO HE3aBUCUMbIM
(hUn3nYeCcKM KaHaslaM CBA3N K HECKO/IbKMM NpoBaigepaM ycayrm ocTyna K cetn «IHTepHeT» un
obecneynTb BO3MOXXHOCTb OAHOBPEMEHHOIO NpMeMa BXOAALWEero Tpaduka no HECKOSIbKUM KaHanam.

B cnyyae ncnonb3oBaHusa ycnyr NpoBanaepoB XOCTUHIa, U (UK) opraHu3aunin, npeaoCcTaBAAOWMX
yCyru CBsA3u, 1 (1an) opraHmn3anmm, oKasblBaoLWMX YCAyrn no KOHTPOSIO, GuabTpaLum
610KMpPOBaHMIO BXOAALLErO TpadmKka, B UHPOPMALIMOHHOM cucteme Heobxoammo obecnevnTb Bbibop
nposangepa, yA0BeTBOPSAOLWEro yKa3aHHOMY Bbilwe TpeboBaHuio.

B nHhopMaUnoHHOM cucTeme fokHa bblTb obecneyeHa BOSMOXKHOCTb BEPTUKAJIbHOMO
MacWwTabnpoBaHNS NPUKNALHbIX CEPBMCOB MH(OPMALIMOHHOM CUCTEMbI B YCJIOBUSIX peasin3alum
KOMMbIOTEPHbIX aTaK, HaMpaB/ieHHbIX Ha 0TKa3 B 06Cy>X1BaHNW.

TpeboBaHuA K BOKYMEHTUPOBaHMUIO: He NpeabaBasoTCs.
TpeboBaHMuA K YCUNEHMUIO:

B MUHDOPMALIMOHHON CUCTEMEe [0JKHa ObiTb 0becrnevyeHa BO3MOXHOCTb FOPU30HTAIbHOIO
MacWwTabnpoBaHNs NPUKIAAHbIX CEPBNCOB MHPOPMALIMOHHOW CUCTEMbI U pacnpenesieHNst Harpy3km
MeXAy Y3/laMu B YCJIOBMAX peann3aunn KOMNboTEPHbIX aTak, HaNpaBJIEHHbIX Ha OTKa3 B
obcnyxnBaHuu;

B MH(OPMALMOHHON cMcTeMe [0/KHa 6biTh 06ecrneyeHa BO3MOXXHOCTb pacnpelesieHns Harpy3Ku
O[IHOBPEMEHHO M0 ABYM reorpadyeckn pacnpemneseHHbIM niollagkam, B KOTOPbIX pacrosiaraeTcs
MHMOPMALMOHHAs CUCTEMa MNP YCI0BMU, YTO UHGPOPMALIMOHHAsA MHGPACTPYKTYpa MHGOPMaLMOHHO
CUCTEMbI MpeanoiaraeT Takow NPUHUUN PaboThl.

Peanusauums B MH(pOPMaLMOHHON CUCTEME:
Mepa 3aWwnTbl MHDOPMaLUK
Knacc 3alnieHHoCcTu
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300.4

Ycunenue 300.4

300.5 OrpaHun4yeHune Harpysku

Uenb: OrpaHnyeHne BO3MOXXHOCTM CO3aHNA YCNOBUIA AN1F NCYEPNaHMs peCcypcoB MHGOPMaLMOHHOW
CUCTEMBI.

TpeboBaHusa kK peanusauum: Mpn peannsauny Mepbl N0 OrPaHNYEHNIO Harpy3Kmn B
VHOPMaLMOHHOM CUCTEME HEOBXOAMMO YCTAHOBUTb OrpaHNYeHNe:

N0 MakKCUMasbHOMY YMCSly OAHOBPEMEHHO yCTaHOoBAeHHbIX TCP-coeanHeHnn ¢ ogHoro IP-agpeca
(MakcumanbHoOe 4MCsI0 COegMHEHNI onpeaenseTcs No MeToANKE U UCXOOHbIM AaHHbIM onepaTopa
AN5 Pa3NYHbIX TUMOB NPUKIALHbIX CEPBMCOB, TUNOB Nnonb3osaTtenien u (unun) API-knneHToB);

Mo CKOPOCTM OTBETa OT CUCTEMbI AOMEHHbLIX UMeH (DNS-cepsepa);

Nno MakCUManabHOMY YMCJly OJJHOBPEMEHHO BbINOJIHAEMbIX 3aNpPOCOB B CEKYHAY Ha MPUKJIAaL4HOM
ypoBHe C ogHoro IP-agpeca (MakcumasibHOe YMCN0 3anpoCcoB onpenesiaeTcs No MeToanke u
MCXOAHbIM JaHHbIM ornepaTopa A1 3anpocoB, NOCTynaLWwmnx oT Beb-nHTepdencos, MOOUIIbHBIX
nNpuaoXeHuin, APl-mHTepdencos, MHTepdencos afMUHUCTPUPOBAHNS).

Mpy peann3aLmmn Mepbl Mo OrpaHNYEHMI0 CKOPOCTU B MH(OPMALIMOHHON cucTeme HeobxoanMo
06ecneynTb MOHUTOPUHT TpatrKa B MHPOPMALIMOHHON CUCTEME U BbISIBIEHNE aHOMaJsIbHOM o
noBeaeHus.

TpeboBaHuA K ROKYMEHTUPOBaHMUIO: He NpeabaBnsoTCs.
TpeboBaHus K ycuneHuio: He npeabasnsioTca.
Peanusauus B MHPOPMaLLMOHHON CUCTEME:

Mepa 3aWwnThbl MHDOPMaLUK

Knacc 3aluieHHocTH
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Ycnnenue 300.5

300.6 MoogepxKa pesepBa 4OCTAaTOYHON NPOMYCKHON CNOCOBHOCTU U paclLUMpeHmMe pecypcoB Npu
cbosix

Llenb: ObecneyeHne pe3sepBa peCypcoB NPonyckHoM cnocobHocTu, no3sonstowero obpabateiBaTh
BXOAALNA TpauK B yCIOBUAX peann3aLm KOMMbIOTEPHbIX aTak, HarnpaBleHHbIX Ha OTKa3 B
obcnyxnBaHuu.

TpeboBaHua K peanusauum: B nHpopmaLnoHHON cucteme AoSKHbI 6bITb 0becneyeHbl He MeHee
yem:

JIBYKPATHBIA pe3epB NnoJioCkl MPOMNYCKaHWA Ha KaHafax nNpoBaiaepa ycayr 4ocTyna K CeTu
«NHTepHeT» (pe3eps onpeaenseTcs no METOAUKE N UCXOAHLIM JaHHbLIM ONepaTopa);

LBYKPaTHbIA pe3epB Mo BO3MOXXHOCTU 06paboTky Tpahuka Ha onpenensieMbix onepaTopom
3NeMeHTax NHPOPMaLMOHHOW CUCTEMBI (pe3epB onpenenseTcs No MEeTOAMNKE N UCXOAHbLIM AaHHbLIM
onepaTtopa).

TpeboBaHuA K AOKYMEHTUPOBaHMUIO: He NpeabaBnsoTCs.
TpeboBaHuA K ycuneHumio:

1) ABYKpaTHbIA pe3eps N0JI0Ckl NPONyCKaHUa BHYTPU MHGOPMALMOHHON CUCTEMbI Ha BCEM MYTK
c/lenoBaHNA Tpadumka OT TOYKN COMPSXKEHNA C CeTblo «IHTepHET» 40 NPUKIaAHOro cepsuca. Peseps
pPacCYMTbIBAETCA OT MMKa NOJIOChl IRFMTUMHOMO Tpadrka B YCI0BUAX peasn3aunm KOMMNbIoTEePHbIX
aTak, HanpaBJIEHHbIX Ha 0TKa3 B 06CNyXXMBaHUN;

2) DOJKHbBI UCNONb30BaTLCA AOBEPEHHbIE annapaTHble CpefCcTBa CETEBOr0 B3aUMOAENCTBMS, B TOM
4yucsie BCTPOEHHbIE B CPEACTBA, UCNOJIb3yEMble A5 3aLUUTLI OT KOMMbIOTEPHbLIX aTak, HanpaB/IEHHbIX
Ha 0TKa3 B 06CNy)XUBaHWUW, NOALEPKMBAKOLME TEXHOSIOM MM BEICOKOMPON3BOANTENLHON 06paboTKK
CeTEeBbIX MAKeTOB, NMO3BOALINE MPEOA0SIETb OrPaHNYEHNA NPON3BOANTENLHOCTM 06paboTKM
CeTeBblX MaKeToB CTaHAAPTHbLIM CETEBLIM CTEKOM siipa onepaunoHHon cnctemsl (Hanpumep, DPDK,
XDP, PF_RING nnu nHble).

Peanusauumsa B MHPOPMaALMOHHON CUCTEME:
Mepa 3awWunTbl MHOPMaL MK

Knacc 3alnLLeHHoCTH
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YcnneHue 300.6

4.17. 3awimMTa KaHanoB CBA3U U ceTeBoro B3aumoaeucteusa (3KC)

3KC.1. 3awmTa SaHHbIX NpuU nepefaye no KaHanaaM CBA3N

Lenb: ObecneyeHne KOHOUAEHUNANBHOCTY U LENOCTHOCTY MHAOPMaLMK Npu nepeaaye no
KaHanaM CBA3M 3a Npefebl KOHTPOMPYEMOW 30HbI.

TpeboBaHua K peanusauuum: Mpu nepenaye MHGOPMaLMN NO KaHaNaM CBA3W, BbIXOAALLMM 33
npeaenbl KOHTPOJIMPYEMOW 30HbI, AO/KHa obecneynBaTbCs:

3allMTa nepenayv UHGOPMaLMN OrpaHMYEHHOr0 10CTYNa;
3allMTa yAaNeHHOro A0CTyna nosb30oBaTenen K MHPOPMaLMOHHON CUCTEME;

3allMTa CeTeBOro B3anMOLENCTBUSA NOJb30BaTENEN, MPUSIOXKEHUIA, CETEBbIX CEPBMUCOB, HAXOAALLMNXCA
B pa3HbIX CErMeHTax MH(POPMaLMOHHON CUCTEMbI C YH4eTOM Mep 3aunTbl MHdopmaumm MC3.1, MC3.3;

3allMTa CeTeBOro B3anMOLENCTBUSA NOJb30BaTENEN, NPUIOXKEHUI, CETEBLIX CEPBMNCOB
NH(OPMALIMOHHON CUCTEMbI C APYTrUMU NHPOPMALMOHHBIMU CUCTEMaMK C Y4ETOM Mep 3aLluThl
nHpopmaunn MC3.2, MC3.3.

B nHdopMaLmnoHHON cuctemMe AosiKHa 6bITb obecneyeHa 3allMTa KaHaN0B Nepefayn AaHHbIX,
BbIXOAALWMX 3a NPefesbl KOHTPOMPYEMOI 30HbI, KOTOPAs BK/OYAET:

KOHTPOJIb BCEX CeTEBbIX B3aUMOLENCTBUN Ha NOPTax U NHTepdencax NPuIoKeHUN n ceTeBblX
CepBUCOB, AOCTYMHbIX U3 ceTU «AHTepHeT»;

(hopMMpoBaHMeE 1 NOSLEP)KAHNE B aKTyaJIbHOM COCTOSHUWN MPaBU MeXXCeTeBOro 3KpaHNpPOBaHUA C
y4yeToM Mepbl 3aWnTbl MHpopMaunn MC3.3;

orpaHuyeHue [0CTyna Nnob30BaTeNen, NMPUIOXKEHUIA N CETEBLIX CEPBNCOB K HENCMO/b3YEMbIM
nopTaMm, ceTeBbIM C/ly>x6aM 1 cepsucam;

OTKt04eHMe Hebe3onacHbIX BEpCMI NMPOTOKOJI0B M CeTeBbIX CIyXO.

Peanu3auus ykasaHHON Mepbl 3alLKTbl UHGOpMaLumn obecneynBaeTcs 3a CHeT NPUMEHEeHNs
MeXCeTeBbIX 3KPaHOB, U (M1M) MHOTO(YHKLIMOHAJIbHBIX MEXCETEBbIX 3KPAaHOB YPOBHSA CETU, 1 (1K)
CpefcTB OAHOHaNpaB/ieHHON nepeaayn NHopMaLmm, a TakxKe C UCMO0Jb30BaHNEM LLNDPOBASbHbLIX
(KpunTorpadmnyecknx) CpeacTB 3alLnTbl MH(OPMaLIM B COOTBETCTBUN C 3aKOHOAATEIbCTBOM
Poccuinckon ®epepauun.

TpeboBaHMA K B,OKYMEHTMPOBAHMIO: B 3KCMNyaTaLMOHHON AOKYMEHTALMMN HAa MHPOPMALIMOHHYIO
CUCTEMY [0/IKEH ObIThb onpefeneH nepeyeHb BHELLIHUX MH(POPMALIMOHHbBIX CUCTEM, NPUIOXKEHWUI 1
CEepBU1COB.

TpeboBaHus K ycuaeHuio: He npeabasasioTcs.
Peanusauus B UH(pOPMaLLMOHHON cuCTeMe:

Mepa 3awnThbl MHDOPMaLUK
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Ycunenune 3KC.1

3KC.2. KoHTposb aTpnbyToB 6€30MacHOCTM Npyu CETEBOM B3aMOLENCTBUN

Lenb: ObecneyeHmne LOBEPEHHOr0 CETEBOr0 B3aMMOLENCTBMSA Ha OCHOBE KOHTPOJIA YHUKAJIbHbIX
npu3HakoB (aTpubyToB 6esonacHocTK) cybbekToB AOCTYyNa.

TpeboBaHuA K peanusauum: B nHpopmaLmnoHHON cucTemMe AoJKeH BbITb onpeneneH NepeyeHb
aTpubyToB 6€30MacHOCTN, B COOTBETCTBUN C KOTOPbLIMI OCYLLECTBASETCSH KOHTPOIb MHGOpPMaLMK,
nosly4aemoin 1 nepefaBaeMon 3a npegesbl KOHTPOANPYyeMon 30HbI. ATpnbyTbl 6e30nacHOCTK
LO/KHbI BKJIIOYaTb XapaKTePUCTUKK, NO3BOJIAOWME 04HO3HAYHO NAEHTUDULNPOBATb CyObEKT
AocTyna.

B nHdopmMaumnoHHoN cucteme fosKHbI 6biTb 0becneyeHsi:

thopmumpoBaHue nepeyHs aTpnbyTos Be3onacHOCTM OTNpaBuTeNen U NojyvyaTenei, BKAKYaoLWwmx
aTpmbyTbl CeTEBLIX COEANHEHNN;

NpoBepKa COOTBETCTBUS aTpnbyToB 6E30MacHOCTM OTNPaBMTENS, NoayYaTeNs nepen paspeLleHnem
nepenayn LaHHbIX;

NpoBepKa COOTBETCTBUS aTpubyToB 6€30NacHOCTM OTNPaBMTENs, NoJlyYaTeNs nepes npuemMom
DAHHBbIX;

NnpUMeHeHne NpaBuJl MeXXCeTEBOro 3KPAHNPOBAHNSA Ha MeXCeTeBbIX 3KpaHax, Y4YUTbIBAKOLLNX
aTpubyThl 6€30MaCHOCTN C Y4ETOM Mepbl 3aWnTbl MHGopMauum MC3.3.

Onepauunun ¢ aTpnbyTaMm LOJHKHbI PErMCTPUPOBATHCA C YH4eTOM Mep 3amTbl MHopmauumn PCB.1 -
PCB.5.

Peanusaums yka3aHHbIX Mep 3allnTbl MH(OpMaunm obecneynBaeTcs 3a CYET NPUMEHEHMS
MEXCETEBbIX 3KPAHOB 1 (M) MHOrO(YHKLIMOHAIbHbLIX MEXCETEBbIX 3KPAHOB.

TpeboBaHuA K [OKYMEHTMPOBAHMUIO: He NpeabsABASAIOTCA.
TpeboBaHuAa K ycuneHmio: He npeabaBnsaoTcs.

Peanusauus B UH(pOPMaLMOHHON CUCTEME:
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Mepa 3aWwuThbl MHHOPMaLUK
Knacc 3almieHHoCcTn

K3

K2

K1l

3KC.2

+

+

+

YcuneHune 3KC.2

3KC.3. KOHTpPOJIb 80CTYMNa K BHELWWHMM pecypcaM

Lenb: NcknoYeHne HeCaHKLMOHUPOBAHHOIO AOCTYMNa BHYTPEHHMX NOJIb30BaTeEN K BHELHUM
NH(OPMaLIMOHHBIM pecypcaMm (cuctemam).

TpeboBaHua K peanusauuu: B nHPOPMaLMOHHON CUCTEME AO/KHbI ObITb:

ChopMUPOBaAH U NOALEPKUBATLCA B aKTyaslbHOM COCTOSHUM CMNCOK BHELLHMX peCypCoB,
HeobXxoAUMbIX O15 BbIMOAHEHNS (PYHKLMOHANbHbIX 3a4a4y (CMMCOK pa3peLleHHbIX 1 (nnan)
3anpeLleHHbIX pecypcos);

peasin30BaH KOHTPOJIb A0CTYMNa NoJb30BaTeNeN, MPUNOXKEHNIA N CETEBLIX CEPBMNCOB
MHDOPMALMOHHON CMCTEMbI K PECypCcaM BHELLHWUX CeTEN, BKJoYas CeTb «IHTepHeT», B
COOTBETCTBUM CO CMIUCKOM pa3peLleHHbIX 1 (1K) 3anpeLLeHHbIX pecypcos;

3a610KMPOBaHbI MOMNbITKM AOCTYMNa K HEPa3peLUEHHbIM pecypcaM BHELLHUX CETEN, BKIIOYas CeTb
«NHTepHeT»;

onpeneneH CNMCoK pa3peLleHHbIX B I/IH(DOpMaLI,VIOHHOVI CcncTemMe ncnosib3yeMbixX CETEBBLIX
NPOTOKOJIOB, CETEBbIX I'IpI/IJ'IO)KeHI/IIZ n CepBUCOB.

TpeboBaHuA K AOKYMEHTUPOBAHMIO: B 3KCN/lyaTaLVWOHHOW AOKYMEHTALMMN Ha CUCTEMY 3aLLUTHI
WH(OPMaLMK A0/KEH BbITb OnpeaeseH NopsaoK BeleHNs CNNCKA PaspeLleHHbIX 1 (1in)
3anpeLLeHHbIX Pecypcos.

TpeboBaHuA K ycuneHuio:

L0JIXKEH MPOBOANTLCS MOP(OIOrMYECKA aHaNW3 3anpallnBaeMbix Beb-pecypcoB nepes nx
OTKPbITUEM;

OOJ>KHa NCIMOoJ1b30BaThbCA KaTeropnsaumna Be6-pecypcos.

Peanusauusa B MHPOPMaALMOHHON CUCTEME:
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Mepa 3aWmnTbl NHOPMaLUN
Knacc 3alniLeHHocTH
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YcuneHune 3KC.3

3KC.4. KoHTeKCTHas nposepka ncxoaswero Tpaguka

Uensb: MNpenoTepalleHne yTe4YKn MHGHOPMaLIMM OrPaHNYEHHOro AOCTYMa U BbisIBIEHME
HeCaHKLMOHMPOBAHHOr0 06MeHa AaHHLIMU MYTEM aHaNn3a NUCXOASLLEro CeTeBOro Tpaduka.

TpeboBaHusa K peanusauuu: B nHHopMaLMOHHOM CUCTEME A0/IKHA ObITh peann3oBaHa
KOHTEKCTHasa npoBepkKa MCXo4sALLero ceTeBoro Tpauka, HanpasasemMoro 3a npegesbl
KOHTPOJIMPYEMON 30Hbl, BKJIKOYAA CeTb «/IHTEpHET».

lMpoBepKa L0O/KHA BKOYaTb:
aHaJ/In3 cogepxaHuna, METadaHHbIX N NOBEAEHYECKNX XapPaKTEPUCTUK NEpenaBaeMbIX OaHHbIX;
BbISIBJIEHME @HOMaJIbHON aKTMBHOCTWN B CETEBOM Tpaduke.

[o/mKHbI BbITb ONpeaeneHbl U KOHTPOMPOBATLCSA CETEBbIE MOPTbI, MPUIOXKEHMNS N CEPBUCHI,
ncnosib3yemMble ONs nepefadn faHHbIX 3a npenesibl KOHTPOMPYEeMOW 30HbI, BKJOYasA CeTb
«NHTepHeT».

TpeboBaHuA K BOKYMEHTUPOBaHMUIO: He NpeabaBasoTCS.
TpeboBaHMuA K yCUNEHMUIO:

LOJDKHbBI MPUMEHATLCA CUCTeMbI FNyOOKOro aHann3a nakeToB 415 BbIBAEHUSA aHOMaINA B CETEBOM
Tpaduke;

LOJDKHbBI MCMOb30BaTbCs MEXaHM3Mbl MOBEAEHYECKOr0 aHaIM3a akTUBHOCTM Mosb30BaTeNen;

AO0JIKHbI UCMOJIb30BATLCA CNEeLann3npoBaHHble KOMMOHEHTbI (areHTbl) Ha KOHEYHbIX YCTPONCTBAX
NoJib30BaTesIel C Lesibio aHann3a UCXoAsLLEero Tpaduka;

OOJIKHbI peasin30BblBaTbCA MEXaHWU3Mbl BbIABIEHNA U 6J'IOKI/IpOBKI/I NOonNbITOK MaCKUPOBKWN OaHHbIX;

0OJIKHbI NCMNOJ1Ib30BaTbCA CUCTEMbI KOHTPOJ1A NCMOJIb30BaHUA obnayHbIX CEPBUCOB;
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[OJDKHbI BHEAPATHCA MEXaHU3Mbl KlaCcCUMKaLMM faHHbIX HA OCHOBE aHaJin3a CoL4epXMMOoro.
Peanusauumsa B MHPOPMALUMOHHON CUCTEME:

Mepa 3awnThbl MHOPMaLMK

Knacc 3alnieHHocTu

K3

K2

K1

3KC.4

Ycunenne 3KC.4

NMpunoxxeHue Ne 1

K METOANYECKOMY IOKYMEHTY

TepMuHbl U onpeneneHus, npuMeHseMble AN uesieM HacToALLEero MeToau4Yeckoro
AOKYMEeHTa

ATpuOYTHBLIN MeTom, ynpaBaeHns AOCTYNOM — METOJI, NPeAyCMAaTPUBAIOLLMIA yNpaBieHne
A0CTYNoM cy6beKkToB AOCTYMNa K 06bekTaM AOCTymNa Ha OCHOBE COBOKYMHOCTM aTpubyTOB, MPUCYLLNX
cybbekTaM, 06beKTaAM 1 KOHTEKCTY focTyna. ATpubyTamm cybbekTa MOryT SBASTLCS JO/KHOCTb,
poJib, MOApa3aeNeHne, ypoBEeHb LOBEPUS, CTATYC ayTeHTUDMKALMM, NCNOb3yeMOe YCTPOMCTBO,
MECTOMOJIOXKEHNE 1 UHbIE XapaKTePUCTUKK; aTpnbyTaMm obbekTa - MeTKK 6e30nacHOCTH, KaTeropus
AaHHbIX, TUMN MHOPMALIMK, YPOBEHb KPUTUYHOCTW; aTpubyTaMm OKPYXeHUs (KOHTEKCTa) - Bpems
CYTOK, KaHan/ceTb AOCTynNa, reorpaduyeckoe pacnonoXxeHne, COCTOHNE MHPOPMALIMOHHON
(aBTOMATM3UPOBAHHOMN) CUCTEMBI 11 UHbIE MapaMeTpbl. PelleHrne o NpefoCTaBAeHUN UK OTKa3e B
[0CTYne NPUHUMAETCA Ha OCHOBE MOJIMTKK CONOCTaBNEHUS aTpnbyToB CyObEKTOB, 06bEKTOB U
KOHTEKCTa, YCTAHOBJIEHHbIX OMEPaTOPOM.

ATpubYTbI 6€30NaCHOCTM — MeTalaHHbIe, NPUCOENHAEMbIE K CETEBbLIM MAaKeTaM Uan
aCCoLMMPOBAHHbIE C CECCUAMM CBA3W, KOTOPbIE COAEPXAT CTPYKTYPUPOBAHHYO MHDOPMALIMIO O
cybbekTax focTyna, 06bekTax AocTyna (nepeaaBaemMoit MHPOPMaLIMM) U KOHTEKCTE
B3aVMOENCTBMUA. DTV XaPaKTEPUCTUKM UCMOSb3YIOTCH CUCTEMaMM KOHTPOIA 40CTyna (BK/oYas
MEXCETEBbIE 3KPaHbl U LWJ03bl 6&30MacHOCTN) AN NPUHATUS PELLEHNIA O Pa3peLLEHIN UK 3anpeTe
ceTeBoro obMeHa B paMKax peasimsauun noMTUKM 6e3onacHoCTy.

ba3a pelwalowWwmx npaBua — COCTaBHas 4aCTb CUCTEMbI 0OHAPY)KEHNS BTOPXXEHUIN, COAEp KaLlas
NHMOPMaLIMIO O BTOPXKEHUAX (CUrHaTypax), Ha OCHOBE KOTOPOMN cucTeMa 0OHapy)XeHNS BTOPXXEHUN
NPUHUMAET peLleHne 0 HaMyYnmn BTOPXXeHNS (aTaku).

Benbli cNUCOK — nepeyeHb pecypcoB (IP-afpecoB, LOMEHHbIX UMEH, NPUIOXKEHWI), OOCTYN K
KOTOpPbIM pa3peLLeH; BeCb 0CTalbHON Tpaduk 6nokmpyeTcs.

BECHPOBOAHBH JIOKaJibHaA BblYUC/INTEJIbHAA CeTb — rpynmna y3J10B B rnpejgejiaxX orpaHN4eHHOro
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NPOCTPaAHCTBA, A5 KOTOPbIX obecrneyeHa BO3SMOXXHOCTb OCYLLECTBAATb B3aumMoaencTeme n obmeH
AAHHBIMU C UCMOJIb30BAHMEM TEXHOIOTMIA PAANOCBA3MN,

BecnpoBOAHLIA AOCTYN — TEXHOJIOM NS, C MOMOLLbIO KOTOPOW MOJIb30BaTENN U YCTPONCTBA
obMeHMnBaTCA AaHHbIMK Mo 6ecnpoBOAHOMY KaHaly C MOMOLLbIO PaAMOBOJIH NN UHBIX TUMOB
3NEKTPOMArHUTHOrO N3Jly4eHus.

BecnpoBoAHbIA KaHa nepeaaym AaHHbIX — COBOKYMHOCTb TEXHUYECKUX CPEeACTB, Cpebl
nepenayn n crnocoba nepefayn AaHHbIX MeXAy y3namu 6e3 ncnonb3oBaHus Ppusnyecknx kabenen Ha
OCHOBE PAAMNOBOJIH UM UHBIX TUMOB 3IEKTPOMArHUTHOIO N3y4EHNS.

BupTyanbHas MH(PPACTPYKTYpPa — COBOKYMHOCTb BUPTYaslbHbIX MaLUUH U BUPTYabHOMO
obopynoBaHUs, CPeACTB BUPTYAN3aLMM, PEANTU3YIOLWNX UX IMYJIALMIO, @ TaKXKe annapaTHbIX
CPeACTB BblYUCNTENbHON TEXHWUKM U XOCTOBbIX ONEPALMOHHBIX CUCTEM, COCTABAAIOLLMX Cpedy
(hYHKLMOHUPOBAHNS 3TUX CPEACTB BUPTYaM3aLmm.

BupTyasbHas MalUMHA — NPOrpaMMHas IMyNSLNUSA CPECTBA BbIYUCAUTENBHOW TEXHIKM,
npefHa3HavYeHHas As OpraHmn3aLMmn N30JMPOBaHHbIX BblYUCAEHNIA. N30N8LUMNS BbIYNCIEHNA MOXET
NCMOb30BaTLCS A5 OPraHN3aLMN HE3AaBUCUMbIX BbIYUCIEHUI Ha pecypcax O[HOro annapaTHoro
CPeACTBa BbIYUCAUTENBLHON TEXHUKU, AN POPMUPOBAHUA Cpeabl (hYHKLMOHNPOBAHMUS, HE3aBUCUMMON
OT XOCTOBOI OMEPALVOHHON CUCTEMBI, UK ANa obecnevyeHnst NepeHoCUMOCTI BbIYUCIEHNIA MeXaY
PA3/IMYHBLIMI annapaTHLIMU CPENCTBAMM BbIYUCANTENBHON TEXHUKM,

BupTtyanbHoe obopypoBaHue — 060py0BaHNE, IMYMpyeMoe CPeACTBOM BUPTYyanm3aumm, Kak
COCTaBHas YaCTb BUPTYaIbHOW MALUUHbI UM MEXAHWU3MOB B3aUMOAENCTBUS BUPTYasbHbIX MaLLUUH.

BpenoHocHOe nporpaMMHoe obecneyeHue — Nporpamma, npefHasHayeHHas 418 OCyLWeCTBeHNs
HEeCaHKLMOHMPOBAHHOMO JOCTYNa K MH(OpMaLumn 1 (1nn) BO3LeACTBUS Ha MHAOPMaLIMIO UK
pecypcbl UHPOPMALMOHHON CUCTEMBI.

BTop>xeHue (aTaka) — OeincTeune, Lie/blo KOTOPOro SBASETCS OCYLLECTBIEHNE
HeCaHKLMOHMPOBAHHOIO AOCTYMNa K MH(OPMALMOHHbLIM pecypcam.

FnybokKuin aHaNM3 NaKeToB — TEXHOJIOr S aHaNN3a CETEBOro Tpadmka, KoTopas no3BonseT
NPOBEPSATb HE TOJIbKO 3aroJIOBKM NakeToB, HO 1 UX COAEPXKMMOE ([aHHbIE), 4TO NO3BONAET
6710KMpPOBaTb Yrpo3bl 6e30MacHOCTM NHAOPMALUK, KOHTPOJIMPOBATL NCMOJIb30BAaHUS CETEBbIX
PECYpPCOB 1 BbISIBASATb HEXEeNaTe bHble NPUI0XKEHNS.

FocTeBas onepauMoOHHAA CUCTEMa — ONepaLNoHHas CUCTeEMa, YNpaBasoLwas BUPTyaabHON
MaLLWUHOMN.

OemunutapmsoBaHHasa 30Ha — 060c061€HHbIN CErMeHT MHOPMALIMOHHOW CUCTEMBI,
PACMONIOXKEHHBIA MEXIY CeTbl0 CBA3M 06LLero Nosb30BaHUS (BHELUHUMUN MHAOPMALMOHHBIMM
CUCTEMAMWN) U BHYTPEHHEN NHPPACTPYKTYPOA MHPOPMALIMOHHON CUCTEMBI.

AMCcKpeunoHHbIN MeToA, ynpaBJieHna AO0CTYNOM — MeTO[, NpefyCMaTpUBatoLLNA yNpaBieHne
JOCTYNoM CyObeKTOB [0OCTyMNa K 06beKkTaM AOCTyNa Ha OCHOBE MAEHTURDNKALNOHHON MHDOPMaL MK
cybbekTa 1 gna Kaxxaoro obbekTa A0OCTyna - CNUCcKa, cogep)xawero Habop cybbekToB AoCcTyna
(rpynn cybbekToB) 1 aCCOLMMPOBAHHbLIX C HUMW TUMOB AOCTYMa.

30Ha paauonokKpbITUA — 061aCTb NPOCTPAHCTBA, B KOTOPON obecneynBaeTCsl BO3MOXHOCTb
NOAKJ/IOYEHNS N UCNOJSIb30BaHMA ycnyr 6eCnpoBOAHON I0KaIbHON BbIMUCNTENBHOW CETN.
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NHTepHeT Bew,en — KOHLUENUMA BbIYNCINTENBHON CETU, COEAMHAIOWEN BeLLn (pur3nyeckne
npeameTbl, yCTPONCTBA), OCHALEHHbIe BCTPOEHHbIMU MH(OPMALMOHHBIMU TEXHONOMNAMU ONS
B3aUMOAENCTBUA APYr C APYrOM WU BHELIHEN Cpeson.

KapTa nokpbiTua CMrHanamm Toyek 6ecnpoBogHOro gocryna - Bu3yasibHOe NpeACcTaBleHne
30Hbl PAAMOMNOKPLITUA N YPOBHS CMIHaNa To4ek 6ecnpoBOAHOro AOCTYMNa B npenenax
KOHTPONNPYEMOI 30HbI.

KaTeropusauuns Beb-pecypcoB — npouecc Knaccugpumkauum seb-canToB No TeMaTUYECKMM KaTeropmuam
(HanpumMep, coumanbHble CeTH, pa3BieyeHmns, bM3HeC) N ypoBHIO pUCKa AN MPUMEHEHNSA NOANTUK
hnnbTpaumn.

KOMNOHEeHT MH(OPMALLMOHHOWU CUCTEMbI — NMPOrpaMMHbIe, MPOrpaMMHO-anmnapaTHble CPeacTBa,
obecneynBatoLLe BbINONHEHME 334aHHOM 334341 B UHPOPMALIMOHHON CUCTEME, B3aUMOIENCTBYS C
APYrUMK 31IeMEHTAMN CUCTEMbI (HarnpuMep, NOYTOBLIN CEPBUC, BED-CAlT, CETEBOIN CEPBUC).

KoHe4yHoOe yCTPOMCTBO — (pU3Myeckoe v BUPTyasibHOE YCTPONCTBO MH(OPMALIMOHHOW CUCTEMBI, B
TOM YMCe uMeloLLee LOCTYN K pecypcam ceTu «/HTepHeT».

KoHTenHep — cpefa UCNOSIHEHUS NPOrpaMMHoro obecneyeHns, N301MpPoBaHHasA CPeaCTBOM
KOHTenHepm3aumm oT APYrmx KOHTENHEPOB 1 XOCTOBOM ONEPALIMOHHON CUCTEMBI.

KoHTeHepHasa cpepa - CpeficTBa KOHTENHepn3aLmmn, KOHTENHepbl 1 X 06pasbl, MpUMeEHseMble B
NH(OPMALIMOHHOW CUCTEME.

KoHTeKkcTHas npoBepka TpadmKa — KOMMJIEKCHbIV aHaM3 CEeTEBOro Tpaduka C y4eToM
COLepXXaHnsa faHHbIX, MeTauHgpopMaLmm, aTpnbyToB 6€30MacHOCTY U NOBEAEHYECKUX
XapaKTepPUCTUK.

KoHTponupyeMasn 30Ha — NPOCTPAHCTBO (TeppuUTOpKUS, 34aHKe, 4aCTb 34aHNS, NMOMELLEHNE), B
KOTOPOM UCKJI04EHO NpebbiBaHWe L, KOTOPbIM He NpefoCTaB/ieH A40CTYn K 06bekTaM 3amnThl
NH(POPMaLIMOHHON CUCTEMBI U (MNK) MHPOPMALNOHHO-TENEKOMMYHUKALNOHHOWN MHPACTPYKTYpPbI, Ha
KOTOPOWN pa3meLlaeTcsa NHPOPMaLMOHHAs cucTema.

KOHTpoOnb focTyna — COBOKYNMHOCTb Mep U CPeACTB, NpeAHa3HaYeHHbIX A5 PeryanpoBaHus
A0CTyna cybbekToB K 06bEKTaM MH(MOPMALIVOHHON CUCTEMBI.

KoHTponb pocTtyna Ha oCHOBe aTpPUOYTOB — MO Ee/lb KOHTPOS AOCTYNa, NPU KOTOPOW PeLLEHME O
npenocTaBfeHMM AOCTYNa NPUHUMAETCS Ha OCHOBE OLEeHKN aTpnbyToB cybbekTa, 0bbekTa,
0EeNCTBUM N KOHTEKCTa.

JInuHoe MObOUNBbHOE YCTPOUCTBO — MOBMIbHOE YCTPOWCTBO, KOTOPOEe PaboTHUK NCMONb3YyeT B
NINYHBIX Lensx, a Takxe 419 focTyna K MHPOpMaLMOHHON cucteme. NprMeHeHne nnYHbIX
MOOUBbHBIX YCTPONCTB A0MYCTMMO B UH(OPMALMOHHBLIX CUCTEMAX, B KOTOPbIX He obpabaTbiBaeTcs
NH(OPMaLLMS OrpaHNYeHHOro AoCcTyna.

JIo>XXHbIe CUCTEeMbI — CreLnanbHO CO3A4aHHblIe KOMMOHEHTHI MHDOPMALIMOHHON CUCTEMBI,
MMUTUPYIOLLME peasibHble CEPBUCHI U PECYPChI C Liesbio 0OHapYXXEHNS N N3YYEeHNS NOMbITOK
HEeCaHKLMOHMPOBAHHOMO OCTYNa HapyLmuTenen 6esonacHoOCTV UHGOPMaLMW.

MaHaaTHbIA MeTopA, ynpaBsieHUA AO0CTYNOM — METO[, NpeayCMaTpPUBaIOLLNIA yrpaBieHne
[0CTYrNoM cy6beKkToB A0oCTyrna K 06bekTaM [0CTyna Ha OCHOBE COMOCTABIEHUS KNACCUDNKALMOHHBIX
MeTOK Ka)koro cybbekTa oCTyna 1 Kakoro obbekTa AoCTyna, 0TpaXatoLmx
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KNacCngUKaLNOHHbIE YPOBHM CYObEKTOB LOCTYMNa M 06bEKTOB A0CTYNa, ABNSIOLMNECS
KOMBUHALMAMU NePapPXUYECKUX N HEMEPAPXMNYECKNX KaTeropui.

MapkupoBkKa nHdopMaLuum — npoLecc NpUCcBoeHNa nHpopMaunm MeTok (aTpnbyTos),
onpeaensoLnxX ee ypoBeHb KOHOUAEHLMABHOCTU, LeSIOCTHOCTM U Apyrue CBONCTBa 6e3onacHoCTy.

MackupoBaHue CUCTEeMbI — KOMIMJIEKC Mep MO COKPbITUIO peasibHbIX XapaKTepPUCTUK 1
KOHUrypaumm nHHOPMaLMOHHON CUCTEMbI A5t 3aTPYAHEHUS NMPOBELEHNS PAa3BEaKM
NnoTeHLMabHbIM HapywuTenem 6e30nacHOCTY MHGopMaLIMK,

Me>xceTeBOM 3KpaH — CPeLCTBO 3aLLMTbl UH(OPMALLMK, OCYLLECTBASIOLLEE KOHTPOJIb U
duNbTpaLMIO CeTEBOro Tpadrka Ha OCHOBE 3aAaHHbIX NpaBul.

MeTKM L,eNIOCTHOCTHU AaHHbIX — aTpnbyThl, yKa3biBaloLe Ha TpeboBaHUS K HEM3MEHHOCTH
MHMOPMaLMM 1 NO3BONSIOLLNE KOHTPOJIMPOBATL ee MoandUuKaLmio.

MukpocermeHTauma — MeTo 3aLnTbl MHPOPMAL MM, 3aKNOHAOLWNACSA B TOTMYECKOM pa3faeneHnmn
NH(MOPMALIMOHHON CUCTEMbI Ha M30IMPOBAHHbIE CErMEHTbI Ha YPOBHE OTAEJIbHbIX KOMMOHEHTOB
(paboymnx Harpysok, NPUNOXEHUIN, CEPBUCOB).

MHorocgyHKUMOHaNbHbIA MeXXCeTeBOM 3KpaH — CPeACTBO 3alUThl MH(OPMaLIMK, coYeTatoLee
(YHKLMUN MEXCETEBOr0 3KPAHUPOBAHUS C AOMNOJHATENbHLIMI BO3MOXHOCTAMM, TAKUMMN Kak
KOHTPOJIb NPUI0XKEHUIA, MPEeA0TBPALLEHNE BTOPXKEHUIA 1 (OUbTPALINS KOHTEHTA.

MoOunbHOe YCTPOMCTBO — CMAPT(OH U NIAHLETHBIA KOMMbIOTEP N0 YNpaBieHneM MObUIbHON
onepaunoHHOM cucTembl, obecneymnsatoLLen yrnpassieHne ero annapaTHbIMU pecypcamn un
NCNOJIHEHNE NPOorpaMMHoro obecneyeHns (NPUNOXKEHUIN) B paMKax Cneunann3npoBaHHoOM
MOBMIbHOM MOAENN yNpaBeHNSA NPUNOXKEHUAMIN, BKIOYAS MEXaHN3Mbl XKMN3HEHHOMO LIMKNa
NPUIOXKEHWNI, N30N9UNN N yNpaBeHnsa 3HepronoTpebneHnem. K MobunbHbIM onepauoHHbIM
CMCTEeMaM He OTHOCATCS OnepaLnOHHbIE CUCTEMbI 06LLEro Ha3HavYeHns, aganTUpPoBaHHbIe ONs
MCMNOSIb30BaHUSA Ha MOBUNbHBIX YCTPONCTBAX.

MOHHTOpMHr aHOMaNMnM - npouecc HEMNPEPLIBHOIro HabnoaeHns 3a CeTeBbIM TpaCbI/IKOM C Lienbto
BbISIBJIEHNS OTKJIOHEHUI OT HOPMaJibHbIX NaTTEPHOB NOBEAEHNA.

Mopdonornyeckui aHanus — MeTO/, aHasIM3a CTPYKTYpPbI U colepxaHus Beb-pecypcos (URL,
JIOMEHHbIE MEHA) NS BbISBJIEHUS NOA03PUTENbHbIX WX 3aMNPELLEHHbIX NAaTTEPHOB.

HenpuBunerupoBaHHble NOJib30BaTesNM — M0/1b30BaATENN MHHOPMALIMOHHOW CUCTEMBI,
BbINOJIHAOLLME 3a4a4m No 06paboTke NHopMaLMM B UHPOPMALIMOHHON CUCTEME, He ABASIOLLNECS
NPUBMNErPOBAHHLIMMW MOJIb30BATENSAMM,

Ob6pa3 KoHTeMHepa — NakeT NporpaMMHoro obecneyeHns, HeobxooMMoro ons pasBepTbiBaHUSA
KOHTelHepa. Kak npasuno, obpa3 KOHTelHepa BKAOYaeT B cebs BCe 3aBUCUMOCTU, HeobXxoaumble
ANa HYHKLUMOHMPOBAHNS NPUKIAAHOMO NPOrpaMMHOro obecrnevyeHus, 3a UCKIIOYEHNEM CUCTEMHbIX
BbI30BOB Apa XOCTOBOW OMNEPaLNOHHON CUCTEMbI UK CPeACTBA KOHTENHepM3aLuu.

OnepauMoHHanA cMCTeMa - NporpaMmHoe obecneyeHne, NpefHasHaAYeHHoe AN8 ynpaBieHuns
annapaTHbIMU pecypcaMmn CpefCcTBa BblYNCANTENbHON TEXHUKMN 1 (POPMUPOBAHNS Cpedbl
DYHKLMOHUPOBAHUS NPUKNALHbIX NPOrPaMM.

MoBepeH4YeCKUM aHANU3 — METO/l OLEHKWN AEeNnCTBMI NoNb30BaTENEN U CUCTEM OJ19 BbiABNEHUS
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OTKJIOHEHW OT HOPMaJibHbIX, CAHKLMOHNPOBAHHbLIX NMaTTEPHOB NoBeaeHNA.

MoANMHHOCTb CeTeBbiX COeAMHEHUN — CBONCTBO CETEBOro B3aMMOAeNCTBIUS, rapaHTUpytoLee, 410
coegnHeHmne yCtaHoOBJ1€HO C 3aABJ1IeHHbIM, OOBEPEHHBLIM Y3J10M UJTA CEPBUCOM.

MpuBunerupoBaHHblie NOJSIb30BaTENM — M0JIb30BaTEIN UHDOPMALNOHHON CUCTEMBI, BbIMONHSALLNE
3afla41 No aAMMHUCTPUPOBaHUIO, obecrnevyeHno MyHKLMOHUPOBaHKA, obecneyeHuno besonacHoCTH
NH(MOPMALIMOHHOWN CUCTEMBI.

MporpaMMHbIA MHTEepdhenc B3aumoneucTeus npunoxxenuuu (API) - npuknagHom NporpaMMHbIN
NHTepgenc, onmcaHune cnocobos (Habop kKnaccos, npouenyp, PYHKLUUA, CTPYKTYP WM KOHCTAHT),
KOTOPbIMU O Ha KOMMbIOTEPHAsA NporpaMma MoXXeT B3auMOAEeNCcTBOBaTh C APYrMuM Nporpammamu).

PETpOCI'IeKTVIBHbIﬁ dHaJIN3 AaHHbIX — NCC/IEAO0BaHNE NCTOPUHECKUX OaHHbIX U cobbITni
6e30MacHOCTN NS BbISIBJEHUS paHee He 06Hap}/)KeHHbIX MHUNOEHTOB N CKPbITbIX B3aMMOCBA3EN.

PoneBo# MeToA ynpaBsieHUs JOCTYNOM — METOA, NpefyCMaTpVBaIOLLMA yNpaBaeHne foCTynom
cybbekToB focTyna K 06beKTaM JOCTyNa Ha OCHOBE poneit CybbekToB AOCTYMNa (COBOKYMHOCTb
LENCTBUIA 1 0693aHHOCTEN, CBA3AHHBIX C ONPeAeeHHbIM BULOM AeATENbHOCTY).

CermMeHT MHpOPMALMOHHON CUCTEMbI — COBOKYMHOCTb HECKOIbKUX KOMMOHEHTOB
MHOPMALMOHHOW CUCTEMbI, MCMOb3YIOLWMX 06LLYI0 (B TOM YnC/ie pa3aensemyo) cpeay nepeaayu u
00beMHEHHbIX A5 eANHCTBA PeLLeHNs PYHKLMOHAIbHbIX 3a4ay.

CepBep BUPTYaaMn3aLmm — CPEACTBO BbIYNCIMTENBHON TEXHWKM, Ha KOTOPOM (PYHKLIMOHMPYET
CPeACTBO BUPTYaNM3aLmm.

CurHatypa — XxapakTepHble Npu3HaKu BTOPXEHMA (aTakn), UCrnosblyemble Ans ero (eé)
obHapyxeHus.

Cucrema UCKYCCTBEHHOIro UHTeNNeKTa — MHHOPMaLIMOHHAsA CMCTeMa NN COBOKYMHOCTb
NH(MOPMALIMOHHBIX CUCTEM U TEXHMUYECKNX CPeLCTB, UCMOJb3Yylowas 0aHY UN HECKOJIbKO
TEXHONOrni NCKYCCTBEHHOIo MHTENJIEKTA.

Cuctema obHapy>XeHUs BTOP>XEHUMN — NPOrpaMMHOe Un MPorpaMMHO-TEXHUYECKOe CPEeACTBO,
peanusyoliee PyHKLMM aBTOMATU3NPOBAHHOIO 0BHapyXeHUs OeACTBUIN B MH(POPMaLMOHHOM
cucTeMe, Hanpas/ieHHbIX Ha NpefHaMepeHHbIn OCTYN K MHopMauun, cneunanbHble BO3AeNCTBUS
Ha UH(OPMaUUo (HoCUTenn MHGopMaLmMK) B Lensx ee L0ObIBaHWSA, YHUHTOXKEHUS, UCKaXXEHUS 1
6110KMpoBaHUSA [OCTYMa K Hen.

CucrteMa xpaHeHUs AaHHbIX — NMPOrpPaMMHbIN UKW NPOrPaMMHO-annapaTHbIA KOMMIEKC,
NpenoCTaBIAOWNA CEPBUC XPaHEHMA AaHHbIX. [lOCTyn K CepBMCy NpefoCcTaBAseTCa Kak NpaBuio
npu nomowm 6104HOro, hannoBoro nam 06 bLEKTHOro HTepdencos. Monb3osatenn 6104HOro
UHTepdenca nonyyaroT LOCTYN K BUPTYyasbHbIM ANCKAM, KOTOPbIE pacCMaTPMBAIOTCA OrnepaLoHHON
CUCTEMON Kak 0Obl4HbIE NIOKasbHble ANCKW. 111 3TOro MCNONb3YTCA Takne NpoToKobl Kak iSCSI,
Fibre Channel, SAS/SATA, FC-NVMe. MNonb3oBaTenn ¢hanaoBoro nHTepdenca noay4vatoT 4OCTyn K
ceTeBbIM (hannoBbIM cucTemam Takum Kak NFS nnmn SMB/CIFS. Monb3oBaTenm 06beKTHOro
NHTepdenca nonyyaoT LOCTYN K XPaHEHWNIO OTAesIbHbIX 3/1eMEHTOB AaHHbIX (06beKTOB) Npu NOMOoLLK
TaKMX NPOTOKONOB Kak S3 unn Swift.

Cucrtembl ynpassieHUss KOHTeHTOM (CMS) - KomnblOTepHaa nporpamMmma, ucnosibdyemas ans
obecneyeHns N opraHnsaLmM COBMECTHOr0 npoLuecca co3faHns, peakTMpoBaHUA 1 ynpasieHus
COLEPXNMbIM, NHAYe — KOHTEHTOM.
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CnyxeOHble paHHble — JaHHble, COAEPXKALLMECs B 3anpocax 1 0TBeTax, MpeAaBaeMblX COBMECTHO C
3allMLLLaemMon MHopMaLMen C NCNOIb30BaHNEM MPOrpaMMHOro MHTepdenca B3auMoaencTems
npunoxeHuin (API). K cnyxebHon nHGopMaLmnm 0THOCATCSA MO CTPYKTYP NPOTOKOJI0B, pa3MeTKa
npencTaBaeHns MHGoOpMaLmnm, TEXHOIOrMYeckasa MHMOPMaLNS MPUIOXKEHNI N OPYyrMe AaHHbIe.

Cpepa BUPTYaJIn3auum — N3021MpoBaHHaA NporpaMmMmHan cpefa, Co3fgaHHaa C MOMOLbIO
TexHonormm sBnpTyannsaunin.

CpepcTBO BUPTYanmu3aumm — NporpaMMHoe CpeacTBo, obecneynBaloLLme CO3aaHme 1
(hYHKLMOHUPOBaHME BUPTYasbHbIX MaLUUH.

CpencTBO BbIYUCNTEJILHON TeXHUKMU (annapaTHoe) — annapaTHbIA KOMMIEKC,
npenHa3sHa4YeHHbIN NS BbINONHEHUSA BbIYUCEHUI, KaK NPaBWJIO, BbIMOJHSAOWMNXCS MO YyNpaBieHNeM
onepaumnoHHON CUCTEMBI.

CpencTBO KOHTeMHepu3aL UM — NPorpaMMHoe CpelCcTBOo, obecneymBaroLLee Co3aaHmne 1
(YHKLIMOHMPOBAHVE KOHTENHEPOB.

CybbekT pocTtyna - nonb3oBaTenb, NPOLECC AN YCTPOMNCTBO, 3anpaLlnBatoLLee JOCTyn K
NHOPMaLMnM NN pecypcam NHHPOPMaLIMOHHON CUCTEMBI.

TexHONIoOrMmn NCKYCCTBEHHOTO MHTEeNNIeKTa — TEXHOJIOMMMW, OCHOBAHHbIE Ha UCMO/b30BaHUK
NCKYCCTBEHHOr 0 UHTEJIIEKTA, BKJIlOYaoLwme B cebs KoMnbloTepHoe 3peHne, 06paboTky
€CTeCTBEHHOr0 f3blka, pacro3HaBaHNe N CUHTE3 peyn, MHTENNIEKTYaNbHYI0 NOAAEPXKY NPUHATUSA
peLeHnA N NepCcrneKTUBHbIE METOAbl NCKYCCTBEHHOIO UHTENIEKTA.

Touka GecnpoBoaHOro pocTyna — yCTpOWCTBO Uy 06opyaoBaHuMe, No3sosstoLe 6ecnpoBoAHbIM
YCTPOCTBaM NMOAKOYATLCSA K BbIYUCAUTENBHON CETH.

YpaneHHbIW foCcTyn — 4OCTYN Nonb3oBaTeNen K UHPOPMALMOHHBIM cucTemMaM u (Mnam)
COAEepXKaLLencs B HAX NHGOPMaLMK C NCMOb30BaHNEM ceTen CBA3M 0bLero nosb3oBaHMA, BKOYas
ceTb «MIHTePHeT», N UHbIX CETEN CBA3N, HAXOAALLMNXCS 3a NpefesaMmy KOHTPOJIMPYEMOW 30HbI,
BKJ/It0OMASA OOCTYN C NPUMEHEHNEM TEXHONOMMA BUPTYanbHbIX YacTHbIX ceTen (VPN), TYHHennpoBaHus
N UHbIX CPeacTB yAaleHHOro NoOAKMOYEHMS.

YpoBeHb CUTHaJNa — KOJIMYECTBEHHAS XapaKTePUCTMKA CUrHaMa, pacCMaTpPUBAEMas OTHOCUTENBHO
BbIOPAHHOIr0 OMOPHOro 3HAYEeHMS.

YCTPOUCTBO «MHTEpPHeTa BeLlien» — YCTPONCTBO, MPOM3BOASLLEE N3MEPEHNE CBOWNCTB
(xapaKTepucTnK) BHELWHeN cpenbl 1 npeobpasytoliee nx B LudpoBoe npeacraBieHne, KOTopoe
MOXeT nepenaBaTbCs MO BblYUCANTENBHON CETUN Yepe3 NHTepdenc B3auMoAeNCTBMA AaT4YMnKa, a
Tak)Xe YCTPOMCTBO «MHTEPHETa BeLLEen», PYHKLNOHNPYIOLLLEE BO BHELLHEN cpeae n npeobpa3sytoulee
LUMPOBbIE KOMaHAbI, MOCTYNAOLWME MO BbIYUCUTENIbHON CETU Yepe3 nHTepdenc B3aMMoaencTema
NCNOSIHUTENBLHOr0 YCTPOWNCTBA, B AENCTBMSA BO BHELUHEN Cpefde.

XocToBas onepauMoHHaA CMCTeMa — OnepaLnoHHas cMCcTeMa, COCTaBAALWan cpeny
DYHKLMOHUPOBaAHUS CpeACcTBa KOHTENHepU3aLuu.

LleHTpanusoBaHHOe ynpaBJsieHUe — Noaxon K adMUHUCTPUPOBAHNIO, MPU KOTOPOM HaCTpOVIKVI n
NOJINTUKN ONA pacnpeneneHHbiX CUCTEM YNPaBAAOTCA N3 efNHoNn KOHTpO}'IbHOIZ TOYKMN.

YepHbIA CNUCOK — NepeyeHb pecypcos (IP-aapecoB, AOMEHHbIX UMEH, NPWIOXKEHNIA), OCTYN K
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KOTOPbLIM 3anpeLleH.

NMpuno>xxeHue Ne 2

K METOANYECKOMY AOKYMEHTY

Copep>xaHue 6a30BbIX Mep 3aLWMTbl MH(pOpPMaL MM ANA COOTBETCTBYIOLLEro Kjacca
3alMLLEHHOCTU MH(OPMALLMOHHON CUCTEMbI

1. NpenTudunkauusa n aytentupukauus (MA®D)

K3 K3 K2 K2 K1 K1
0603Ha4yeHue Mepa 3aWwuThi y . y
6a3oBbIN |ycuneHue 0a3oBbIN ycuneHue |6a3oBbIN yCcuneHue
MAG.1 ineHTugukaung | + 1 + 1
nonb3oBaTenen
VAD 2 MﬂGHT”@MKauMﬂ
YyCTPONCTB
NAD 3 AyTGHTM@MKa%MH 4 N N 1
nosib3oBaTenem
VAD 4 AyTeHTM¢MKauMﬂ
YyCTPONCTB

2. YnpasneHue goctynom (YNA)

K3 K3 K2 K2 K1 K1

0O6o03HauyeHue| Mepa 3aWmThI . . .
6a3oBbi|ycuneHue 6a3oBbli|ycuneHme 6a3oBbii|ycuieHme

Peanusauus mogenu

yrno.l
ynpaBfieHus AOCTYrNom

+ + 1,2 + 1,2

PasrpaHunyeHne n

ynpa.2
KOHTPOJIb NMpaB AoCTyna

+ 1 + 1,2

YnpaBfieHMe YYETHbIMY

yna3 3anucamm

+ + 1 + 1,2

OrpaHu4yeHwne
HeyCneLHbIX U
HepernaMmeHTUPOBAHHbIX
nonbITOK AOCTYNa B
WH(HOOPMALIMOHHYIO
cucTemy

yrnpn.4

MpenynpexneHue
noJsib30BaTens npu ero
yna.s JocTtyne K
NHMOPMaLIMOHHON
cicTeme

OnoselleHune
noJsib30BaTenNs o
Yrna.e npegbigyliem sxone B
MH(OPMaLIMOHHYIO
cuctemy

OrpaHuyeHune 4ncna
ynpap.7 napasnesbHblX CeaHcoB |+ + la
L0CTyna
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K3 K3 K2 K2 K1l K1

0O6o03HauyeHue|Mepa 3aLWUTLI . . o
6a3oBbiit|ycuneHue 6a3oBblit|ycuneHme 6a3oBblit| ycuneHune

BnokupoBaHue ceaHca
ynma.8 JOoCTyna nosib3oBartens |+ + +
NPy HEAKTUBHOCTHU

KOHTpONb aencTeunm
cybbekToB nocTyna Ao
naeHTugpnKaumm n
ayTeHTUMUKaumm

yna.9

3. Peructpauumn cobbiTun 6esonacHoctu (PCB)

K3 K3 K2 K2 K1l K1l

0O6o03Ha4yeHue| Mepa 3aWwmThi . . .
6a3oBbI ycuneHue b0a3oBbiN ycuneHue 6a3oBbIN yCUIeHUe

OnpepeneHne

cobbITUN

PCB.1 GesonacHocTum | 1 + 1,2 + 1,2,3
NaHHbIX 0 HUX,

noasiexalumx

permcTpauuu

AHanuns cobbiTuin

be3onacHOCTN U

PCB.2 + + +
pearmpoBaHue Ha

HUX

eHepauwns
BPEMEHHbIX METOK
PCB.3 npu perucTpauun |+ + +
cobbITni
6e3onacHoCTH

TpeboBaHUs K
cbopy, XpaHeHunto
PCb.4 M 3alnTe OaHHbIX |+ + +
0 cobbITUAX
6e3onacHoCTH

PearnposaHue Ha
cbou npm

PCB.5 perucTpauyumu + + +
cobbITni
He3onacHoCcTH

4. 3awuTa BUpTyanmsauum m obnavyHbix BoluucneHun (3CB)

K3 K3 K2 K2 K1l K1l
0603Ha4yeHue| Mepa 3aWwmThi . . .
6asoBbIN ycuneHue (0a30BbIf [ycuneHue 0a3oBbik ycuneHmne
HoBepeHHasn
3arpy3ka CpeacTBa
3CB.1 BUpTYyaamsaumm n |+ + 1 + 1,2
BMPTYabHbIX
MalUuH
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O603HauyeHue

Mepa 3awwmnThl

K3
0a30BbIN

K3
ycuneHue

K2
0a30BbIA

K2
ycuneHue

K1
0a30BbIA

K1
ycuneHume

3CB.2

KoHTponb
LeI0CTHOCTH
CpeacTs
BUpTYaansauum u
BMPTYaJibHbIX
MaLLuH

1,2

1,2

3CB.3

Perncrtpauuns
cobbITnn
6e3onacHOCTM B
cpene
BMPTYyanmn3auum

3CB.4

YnpasneHune
LOCTYynoM B cpefie
BMPTYyaan3auuu

3CB.5

PesepsHoe
KOMnpoBaHue B
cpene
BUpTYanmnsaumm

3CB.6

OrpaHu4yeHune
NpPOrpamMmmMHoON
cpenbl B cpeae
BUPTYanu3auum

3CB.7

3awmTa NnamaTn B
cpene
BUpTYanamM3aumm

3CB.8

NoeHTugrkauma n
ayTeHTUUKauma B
cpene
BUpTYanamnsaumu

3CB.9

YnpasneHue
BUPTYaJibHbIMU
MalLHaMu

5. 3awmTa TEXHONOrM KOHTEMHEPHbIX cpea U ux opkectpauum (3K0)

Ob6o03HauyeHue

Mepa 3awWwmThl

K3
0a30BbIN

K3
ycuneHue

K2
0a30BbIN

K2
ycuneHuwe

K1l

Oa3o0BbIN

K1l
ycuneHue

3KO.1

KOoHTpONb
LesI0CTHOCTK B
KOHTENHEPHbIX
cpepax

1,2

1,2,3,4,5,6

3KO0.2

PerncTtpauuns
cobbiTun
6e3onacHoOCTK B
KOHTEeNHEpPHbIX
cpepax

3KO0.3

YnpasneHue
LLOCTYMNOM B
KOHTENHepPHbIX
cpepax
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O6o3HauyeHue Mepa 3awuThbl

PesepsHoe
KOMMpoBaHMe B
KOHTENHEPHbIX
cpepax

N3onaums
KOHTENHepoB B
KOHTEeNHepHow
cpepe
NoeHTugnkauma n
ayTeHTuduKkauns
B KOHTENHEPHOW
cpene
YnpasneHue
KOHTeNHepamu n
nx obpaszamu
(opkecTpauus)
BoiasneHue n
yCTpaHeHue
3KO0.8 YyS3BUMOCTEN B + + 1,2 + 1,2
KOHTeNHepHow
cpepe

3K0.4

3K0.5

3K0.6

3KO0.7

6. 3awMTa CepBMCOB INEKTPOHHOMU nNo4Thbl (331)

K3 K3 K2 K2 K1l K1l

0603Ha4yeHue| Mepa 3aWwmThi y y y
6a3oBbiN ycuneHue 0a3oBbin [ycuneHue 06a3o0Bbil ycuneHue

3aWmTa AWNKoB 1
coobLeHnn
3JIeKTPOHHOW
noYyThl

YnpasfieHue
390.2 0OCTYynom + + +
noJsib3oBaTenen

3awmnTa oT
3320.3 BPeLOHOCHbIX + + +
BJIOXKEHUN

3awmTa oT
puwmHra

33M.5 3awmnTa oT cnama |+ + +

3awunTa
MeTagaHHbIX U
NHOW TeXHN4YEeCKomn
33rI1.6 NH(opMaLmn + + +
CepBuCcoB
3JIEKTPOHHOW
NnoYyThl

33M.1

330.4

7. 3awuTa Bed-TexHonoruu (3BT)
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K3 K3 K2 K2 K1l K1l

O6o3HavyeHne Mepa 3aLuThI y y y
©a3oBbil|ycuneHne 6a3oBbi|ycuneHme 6a3oBbin ycuneHume

3awmTa
3BT.1 MoJsib30BaTeNIbCKUX |+ + +
JaHHbIX

YnpasfeHue
3BT.2 0OCTYynom + + 1 + 1
nosib3oBaTenen

KoHTponb 1
punbTpaumna
Tpaduka Beb-
NPUJIOXKEHNIA

PerncTtpauuns
cobbITni
He3onacHoCcTn B
3BT.4 + + +
Beb-NpuIoXeHUsx un
pearnpoBaHue Ha

HNX
Mposepka hannos,
nepenaBsaeMbix Beb-
NPUIOXKEHUAMM, Ha
BpPeLOHOCHOe
nporpaMMHoe
obecneyeHune

3BT.3

3BT.5

8. 3awumTa nporpaMMHbIX MHTep(encos B3aumoanencTema npunoxenuu (API) (3MNMNA)

K3 K3 K2 K2 K1 K1l
06o3HauyeHune Mepa 3aWwmThi y y .
0a3o0BbIN [ycuneHue 6a3oBbIN ycuneHue 0a3oBbIN [ycuneHue
3NN 3aWwnTa AaHHbIX + + 1 + 1
API
YnpasneHue
3M1.2 poctynom -y + +
nosib3oBaTenen un
NPUJIOXKEHNIA
lMpoBepka Ha
3N1.3 COOTBETCTBUE + + + 1
cneunmrKaLmnm
API

9. 3awWwmnTa KOHEYHbIX YCTPOUCTB (3KY)

K3 K3 K2 K2 K1l K1l

0603HayeHue| Mepa 3aWwmThi . y .
6a3oBbIf ycuneHue 0a3oBbiv |ycuneHue | 0a3oBbIN | ycuaeHue

YnpasneHue
[OCTYrOM K
KOHEYHbIM

YyCTPOMNCTBaM

3KY.1
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K3 K3 K2 K2 K1l K1l

0O603Ha4yeHue| Mepa 3aWwmThi . y .
6a30BbIi ycuneHune |6a3oBbin |ycusneHue | 6a3oBbiv | yCuieHue

ObecneyeHune
LeNO0CTHOCTH
NPOrpaMMHOro
obecneyeHus
KOHEYHOro
yCTpONCTBa

3KY.2

AHTMBUMpPYCHaA
3aWwmnTa un
obHapy»xeHue un
3KY.3 npepoTBpalleHne |+ + 1 + 1
BTOPXXEHU Ha
KOHEYHbIX
YyCTPONCTBax

MOHUTOPUHT
npoLLeccoB n
COCTOAHMA

yCTpOWCTBa

3KY.4

KoHTponb 1
punbTpaumna
3KY.5 TpathvKa Ha
KOHEYHOM

yCTponcTBee

AHann3 n
pearnpoBaHue Ha
cobbITnS
H6e3onacHoCTH

3KY.6

10. 3awmuTa MOOUABHBIX ycTpoucTs (3MY)

K3 K3 K2 K2 K1 K1
0603Ha4yeHue| Mepa 3aWwmThi y y .
0a3oBbIN| ycuneHne 0a3oBbif ycuneHue 6a3oBbiv | ycuneHune
NoeHTugnkauma n
3MY.1 ayTeHTU(UKauma |+ + 1 + 1
nosb3oBaTenen
YnpasfieHue
AOCTYnom
3MY.2 nonb3oBaTenen Kk |+ + +
MOBUNBbHbLIM
YyCTpOMCTBaM
ObecneyveHne
3MY.3 LeNTOCTHOCTM + + 1 + 1,2
3MY.4 3alnTa OaHHbIX + + + 1
3MY 5 AHTUMBMpPYCHaA + + +
3aWmTa
3MY.6 KonTpone ; 4 ;
NPUI0XKEHNI
OrpaHuyeHue un
3MYy.7 KOHTPOJIb + + +
(PYHKLIMOHaIbHOCTK
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K3 K3 K2 K2 K1 K1
Ob6o3HauyeHue Mepa 3aLuThbl y - -
0a3oBbIN ycuneHne | 0a3oBbif ycuneHue 0a3oBbiv|ycuneHune
OnpepeneHne n
3MY.8 KOHTPO/b
reono3numm
Perncrpauns,
aHann3 n
3MY.9 pearmpoBaHue Ha |+ + 1 + 1
cobbITNS
6e3onacHoCTH
11. 3awmTa TEXHONOrMM «MHTEepHeTa Bewen» (31B)
K3 K3 K2 K2 K1 K1
0O6o3Ha4yeHune Mepa 3awWwmThi . . .
6a3oBbI |ycuneHue 6a3oBbin ycuneHune 6a3oBbIv ycuneHue
3UB.1 NaoeHTudnkaumsa n + + +
ayTeHTUUKauma
311B.2 YnpaBneHue N 4 N
[OCTYrNoM
31B.3 3awmnTa JaHHbIX |+ + 1 + 1
3UB.4 KOHTpO/b + +
LeNoCTHOCTH
Pernctpauns,
aHanus n
31B.5 pearnpoBaHue Ha |+ + 1 + 1
cobbITnS
6e3onacHoCcTH
12. 3awmTa Toyek becnpoBopHoro pocrtyna (361)
K3 K3 K2 K2 K1l K1
0O603Ha4yeHue| Mepa 3aWwmThi - . y
6a3oBbIN ycuneHue (0a3oBbi ycuneHue 0a3oBbiN yCUIeHUe
360.1 NoeHTugrkayma n + + + 1
ayTeHTuuKaums
360.2 YnpasneHue + + +
[OCTYrOM
3awmnTa
364.3 Nnosib30BaTeNIbCKUX |+ + +
HaHHbIX
35,4 KokTposs i ; i
LEeN0CTHOCTHU
361.5 OrpaHmrleHme + + +
YPOBHEWN CUrHaNoB
Perncrpauns,
aHann3 n
36/1.6 pearuvpoBaHune Ha |+ + 1 + 1
cobbITNS
6e3onacHoCTH

13. AHTMBMpYCHas 3awmTa (AB3)
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K3 K3 K2 K2 K1 K1l

O6o3HauyeHue Mepa 3awuThbl y y .
6a3zoBbii ycuneHue 6a3oBbi|ycuneHme 6a3oBbiv | ycuieHune

AHTMBUMpPYCHaA
3almMTa yCTPOMCTB
AHTMBUMpPYCHaA
AB3.2 3almnTa + + +
3NEeKTPOHHOW MOYThI

AHTUMBMpPYCHaA
AB3.3 npoBepKa CeTeBoro |+ + +
Tpadmka
MpumeHeHne
3aMKHYTOM
cucTeMbl (cpefnbl)
AB3.4 npeaBapuTenbHOro
BbIMOJIHEHUA
nporpamm
(«necoYHmnLbl»)

AB3.1 + + +

14. O6Hapy>XxeHue u NpepoTBpalLLeHne BTOP>KeHM Ha ceTeBOM ypoBHe (COB)

K3 K3 K2 K2 K1 K1l

0O603Ha4yeHue| Mepa 3aWwmThi y y .
0a3oBbil ycuneHue 6a3oBbiv ycuneHue 6a3oBbii ycuneHue

ObHapyxxeHue n
npeLoTBpaLleHune
BTOPXXEHW Ha
nepumeTpe

ObHapy>xeHue n
npegoTBpaLleHune
BTOPXXEHUI B
cermMeHTax
NH(MOPMaLIMOHHON
cucTeMmsl

COoB.1

COB.2

15. CermeHTaumMa n MeXxceTeBoe d3KpaHupoBaHue (MC3)

K3 K3 K2 K2 K1 K1
0603Ha4yeHue Mepa 3awWwmuThbl y - -
0a3oBbIN|ycuneHne 6a3oBbii ycuneHne 6a3oBbi ycUuneHue
MC3.1 CermeHTauums cetn + + + 1
OpraHusaums
MC3.2 AeMUnmMTapu3oBaHHon |+ + +
30HbI
KOHTpO/b CeTeBOro
MC3.3 [OCTyna u + + +
punbTpauma Tpadurka
MC3.4 MackupoBaHue
CUCTEMDI
MC3 5 Co3zfaHuve JIOXHbIX
CUCTEM

16. 3awmTa OT KOMNbLIOTEPHbIX aTaK, HanpaBJieHHbIX HA O0TKa3 B 06cnyxusaHum (300)
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O603HauyeHue

Mepa 3awwmnThl

K3
6a3oBbIN

K3
ycuneHue

K2
0a3o0BbIN

K2
ycuneHue

K1
0a3oBbIN

K1
ycuneHue

300.1

3awmTa oT
KOMMbIOTEPHbIX
aTak,
HanpaBJIEHHbIX Ha
0TKa3 B
obcnyxusaHum, npu
LOCTYyrne BHELHNX
nonb3oBaTenen K
NPUKNAgHbIM
cepsucam,
NpeaoCcTaBiSeMbIM
NH(OPMaLIMOHHOW
cmcTemonm

300.2

KOHTpOIb 1

dunnbTpauma
BXOAALLEro

Tpadmka

300.3

MOHUTOPUHT
COCTOSHMA
CepBUCOB 1
NHTepgencos

300.4

banaHcuMpoBKa
Harpys3Ku

300.5

OrpaHu4yeHune
Harpysku

300.6

MNopnoepxka
pesepsa
LOCTaTO4YHOM
NPOMNYCKHOW
cnocobHoCcTM ”
paclmnpeHune

pecypcoB npu cbosx

17. 3awmMTa KaHaNoB CBA3U U ceTeBoro B3aumopeuncreusa (3KC)

Obo03HauvyeHue

Mepa 3awwuThl

K3
6a3oBbiN

K3
ycuneHue

K2
6a3oBbIN

K2
ycuneHue

K1
6a3oBbIN

K1
ycuneHue

3KC.1

3aWwmnTa AaHHbIX
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«+» — Mepa 3alUnTbl MHHOPMaLIMM BKIIOYEHA B 6a30BbIi HAOOp MepP A1 COOTBETCTBYIOLIEr0O Kaacca
3aLUMLEHHOCTY MH(OPMALIMOHHOM CUCTEMbI U 4OJIKHbI BbINOJHATLCS TPEOOBAHNS K peann3aLmm
[aHHOV Mepbl 3aLLUNTbI UHGOPMAaLINN.

«umnppa» nam «umppa»«bykBa» — LOJIKHbI BbIMOJHATLCS TPEOOBAHMS K YCUSIEHNIO JAHHOW MEPbI
3alUNTbl MHOPMaLMK, yKa3aHHbIE B noapasanene «TpeboBaHWs K ycuneHuto». Lngpbl n 6ykBbl, He
BKJIIOYEHHbIE B TabMLYy 1 yKa3aHHble nod pybpukamy «TpeboBaHMs K YCUNEHWIO» MPUMEHSIOTCS Npu
afjanTtaumm 6a3080oro Habopa Mep 1 yTOYHEHNUM adanTupoBaHHOro 6a3oBoro Habopa Mep, a TakXxe
npv pa3paboTKe KOMMEHCUPYIOLMX MEP 3aLUNTbI MHOPMaLMM B MHGHOPMALMOHHON CUCTEME
COOTBETCTBYIOLEro KAacca 3alUnLLeHHOCTH.

Mepbl 3alUnTbl HOpMaLMK, He 0603HAYEHHbIE 3HAKOM «+», MPUMEHSIOTCS NPy aganTtaumm
6a3oBoro Habopa Mep 1 yTOYHEHUM afanTupoBaHHoOro 6a3oBoro Habopa Mep, a TakXxe rnpu
pa3paboTKe KOMMIEHCUPYIOLNX MEP 3aLUNTbI MHGPOPMALIMN B MHGHOPMALIMOHHOW CUCTEME
COOTBETCTBYIOLLEr0 K/1acca 3alUnLLEHHOCTH.

MpunoxeHune Ne 3

K METOANYECKOMY JIOKYMEHTY
Bbibop Mep 3awwiuTbl MHGOPMALUU ONA peann3auum B MHGOPMALMOHHOW CUCTEME

Bbibop Mep 3awmTbl MHDOPMaLMKN OCYLLLECTBASETCA NCXOAA U3 KNacCa 3alULLEHHOCTM
NHOPMALIMOHHON CUCTEMBI, onpeaensowero Tpebyembln ypoBeHb 3alLMLLEHHOCTY COAepXKaLLencs
B HEW MHopMaLuK, 1 yrpo3 6e30nacHOCT NHGOPMaLMK, BKIIKOYEHHbIX B MOAE/b YIPo3
6e30MacHOCTN NHDOPMALIMOHHON CUCTEMBI, @ TaKXe C YH4eTOM CTPYKTYPHO-(DYHKLMOHANbHbIX
XapaKTePUCTUK MH(POPMALMOHHON CUCTEMbI, K KOTOPbIM OTHOCATCSA apXUTEKTypa, CTPYKTypa u
COCTaB MHMOPMALMOHHOWN CUCTEMBI, (hU3NYECKNE, Nornvyeckme, PyHKLMOHabHbIE 1
TEXHON0rnYeckne B3auMOCBA3N MeXay cerMeHTaMn NHPOPMaLMOHHON CUCTEMbIl, B3aUMOCBSA3M C
NHBIMW NHOPMALIMOHHBIMU CUCTEMAaMU N UHPOPMALIMOHHO-TENEKOMMYHUKALMOHHBIMW CETSAMU,
peXxumbl 06paboTKn MHhopMaLnmn B MHGHOPMALMOHHON CUCTEME M B €€ OTHAENbHbIX CErMeHTaXx, a
TakK)Xe MHble XapaKTepUCTUKN NHGOOPMALIMOHHON CUCTEMBI, NPUMEHSAEMblE NH(OPMaLMOHHbIE
TEXHOJIOTMK 1 0COBEHHOCTN ee hYHKLMOHMPOBAHNS.

OnpepeneHune Knacca 3awnweHHOCTU NHPOPMaLMOHHOW CUCTEMbI MPOBOANTCS B COOTBETCTBUM C
npunoXxeHnem K TpeboBaHMAM 0 3aLuMTe MHOPMaLMKN, COAEPIKALLENCS B FOCYAaPCTBEHHbIX
NHMOPMALIMOHHBIX CUCTEMAX, UHBIX MHPOPMALMOHHBLIX CUCTEMAX roCyAapCTBEHHbIX OPraHoB,
rOCYyLapCTBEHHbIX YHUTAPHbIX NPeanpuaTuin, rocyapCTBEHHbIX YYpeXX4eHUN, YyTBEPKAEHHbIM
npukasom ®CTIK Poccum o1 11 anpena 2025 r. Ne 117.

YcTaHaBAMBAKOTCA TPM Kacca 3alULLEeHHOCTM MHDOPMALMOHHON cucTeMbl (MepBbin Knacc (K1),
BTOpoN knacc (K2), Tpetun knacc (K3), onpeaensowime ypoBHN 3aLlMWEHHOCTM COAep)KaLlencs B
Hen nHdopmMaummn. Cambln HU3KWIA KJ1acc - TPETUA, CaMbll BBICOKUIA - NepBbIN.

Mpwn obpaboTke B UHOPMALMOHHON CUCTEME MHOPMaLLMK, cofepKallen NepcoHanbHble aHHbIe,
peasimyemMble B COOTBETCTBUM C NYHKTOM 63 TpeboBaHuUi 0 3alLumMTe MHGOPMaL MK, COAep KaLLEeNncs B
roCyLapCTBEHHbIX MHPOPMALIMOHHbBIX CUCTEMAX, UHbIX MH(OPMALMOHHBIX CUCTEMAX
roCyfapCTBEHHbIX OPraHoB, FOCYAapPCTBEHHbIX YHUTAPHbIX NPeanpusaTUn, rocyAapCTBEHHbIX
yypexaeHunn, yTeepxaeHHbix npukaszom OCTIK Poccum oT 11 anpens 2025 r. Ne 117, Mepbl 3aWmnThl
NHMopMaLnn:
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AN MHDOPMALIMOHHON cncTeMbl 1 Knacca 3alumiieHHocTy obecneynsatoT 1, 2, 3 1 4 ypoBHM

3aLLMLLEHHOCTMN NepCoHabHbIX faHHbIX™ ;

NS MHDOPMALIMOHHON CUCTEMBI 2 KNacca 3alluiieHHOCTY obecneynBatoT 2, 3 U 4 YPOBHU
3alUMLWEHHOCTU NEPCOHANbHbIX AAHHbIX;

onsa I/IHq)OpMaLI,VIOHHOIZ CMCTEeMbI 3 KNacca 3alunueHHocTn obecneymBatoT 3 u 4 YPOBHM
3allNWEeHHOCTN NepCcoHalibHbIX OaHHbIX.

B cnyyae ecnv nHopMaLMoHHasa cucteMa ABASETCA 3HaYNMbIM 0OBEKTOM KPUTUYECKON
NHMOPMaLIMOHHOM MHGPACTPYKTYpbl Poccninckon ®epepaumnm, peannsyemole B COOTBETCTBUM C
NyHKTOM 63 TpeboBaHMI 0 3alnTe NHGPOPMaLMK, COAEPXKALLENCS B FOCYAapCTBEHHbIX
NHMOPMaLIMOHHBIX CUCTEMAX, MHbIX MHPOPMALMOHHBIX CUCTEMaX FrOCYAapCTBEHHbIX OpraHoBs,
rOCyLapCTBEHHbIX YHUTAPHbLIX NPeanpuaTui, rocy4apCTBEHHbIX YYpeXX4eHUN, YyTBEPKAEHHbIX
npukasom ®CTIK Poccum o1 11 anpena 2025 r. Ne 117, Mmepbl 3alinThl MHGOPMaLMK:

ANS MHPOPMALMOHHOM CUCTeMbI 1 Knacca 3awmweHHocTn obecneymsatoT |, Il n Il kKaTeropum
3HaYMMOCTN 06LEKTOB KPUTUHECKON MH(DOPMALIMOHHON UHDPACTPYKTYpbI' ;

ANS MHPOPMALMOHHOW CUCTEMbI 2 KNacca 3awmuweHHocTn obecneymsatoT Il n I kaTeropun
3HAYMMOCTN 06BEKTOB KPUTUYECKON MHDOPMALIMOHHON MHPACTPYKTYphI;

L5 MHGOPMaLMOHHOM CUCTEMbI 3 Knacca 3aluileHHocTy obecneynBaltoT Il KaTeropuio 3Ha4MMOoCTH
06BbEKTOB KPUTNYECKON UH(OPMALMOHHON NHPACTPYKTYPBI.

Bbi6op Mep 3aWnThl UHDOPMALIMKN AN UX PEASIM3aLMN B MHGOPMALIMOHHON CUCTEME BKIIOYAET:

peanun3aumnto 6a3oBbIX Mep 3alUNTbl MHGOOPMALMOHHBLIX CUCTEM U COAEPXKALLENCS B HUX MHGOPMaL MK
COOTBETCTBYIOLWMX KACCOB 3aLLUMULLEHHOCTI, YCTaHaBAMBAEMbIX orlepaTopoM (obnapgatenem
NHMopMaLnn);

ajanTaumio 6a30BbIX Mep 3aWUTbl MHPOPMALMOHHBLIX CUCTEM U COAEPXKALLENCS B HAX UH(OPMALLMK
NPUMEHNTENbHO K apXMTEKTYPe MH(OPMALMOHHbLIX CUCTEM, NPUMEHSAEMbIM MH(OPMALMOHHbLIM
TEXHONOrnsM, 0COBEHHOCTAM (hYHKLIMOHMPOBAHNA MHOPMALIMOHHBIX CUCTEM;

BEPUDUKALINIO afanTUPOBaHHbIX 6a30BbIX Mep 3aLLNTbl MHGOOPMALMOHHBLIX CUCTEM N COAEPXKALLENCS
B HWX MHPOPMaLIMN B COOTBETCTBUM C aKTyaslbHbIMW YrpO3aMn U BO3MOXKHOCTSAMU HapyLUMTenen, nx
LOMONHEHne 1 (Mnn) ycuneHue.

OnpepeneHune 6a30BblX Mep 3aLWUTbl MHPOPMALMK A19 YCTAaHOBIEHHOI0 KNnacca 3alueHHOCTr
NH(POPMALMOHHON CUCTEMbI ABASETCSA NEPBbLIM LWAroM B Bbibope Mep 3alinTbl MHopMaLmK,
noanexalinx peaamsaumm B MHMOpPMaLMoHHON cucteme. OnpenenexHve 6aszosoro Habopa mep
3aWmUTLI MHPOPMaLIMM OCHOBLIBAETCA Ha KJlacce 3alUMLLEHHOCTU NHOPMALIMOHHON cucTeMsbl. B
COOTBETCTBUM C HACTOALLMM METOANYECKNM LOKYMEHTOM B Ka4yeCTBe HavyanbHOro BelbrpaeTcs oguH
13 Tpex 6a30BbIX HABOPOB Mep 3aLLMTbl MH(GOPMALLIUK, COOTBETCTBYIOLLNA YCTAaHOBAEHHOMY Kaccy.
Mepbl 3aWmMTbl MHGOPMaLUK, 0603HaYEHHbIE 3HAaKOM «+>» B NpuaoXKeHun Ne 2 K HacTosLemy
MEeTOANYECKOMY [OKYMEHTY BKJtOYeHbl B 6a30BbI Habop Mep 3alnTbl MHOpMaLUM Ans
COOTBETCTBYIOLLEro Knacca 3amweHHoCT! MHPOPMaLIMOHHOW CUCTEMBI. Mepbl 3aLlUThbI
NHMopMaLnn, He 0603HaYeHHbIE 3HAKOM «+», K 6Ba3oBOMYy Habopy Mep He OTHOCATCA, U MOryT
NPUMEHATHCA NpY NOCNefyoWNX AeNCTBUAX Mo ajdanTauny 1 BepudukaLmm mep 3allnThl
NH(OpMaLMK, a TakXe pa3paboTke KOMNEHCMPYOLWUX Mep 3alunTbl MHopMaLuu,

ba3oBble Mepbl 3aLWKTLl MHHOPMaLILK, Bbl6paHHbIe B COOTBETCTBUIN C K/1aCCOM 3alNLLEHHOCTHN
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MHMOPMALMOHHON CMCTEMbI, NOANEXAT afanTauny NPUMEHUTENIBHO K CTPYKTYPHO-
DYHKLMOHAbHBIM XapaKTepUCTMKaM N 0COBEHHOCTAM DYHKLMOHUPOBAHUS MH(OPMALMOHHOM
CUCTEMBI, YTOYHEHWIO B 3aBUCMMOCTM OT Yrpo3 6e30nacHOCTI MHGhOopMaLIMK 1 Npy HeEoBX0AMMOCTH
AOMOJIHEHWIO MEPaMM 3aLMTbl MHGOPMaALUK, BKITOYEHHBIMU B UHbIE HOPMATWBHbLIE MPABOBbIE AKTh,
HOPMaTWBHbIE 1 METOANYECKME LOKYMEHTbI MO 3aLuTe UHGOopMaL i,

Mpun aganTtauun 6a3oBoro Habopa Mep 3aUTbl UHGHOPMALUN YYNTLIBAIOTCS:

NpUMeHsieMble MHPOPMALIMOHHbLIE TEXHONOTMN 1 CTPYKTYPHO-(PYHKLMOHA/IbHbIE XapaKTEPUCTUKN
MH(OPMALIMOHHON CUCTEMBbI;

Lenu 1 3afayn 3anTbl MHOPMaLMK B UHPOPMALMOHHON CUCTEME;
nepeyeHb NPOBOAUMbIX ONEPATOPOM MEPONPUATUIA MO 3alLUnUTe NHAOPMALIUN.

AnanTaumns 6a3oBoro Habopa mMep 3alMTbl MHGMOPMALIUK, KakK NPaBuIo, NnpeaycMaTpuBaeT
NCKI0YEHME Mep, HEMOCPEACTBEHHO CBSA3AHHbIX C MHPOPMALIMOHHLIMU TEXHOOMUSIMIA, He
MCMOb3yeMbIMI B UHPOPMALIMOHHON CUCTEME, UK CTPYKTYPHO-PYHKLNOHABbHBIMY
XapaKTepUCTUKaM, He CBOMCTBEHHbIMW UH(OPMALIMOHHO CUCTeMe.

Bepudurkauna aganTnpoBaHHbIX 6a30BbIX Mep 3aLUUTbl MHOPMaL MK NPOBOANTCS C Y4ETOM
pe3ynbTaToOB OLEHKN BO3MOXHOCTM aflanTUpoBaHHOro 6a3oBoro Habopa Mep 3awmnTbl MHGOPMaL MK
610KMpoBaTh Yrpo3bl 6€30MacHOCTU UH(OPMaLIUK, BKIOYEHHbIE B MOAENb Yrpo3 6e30macHOCTH
NHOPMaLUN, NN CHU3UTb BEPOATHOCTb X peannsaumnm ncxoas u3 ycnoBuim yHKLNOHUPOBAHNS
NH(POPMALIMOHHON CUCTEMBI.

cxoaHbIMM AaHHBIMUK NPY YTOYHEHUW aaanTUpoBaHHOro 6a3oBoro Habopa Mep 3alLNThI
NHOPMaLUK SBNAIOTCS NepeyeHb yrpo3 6e30nacHoCTY MHGOPMALLMKU 1 BO3SMOXKHOCTY HapyLLUMTENeN,
BKJIIOYEHHbIE B MOAENb Yrpo3 6e30nacHOCTY MHGopMaLMK.

Mpun BepudUKaLny aganTUPOBaHHbIX Mep 3aLLMTbl MHOPMaLMN AN KaxLoN yrpo3bl 6e3onacHoOCTH
NH(OPMaLMK, BKIIOYEHHON B MOLeNb Yrpo3, CONOCTaBAAETCA Mepa 3aWwmnTbl MHopMaLmMmn 13
ajanTuposaHHoro 6asosoro Habopa Mep 3aWnTbl MHopMauum, obecnednsatoLas 610KnpoBaHue
3TOM yrpo3bl 6€30MacHOCTN UK CHXKAKLLaa BEPOATHOCTb ee peasm3aumnm ucxXoasa ns yciaosui
(OYHKLMOHNPOBAHNA NHPOPMALMOHHON CUCTEMbI. B cnyvae ecnm aganTupoBaHHbI 6a30Bbin Habop
Mep 3alunTbl MHDOPMaLUun He obecneyvmBaeT BnokupoBaHue yrpos 6e3onacHoCTM MHGpoOpPMaLuK, B
Hero AOMNONHUTESNIbHO BKJIIOYAOTCA Mepbl 3alLMThbl MHOpMaLMK, NpUBeLeHHbIe B pa3aene 4
HaCToALLEro MeTOAMNYECKOro JOKYMeHTa.

B noapasnenax «TpeboBaHMs K peannsaummn» Aas Kax Ao Mepbl, NpuBefeHHON B pa3aese 4
HaCTOALLEro METOANYECKOr0 AOKYMEHTA, YKa3aHo TpeboBaHMe K TOMY, KakiuM 06pa3oM 1 B KakoM
obbeMe [o/KHa ObITb peann3oBaHa KaXkaas Mepa 3allinTbl MHopMaLmun. TpeboBaHUs K peannsauun
Mep 3alUMTbl MHGOPMALIMMN SBASIOTCS MAUHUMANbHLIMU TPEOOBAHUAMM, BLINOJIHEHUE KOTOPbLIX AOJIKHO
6bITb 0becneyeHo B MHHOPMALIMOHHON CUCTEME COOTBETCTBYIOLLEr0 Kacca 3allWLLEHHOCTA B
cnyyae, ecqiv 3Ta Mepa BbibpaHa A5 peanun3aunm B Ka4eCcTBe BEPUGNLMPOBAHHON alanTUPOBaHHON
6a30B0i1 Mepbl 3aLLMTbI UHGOPMaLUN.

B 3aBMCMMOCTM OT KJlacca 3alULWEHHOCTN UHPOPMALIMOHHON CUCTEMbI MUHMMaNbHbIE TPeboBaHMS K
peanun3aunm BepupnLMpoBaHHON afanTUpPoBaHHON 6a30B0ON Mepbl 3aLLUMTbl MHGOPMaLIMK NoaaexaT
YCUIEHNIO A/151 MOBbILLIEHMWS YPOBHS 3aLMULWEHHOCTN UHGOPMaL M. Bce BO3MOXXHbIE yCUNIEHNS Mep
3alMTbl UHGOPMaLMK NpuBeLeHbl B noapa3aenax «TpeboBaHUs K ycuneHno» pasaena 4
HaCTOALWEro MeTOANYECKOr0 AOKYMEHTa AN KaXXA0N Mepbl 3aLnTbl MHGOPMaLMK. YCUneHms mep
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3aLLMTbl UHGOPMALMKN MPUMEHAIOTCA LOMNOJMHUTENbHO K TpeboBaHMSAM Mo peannsauny Mep 3aWwuTbl
MHOPMaLMK, NPMBEAEHHbIM B Nojpa3aenax «TpeboBaHUs K peasnsauums.

IToroBoe conep)xaHvne Kaxxaon BepnhnLMpoBaHHON aganTMpoBaHHON 6a30BOM Mepbl 3aLUThI
NHOPMaLMN, KOTOPOE, KaK MUHUMYM, LOJIKHO ObITb peann3oBaHoO B MH(POPMALMOHHON CUCTEME,
npveeneHo B Tabanue nogpasgena «Peannsaumns B MHGOOPMALMOHHON CUCTEME>,

CUCTEMBbI, UHLMIEHTI, NHGobEe3
1)

TpeboBaHuUs 0 3aUTe NHPOPMALLIUN, COLEPXKALLENCS B rOCYAAPCTBEHHbIX MHPOPMALMOHHbIX
cMcTeMax, UHbIX MHPOPMALMOHHbBIX CUCTEMAX roCyJapCTBEHHbIX OPraHoB, rocyAapCTBEHHbIX
YHUTaPHbLIX NPeanpuaTuiM, rocy4apCTBEHHbIX yYpeX4eHUN, yTBepKAeHHble npukaszom OCTIK
Poccum oT 11 anpenst 2025 r. Ne 117.TpeboBaHns kK obecnevyeHunto 3almnTbl MHOOPMaL NN,
copepxxalencs B UHPOPMaLMOHHbBIX CUCTEMaX ynpaB/ieHNsa Npon3BoL4CTBOM, UCMNOJb3YeMbIX
npeanpmaTuaMmn 060pPOHHO-MPOMBILLIEHHOrO KOMMJIeKCa, YTBEPXAEHHbIe npukazoM ®CTIK Poccun
oT 28 thepans 2017 r. Ne 31.TpeboBaHus no obecneyeHnto 6€30MacHOCTU 3HAYMMbIX 0O BEKTOB
KPUTMYECKOM MH(POPMaLIMOHHON MHPPaCTPYKTYypbl Poccninckon denepaunu, yTBEPKAEHHbIE
npukazom ®CTIK Poccum ot 25 pekabpsa 2017 r. Ne 239.TpeboBaHus k obecneyeHnto 3amnThbl
NH(MOPMaLM B aBTOMaTU3NPOBAHHbBIX CUCTEMaX YNpaBJ/ieHUA NPOM3BOACTBEHHbIMY NpoLeccaMu Ha
KPUTMYECKUN BaXKHbIX 00beKTax, MoTeHLMaNbHO ONacHbIX 06bekTax, a Takxe obbekTax,
NpeLCTaBASAIOWNX NOBLILLIEHHY ONAaCHOCTb A5 XU3HW U 340POBbA IIAEN U AN OKPYXatoLein
NPUPOAHON cpefbl, yTBepXAeHHble npuka3oMm GCTIK Poccum oT 14 mapTa 2013 r. Ne 31.CocTaB u
cofep>XaHve opraH13aumnOoHHbIX 1 TEXHUYECKX Mep no obecneyeHnto 6€30NacHOCTU MePCOHaNbHbIX
LaHHbIX Npn nx 06paboTke B MHPOPMALMOHHBIX CUCTEMAX MNEPCOHANbHbIX AAHHbLIX, YTBEPXAEHHbIE
npukasom ®CTIK Poccum ot 18 chepana 2013 r. Ne 21..

2)
MyHKT 3 MonoxeHus 06 yyete UT-akTUBOB, NCMOSb3YEMbIX A5 OCYLLECTBAEHNSA OeATENBHOCTY N0

LMDPOBOIA TPAHCHOPMALIMM CUCTEMBI FOCYAAPCTBEHHOMO (MYHULUMNANLHOI0) YNpaBieHus,

YyTBEPXAEHHOr0 NocTaHoBsIeHneM lMpasuTtenscTBa Poccuinckon depepauum ot 1 nions 2024 r. N 900.
3)

MoanyHKT 21 nyHKTa 8 MonoxeHns o PefepasibHON Cnyxbe No TEXHNYECKOMY U IKCMOPTHOMY
KOHTPOJII0, YTBEPXKAEHHOr0 YKa3om lMNpesngeHTa Poccuinckon degepaumm ot 16 asrycta 2004 r. Ne
1085., 1 MHble NCTOYHKKMK, CoaepKaLlne ceefeHns 06 yA3BMMOCTSAX, HAPYLWNTENSAX U UCNOJb3YeMbIX

UMW MeToAax U CpefcTBax, AOCTYMHbIX Ans onepaTtopa (obnagatens nuHpopmauum).
4)

YcuneHusa meponpuaTtui (Npoueccos) nNo 3awmTe nHhopMaLumm, NpuBeaeHHbIe B Noapasaenax
«TpeboBaHNAa K yCMneHno» pasaena 3, NpUMeHSAI0TCA Mo peLleHnto onepaTtopa (obnagatens
NHopMaLMn) 49 NOBbIWEHNA SPPEKTUBHOCTM peanm3aunm MeponpuaTUn rno 3awmnte nHpopmaumm
1 NOBbILWEHNS YPOBHA 3aLLMLLEHHOCTU NHGOPMALMOHHBIX CUCTEM N COAEepKaLLenCs B HUX
NHOoPMaLMK, a TaKXe OS89 CHYKEHMS BO3SMOXHOCTU HapyLWNTEeNen no peaamsaunm yrpos

6e3onacHoOCTY MHpopMaLmK.
5)

MoAnyHKT «B» NyHKTa 4 MNoNI0XKeHNs 0 NLEH3NPOBAHNIN LeATeNbHOCTU N0 TEXHUYECKONW 3aLuTe
KOH(MOEHLNaNbHON MHDOPMaLUK, YTBEPXKAEHHOI0 NOCTaHoBAeHMEM lNpaBuTeNbCTBa POCCMNCKON
®epepaunn oT 3 pespansa 2012 r. Ne 79.

6)

MyHKT 3.2 HaumoHanbHOro ctaHaapTa Poccunckon ®epepaunn FOCT P 56939-2024 (M., ®I'BY «PCT»,
2024) (pnanee — FOCT P 56939-2024)., B c/ly4ae ero camocToATeIbHON pa3paboTKu onepaTopom

(obnapaTtenem nHMopMaLMK), AOJHKEH COOEPXKATb:
7)

MonoxeHnsa o LleHTpe MOHUTOPUHIa 1 yNpaBJIEHNA CETbIO CBA3N 06LEero nosib30BaHNS,
YyTBEPXOEHHOro npmka3om PockoMHag3opa oT 31 nonsa 2019 r. Ne 225 (3apernctpmupoBaH MUHIOCTOM
Poccumn 22 Hoabpsa 2019 r., pernctpaunoHHbIn Ne 56583), € U3MEHEHUAMW, BHECEHHBLIMU MPUKA30M
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MeTopuyeckuin pokymeHT OCTIK Poccum o1 12.04.2026 «CocCTaB 1 cofepxaHme MeponpuaTuin n mep no

2026/10/17 00:03 187/187 3awWwuTe nHopMaLmm, coaepxxallencs B MHPOPMaLMOHHBIX CUCTEMaX»

PockoMHan3opa ot 24 anpens 2024 r. Ne 73 (3apernctpuposaH MuHioctom Poccun 6 nioHs 2024 r.,
perncTpaunoHHbIn Ne 78486).

8)

MyHKT 5 MonoxxeHns o LieHTpe MOHMTOPUHra 1 yrnpasJfieHNs CeTbio CBA3M 06LLero nosib30BaHus,
YyTBEPXOEHHOro npmka3om PockoMHag3opa oT 31 nonsa 2019 r. Ne 225 (3apernctpmnpoBaH MUHIOCTOM
Poccum 22 Hoabpsa 2019 r., pernctpaunoHHbIn Ne 56583), € U3MEHEHUAMU, BHECEHHBLIMU MPUKA30M
PockoMHagn3opa o1 24 anpensa 2024 r. Ne 73 (3apeructpuposaH MuHioctom Poccum 6 nioHs 2024 r.,
perncTpaunoHHbin Ne 78486).

9)

MoanyHKT «a» NyHKTa 5 HaunoHanbHOW CTpaTerum pa3BUTNS NCKYCCTBEHHOIO UHTEJIEKTA.
10)

HaumoHanbHbIn cTaHgapT Poccunckon ®epepauunm NOCT P 51583-2014 «3awmTa nHpopMaLum.
MopsfoK co3faHnMa aBTOMaTU3MPOBAHHbLIX CUCTEM B 3aLLULLEHHOM MCnoaHeHuKn, Obwme

MONOXKEHNA».
11)

HaumoHanbHbIn cTaHgapT Poccunckon ®epepauunm NOCT P 58833-2020 «3awmTa nHpopMauum.

NoeHTndmkauma n ayteHTudunkaums. Obwme nonoXKeHns».
12)

YcTaHaB/MBaeTCs B COOTBETCTBUU C Tpe6OBaHI/IﬂMVI K 3allnTe NepCoHalJibHbIX AaHHbLIX NPU NX
06p360TKe B MHOPMALMOHHBIX CUCTEMaX NepCoHalibHbIX OAHHbIX, YTBEPXLEHHbIMN

noctaHosneHuneM lMNpasutenoscTsa Poccuinckon depnepaumm ot 1 Hosbps 2012 r. Ne 1119.
13)

YcTaHaBMBaeTCs B COOTBETCTBMM C [paBuiaMm KaTeropmpoBaHns 06 beKTOB KPUTUYECKON
NH(OPMALIMOHHON NHGPACTPYKTYpbl Poccunckon ®efepauunn, yTeBepX4eHHbIMU NOCTaHOBEHNEM
MpasuTenbcTBa Poccunckon ®epepauunm ot 8 pespans 2018 r. Ne 127.
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